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1. BBegeHue

OTO pyKOBOACTBO MO YCTAaHOBKE U HAcTpouke (ganee — PO, pykoBOoACTBO NO 3KCnnyaTauum)
MHTEennekTyanbHbiX GrokoB pacnpeneneHns nutaHns REM™ Brtoporo u Gonee craplumx cepuii
(nanee — PDU B obwem, nubo PDU2, nu6o PDU3 1 1.4.). B KOHTeKcTe onucaHus yHKLMIN OCHOBHOIO
KonTponnepa PDU Takke 6yaeT ncnonb3oBatbcst TepMuH «KoHTponnep».

PDU npegHasHayeH nsi opraHn3aumm NUTaHns CepBEPHbIX CTOEK U TENEKOMMYHUKALIMOHHbIX
LUKachoB, MOHUTOPUHIa MapamMeTpPOB 3MEeKTPoNMTaHus, cbopa AaHHbIX C NMOAKIOYEHHBIX OATYMKOB,
opraHu3aumMn  JioKarbHOW  OXPaHHO-MOXAPHOM  CUTHanIM3auuMu, KOHTPOMsS U rnogdepkaHust
MuKpoknumata. OCHOBHbIM KaHanom cBA3u KoHTponnepa siBRsieTcss NpoBOAHOW WHTepdeinc(bl)
Ethernet. MopaepxvBaeTcs nepegaya AaHHbIX MO NPOTOKONAM:

SNMP v1, v2c, v3;

Modbus TCP;

YpaanéHHoe BeAeHMe XXypHanoB no npoTokony syslog;

MoHuTopuHr 1 ynpasneHue Yepes WEB-UHTepdenc no npotokonam HTTP n HTTPs;
OTtnpaska coobeHnii no SMTP (c wudposaHmem ana nybnunyHeix Email-cepsepos,
Hanpumep, mail.ru);

AsTopusauns B WEB-UHTepdeice yepes RADIUS;

o OO6HoeneHune yepes WEB-WHTepdelic n TFTP;

e CuHxpoHusaums spemeHn ¢ NTP-cepBepoM;

e YnpaeneHue yepe3 uHtepdenc komaHgHon ctpokm (CLI, ot aHrn. command line
interface) no npotokony SSH.

[ns paclimpeHns KonnyecTsa yrnpaBnsieMblX PO3ETOK MOXHO MOAKMHOYUTL AONONHUTENBHbIE
KackagHble 6nokun poseTok (aanee — Cascade PDU nnn CPDU).

C PDU2 n PDU4 moxHo mucnonb3oBatb ceTeBor agantep RS-LAN21G, nogkntoums ero K
USB-uHTepdeiicy KoHTponnepa. 3To gaeT OoCTyn Ko BTOpoMy ceTeBoMy WHTepdency LAN 2,
KOTOpbIN MOXeT paboTaTb NGO B M3ONMPOBAHHOM pexuMMe, NMbo B pexXmme CeTeBOro MocTa
(Hanpumep, Ona nocnegosaTenbHOro NoAkMYeHns Heckonbkux PDU k ogHOMy MopTy CeTeBoro
koMmmyTaTtopa). B PDU3 B HeKOTOpbIX MOAUMMKALMAX €CTb BCTPOEHHbIN BTOPOW CeTEBON nHTepdenc
LANZ2, obnagatowmin aHanornyHbim dyHkumoHanom LAN2 PDU2 n PDU4.

Moppepxka IPv6 nossonsieT KoHTponnepy pacwumpuTb agpecHoe NPoCTPaHCTBO M NOBLICUTL
COBMECTUMOCTb 1 6e30MacHOCTb CETEBbIX MOAKITHOYEHNI.

I'Io;:uJ,ep>KKa HECKOJIbKUX YYEeTHbIX 3anucen ¢ pas3nn4HbiIMMN ponaMn U ypoBHAMU [OCTyna
nossonsieT obecneuntb rMOKOCTb ynpaslieHud, MnoBbICUTb YPOBEHb ©e30nacHOCTU CUCTEMbI U
onTMMN3npoBaTb pa6oqvu7| npouecc, npeagocraBnas Kaxgon yHeTHOVI 3anmMcnm BO3MOXHOCTb
BbIMOJIHATb 3a4a4n B COOTBETCTBUN C €€ NOJTHOMOYUAMW.

KoHTponnep obnagaet yHKUMOHANBHOCTBLIO CUCTEMbBI KOHTPOMS U yNpaBneHus 4OCTYNOM
(nanee CKY[), 4to gaet BO3MOXHOCTb HageXHO U yaobHO ynpaBnATb AOCTYNOM COTPYOHWKOB U
nocetuTenen, obecneumBas 6€30NacHOCTb M KOHTPOSb BCEX TOYEK BXOAA.

®yHKUMA CTOpOXa Mo JOCTynHocTh ycTponcTB B cetn (Ping Watchdog) ¢ HacTpavBaeMbim
neproaoM onpoca MoXeT NPOM3BOAUTL Nepesarpysky 3aBucLLEero obopyaoBaHus.

BCTpoeHHbI  gucnnen no3BoSiieT KOHTPONMpOBaTb COCTOSHME pPO3EeTOK, AaTYMKOB,
NOAKMIOYEHHBIX BHELLHUX YCTPONCTB.

PDU3 n PDU4 nogaepxunBatoT TexHonormto ComPWR npu ncnons3soBaHumn kotopont — CPDU
n PDU, coeguHeHHbIe Nno NuHnm nuTaHmsa 12B moryT obecneunTs pesepBHOE NuTaHne, Nnbo nonyyarb
nMTaHne oT COCedHEero Moayns B criydae asapuu (cm. n. 8.9).

PDU3 nogaepxumBaeT «ropsyyto 3ameHy» (aHrn. Hot-Plug) — KoHTponnep MoxHoO nssneys 13
ycTponctBa 0e3 OTKMYEHUST MUTaHWs, M YCTAHOBUTH HOBbIM KoHTponnep, nm6o CPDU.
KoHdpurypauums PDU n ceTeBble HacTporiku coxpaHstoTes B PDU (cm. n.7.10.):

Ha KoHTponnepe MOXHO wuCMoOMNb3oBaTe MNONb30OBaTeNbCkue CKpunTbl (Hebonblune
nporpaMmel), HanncaHHble Ha sa3bike Python (cm. n.8.14).

Moppepxka USB-HakonuTenenm no3BonsieT 3arpyxkatb Ha/c KoHTpomnmepa HacTpoviku,
XXypHarbl 1 nonb3oBaTensckue dannel (cm. n.8.15).
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MogenbHblii pag, KpaTkMe ykasaHusi Mo HacTpOoMKe, KOMMMEKT MOCTaBKM UM rapaHTUiHble
ob6si3aTenbCTBa NpUBEAEHbI B MacropTe U KpaTKOM PYKOBOACTBE Mo akcnnyaTauuu (Macnopr).
B pasgene «TexHuuyeckasi noaaepka» Mo CCbISIKe HIKE MOXKHO 3arpysuTb criegytowime dannbi:

HacTtosiwee P3O nocnegHen Bepcuuy;

Macnopt PDU;

MocnegHne oGHOBNEHMSI NPOrpaMmMHOro obecneveHus;
MIB-cpann gns pabotel no SNMP;

LLlabnoH ans cuctembl Zabbix;

YepTexu PDU.

https://www.cmo.ru/support/tp rem/rem2mc/

2. CBepeHunsa o nporpaMMHOM obecnevyeHuum

PDU paboTaeT nog ynpasneHueM npegycraHoBneHHoro MO "BcTpavBaemas nporpaMmHas
cucTtema ynpasneHus n moHntopuHra PDU REM™.

CamocTosTenbHa yCTaHOBKa MO nonb3oBaTenem He Tpe6yeTCF|.

O6HoeneHue MO ocyuwlecTBnAeTca B cooTBETCTBMM C N.11.

3. YKazaHusi no TexHuKe 6e3o0nacHoOCTuU

Hactoswee P3O cogepXuT yKkasaHwsi, KOTOpble OOSKHbl BbIMOMHATLCA MPU  MOHTaxe,
aKcnnyaTaumm u TexHmdeckom obenyxusaHum PDU.

MoaToMy nepes MOHTaXOM M BBOAOM B 3KCMyaTauuio OHW 06si3aTenbHO OOSMKHbI ObITb
n3y4yeHbl 0OCNYXXMBAKOLLMM NepPcoHanomMm unu notpedbutenem. PO gomkHO ObITb JOCTYNHO Ha MecTe
akcnnyaTauum PDU. MNpwu BbINoNHEHMN paboT OOMmKHbI CTporo cobntogatecs TpeboBaHus MTH n My3
N yKkasaHus, npuBeféHHble B PykoBoacTBe.

OnacHocTb nopaxeHus — anekTtpudeckum  Tokom!  Kateropumueckn  SAMNPELWLAETCA
AEeMOHTMpoBaTb Ha paboTaiowem o6opyaoBaHuM Onokupyowmne Wnu  npegoxpaHuTesbHble
yCTpOWCTBA.

TexHn4yeckoe 06Cﬂy)KI/IBaHMe npon3BoAUTb TOJNbKO NMpun OTKIMOYEHHOM OT SﬂeKTpI/ILIeCKOVI ceTun
O60pyLI,OBaHI/II/I. Cpasy XXe No OKOH4YaHun pa60T OOIMKHbI ObITb CHOBa YCTaHOBJ1€HbI U BKITHOYEHbI
BCe NEeMOHTMPOBaHHbIE 3alLUTHbIE UK NpeaoXpaHUTEerbHbIe yCTpOVICTBa.
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HecobnogeHve ykasaHuid NMo TexHuke 6e30MacHOCTU MOXET NoBreyvb 3a cobol onacHble
nocrneacTBUs 45 300POBbA U KN3HW YENoBeKa, a Takke Co34aTb ONACHOCTb AS1st OKpy»KatoLel cpeabl
n obopynoBaHus.

HecobniogeHvie ykazaHuii No TexHuke 6e30nacHoCTU BeAET K aHHYNMPOBaHMIO BCEX NpaB Ha
BO3MelleHue yulepba.

Bce noaknoveHns BHELWHNX Lener A0MMKHbI MPON3BOAUTLCS B CTPOro NOCNeaoBaTeNbHOCTH,
yKasaHHowm B P3J; B criy4ae HenpaBunbHOro nogkntoyvenns PDU npegnpusitTue-uarotoBUTENb He HECET
OTBETCTBEHHOCTY 3a Bbiweawmn ns ctpos PDU n cTopoHHee o6opyaoBaHue.

Mepea Havanom nobbix nogkntoveHnn PDU aomkeH ObiTb HAQEXHO 3a3eMIIEH.

‘

i 9qq

He ponyckainTte nonagaHus snarv BHyTpb PDU.

4. TpeboBaHuA K 06CnyXuBaroweMy nepcoHany

MepcoHan, BLINOMHSAOWMIA MOHTaX 0b0opy0BaHUst, a Takke TeXHUYeckoe obcnyxuBaHue u
3KCMnyaTaumio, JOMmKeH n3yunTb P3, umeTb onyck k paboTam ¢ aMeKTpoycTaHOBKaMU HanpsiKeHnem
Ao 1000 B n obnagatb Heobxoaumown kBanudukaunen Ans BbINOMHEHUS YKa3aHHbIX BUOOB paborT.
OTBETCTBEHHOCTb 3a TEXHMKY 6€30NacHOCTM Npu BbINOIHEHUM paboT Bo3naraeTcs Ha pykoBoauTens
paboT B COOTBETCTBMU C HOPMATMBHbIMW JAOKYMEHTAMMW U AEWCTBYIOLIMM 3aKOHOAATeNbCTBOM PO.
Ecnn y 3akasuuMka OTCYTCTBYeT KBanM@WUUMPOBAHHbIA nepcoHan, HeobxoaMmo npuBneyb
cneumanM3npoBaHHY0 OpraH13aLmnio, UMEHLLYIO NULLEH3UIO Ha MPOU3BOACTBO AaHHbIX BUOOB paborT.

5. UcnonHeHua u nopsaaok coopmMupoBaHUAa apTUKyna

PDU mMOXeT nmeTb 04HO U3 TPEX UCMOMHEHUN:

1) otpenbHbI KoHTponnep,
2) ropusoHTanbHbIA MoAynb AnMHon 440 mm B 19’ CTONKY,
3) BepTuKanbHbI MoAynb AnvHon ot 440 go 2100 mm.
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Pykoeodcmeo no akcrniyamayuu PDU 2.4 &m

5.1. MNMopsapok popmMmupoBaHUA apTUKyna

R-XoMCX1-X2-X3-X4-X5-Xg-X7-Xg-Xog

O6o3HaueHuWe LBeTa Kpacku (Npy HanMumm):
B — yepHbIi, W — 6enbin u T.4.

Tvn BUNKK Ha KOHUE LWHYypa (Mpy ero Hanu4uu):
S — Schuko ana R-16**;

C14 - IEC 60320 C14 ana R-10**;

C20 - IEC 60320 C20;

2P — IEC 60309 «2P+ = »:

3PN — IEC 60309 «3P+N+ = »;

A(B) — npu Hann4nM aBTOMaTUYECKOro BBOAA pe3epBa C ABYMS BUIKaMu
BBOAaA NMUTaHWUA, rge A n B noboe 3HayeHne 13 BbiLLeONUCaHHOro
(C14(C20), S(C20) n 7.4.)

BBoa nutanus:

0.1..5 InnHa npoBofa B MeTpax

K — konogka knemmHasi;

X — pa3bém Ha nepeaHen naHenu nagenua (C14 gna R-10; C20 gna R-16)**,

Z — pa3béM Ha 3agHel cteHke nsgenus (C14 ansa R-10; C20 gna R-16);

C(D) — npv Hannynm aBTOMaTUYECKOrO BBOAA pe3epBa C ABYyMSA BUMKaMu BBOAA
nutanus, rae C n D noboe 3HayveHue m3 BoiweonvcaHHoro (3(3), 3(1.8), 3(Z) n
T.0.)

Lindpel, 0603HavatoLme onuHy KOHTpornepa B MM (06€3 MOHTaXHbIX KPOHLUTENHOB):
o1 127mm go 2100mm.

Mogynu ynpaBneHus 1 namMepeHust:

MCL - n3mepeHue 3aHepronoTpebrneHuss Ha BBOAE MUTAHMA W NO po3eTkam (rpynnam
pO3eTOK) C ynpaBreHvem no po3etkam (rpynnam po3eTok);

MCI - nsmepeHue aHepronoTpebneHns Ha BBOAE NUTaHUS C yNpaBneHNeM no po3eTkam
(rpynnam po3eTok);

ML - namepeHne aHepronoTpebneHns Ha BBOAE NUTaHUSA U NO po3eTkam (rpyrnnam po3eTok);
MI - namepeHue aHepronoTpebneHnst Ha BBoAE NUTaHWS;

MC - ynpaBneHue no poseTtkam;

M - namepeHue sHepronoTpebneHns no poseTkam (rpynnam po3eToK) C ynpaBrneHuem no
po3eTkam (rpynnam po3eTok) (Tonbko ans 440);

Be3 cumBona — 6e3moagynbHas OyHKUMS ynpaBneHus no posetkam;

B 3aBMCMMOCTU OT Hanuuuns moaynen ykaseieaetcsi: MCL, nu6o MCI, nnéo ML, nu6o M,
nm6o MC

HdononHutenbHblIe KOMMNOHEHTbI*
A — aBTOMAT 3awWmThl 16 A
T — aBTOMaTuyeckun BBog pesepsa (ABP)

KonuyectBO 1 TMN po3eTok*

NXLS — Schuko;

NxLC13- IEC 60320 C13;

NxLC19- IEC 60320 C19;

roe:

N — 4yncno kaHanoB ynpasneHus W/unm namepeHust aAns AaHHOro Tuna po3eTokK (rpynn po3eTok),
(napameTp Nx He yka3biBaeTcs, €Cnv ANs JaHHOrO TMna pPo3eTOK TONbKO OAMH KaHan);

L — uncno poseTok B rpynne NoAKIMIOYEHHbIX Ha KaXAbI KaHan ynpaerneHns u/nnm nsaMmepeHns
(napameTp L He yka3biBaeTCH, eCnv Ha KaXkabl KaHan NoAKMoYeHa oanHOYHas poseTka);

MPU Ha/AU4uU HECKOJIbKUX MUIo8 3/1eKMPUYECKUX PO3EMOK yKa3biearom

NXLS-NxLC13 nn6o NxLS-NxLC19 nn6o NxLC13-NxLC19 nnu6o NxLS-NxLC13-NxLC19;

Npu MNOAKIMIOYEHUW K KaHany ynpaBneHus W/UNM W3MEPEHUST HECKOMbKUX TWUMOB PO3ETOK
yKa3blBaloT:

Nx(LS-LC13), nn60 Nx(LS-LC19), nu6o Nx(LC13-LC19), nmbo Nx(LS-LC13-LC19).

HomuHanbHbIM TOK B aMnepax u Konnyectso ¢as™:
10-10A(1~); 16 - 16 A(1~); 32 -32 A (1~); 3x16 — 16 A (3~); 3x32 — 32 A (3~).

Lindpa, obosHavatowas mogudukaumio KOHTponnepa
Ot 1 po 8.

Cepus kOHTponnepa (Bepcuss nporpaMmMHOro o6ecneyeHus):
oT 2 0o 9.

Toprosas mapka REM

* na ncnonHeHnin 6e3 6110KOB CUMNOBbLIX Pa3bEMOB CMMBOIbI X2, X3, Xa, X5 gonyckaeTcsl He ykasbiBaTb
** [lonyckaeTcs He yKa3blBaTb
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Pykoeodcmeo no akcrniyamayuu PDU 2.4 &m

6. YKasaHusi N0 MOHTaxy

6.1. MoHTax KkabenbHoro BBoaa

BapVIaHTbI MOHTaka kabenbHOro BBOAa npeacrtaBlieHbl Ha Puc. 5.1. KOMI'IJ'IeKTleLLI,VIe ana MOHTaXxa
BXOOAT B KOMMJIEKT NMOCTaBKW.

Puc. 5.1 - BapraHTbl MOHTaXa kabernbHbIX BBOAOB
6.2. MoHTaX ropM3oHTanbHbIX 6510KOB

Mopsaok MOHTaXa ropM3oHTarnbHbIX OI1I0KOB NpeAcTaBneH Ha Puc. 5.2.

Uspennsa pnuvHon 220mm yctaHasnueawTcad B 107 koHCTpykTuBbLL. W3genus gnuHon 440Mm
ycTaHaBnuBalTCcs B 19” KOHCTPYKTUBBI.

MonTax N3oenus MoHnTax N3penusa

Ha cTaHgapTHble 19” KOHCTPYKTMBBI Ha opraHawmsepbl C OTBEPCTUAMMU ans
GEe3MHCTPYMEHTanbHOro  MOHTaxa  Mnpu
MOMOLLN MOHTaXHbIX LWTUTOB.
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Rem

MoHTax KOHTponnepa yAaneHHoro ynpasiieHnAa U MOHUTOPUHIa Ha MOHTaXHYH NaHellb

Pykoeodcmeo no akcrniyamayuu PDU 2.4

Puc. 5.2 - Nopsaaok MOHTaXxa ropnsoHTarbHbIX 6110KOB

6.3. MoHTax BepTUKanbHbIX 61OKOB

Mopsgok MoOHTaXa BepTuKarbHbIX 6510KOB NpeacTaBneH Ha Puc. 5.3.

YcTaHoBKa Ha MonTax N3penua Ha
M3penve KpoHwTenHa opraHansepbl C OTBEPCTUAMM
YHMBEpPCarnbHOro Anst 6e3nHCTpYMEHTanbHOro MoHTaxa

npn NOMOLUN MOHTaXHbIX IJJTI/I(*)TOB

MoHTax N3genua Ha weennepsbl

IOHMTOBbIE B LWKadax LLUMPUHOMN

600 MM NpY NOMOLLIM MOHTaXHbIX
LWTndToB 1 WBennepHbIx
KPOHLLTENHOB
MoHTax N3pgenus Ha MouTtax N3penusa B ctorkn CTK
LIBENSePbl OHNTOBbIE NPV NOMOLLIM NITACTUH MOHTaXXHbIX
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Pykoeodcmeo no akcrniyamayuu PDU 2.4 &m

B Wkadax wupuHon 800 mm

Puc. 5.3 - Nopagok MOHTaxa BepTUKanbHbIX 6110KOB

7. MNMopsapok noakntoyveHus K Kontponnepy PDU
7.1. CxeMbl NOAKNIOYEHUNA

Cxema nogkniodeHus [aTyMkoB W BHeWHWx YycTponcte Kk PDU B makcumanbHbIX
MoAMdUKaUNsIX NpUBEAEHA Ha pUCYHKaxX HXKe. HacTb pa3beMOB B HEKOTOPbLIX MOAUMUKALMAX MOXET
He ycTaHaBnuBaTtbcs. lNepeqn Havanom paboTbl Heobxogumo 3asemnuTe PDU, a Takke 3azemnuTb
NOAKI0YaeMble YCTPONCTBA, ECINN 3TO NO3BONAET UX KOHCTPYKLMS.

BecTpoeHHbie pene
RSx - nocnea. no|pn,| Bxoasl DI7-12, Al3-4 73; 15A 15A

/\)
1}
foz

=, [T LR T (L [T

2

Etharnot #IVGND B A3 GNO RX TK DO DB GND DIf DF GND AM +1ZV AI D3 DITY GND.

T 19

LINK SERVER ' STAT RS485-1  RS485- DIGITAL |0l ANALOIG INPUTS @ srL ® putt | @ jou2
Ice
poc L
Aatumku HacTpoek COTh
1Wire (R)
( Yep/Cnx — UL AHanorosble ~220B
IR e |4 | D1 D6 axonsi Al1-2
KpacHoii [VeKpeTHbIE BXOABI/BBIX. Harpysku P1,2
Hep/CuH " Pmax = 3kBt/kaHan
KpacHein +12VO . .
0] W2
Moakniovexre gatyukos k DIO 10k
> 2 2
[=] > o & A\
555% 587% || |
o 000 \f ’P’ \F’ /f/
Alx ©
. —_— MoaknioyeHWe NoXapHbIX M3BellaTenen
HepHbit — 1k (nat4mkoB asima)
Harr i +12vo—{__J
pacHbii
|
B —_— wenarenbHa 1.8k 1,8k 10k
YepHbId ycraHoBka
XenToii ‘ N uLR oKano
KpacHbin + KoHTponnepa n
- l ]
RS-HT1 ABIKEHWA, Alx O
(BnaxHocTH i NpOTEYKK, . MopknioyeHne OxpaHHbIX U3BeLaTenen
Temneparypbl) Ges KOHTpONA (naTyukos aeepen)
wnena C KOHTponem wneida - cxema NAMUR

Puc. 6.1.1 Cxema NoaknoYeHnss 4aTYMKOB U BHELWHNX ycTporcte PDU 2
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Pykoeodcmeo no akcrniyamayuu PDU 2.4

RS485-1 RS485-2
1 GND 1 1-Wire
2 GND 2 -
USB Storage/ Micro SD 3 B 3 -
Web Camera KoHTakTbl 4 A 4 -
BBEPX 5 +12V 5 B
6 +12V 6 A
OO OO 7 GND
8 +12V
2 Use-3 s
——1
Lam ' LAN2 /,
RS485-1 o
[T perALT [T > v o o o o2 Anewvaz | .
/'o (TTe > =
uss
=Pl = == R R N e
LINK  SERVER @star LMK SERVER | 4 woHrowervA 4 | | +rwime 4 INfouTs ) (Q‘, '\Q; (|>',
Copoc
HacTpoek

LaTtynku
1Wire (R)

CN ——

Moagkntodenne gatymkos k DIO

C

XenTblin
KpacHblit
Yep/CuH

XKenrblit
KpacHblit
Yep/CuH

OunckpeTHble

BXoabl/Bbix. D1-2

A

O GND
O +5V

QD2

YepHbln —
HKentblit
KpacHsili

YepHblin —
XKentblit
KpacHblit

RS-HT1
(BNaxHOCTK U
Temneparypsl)

O GND
O +12V

QO Dx

BbIX.
1

BbIX.
+

N

LBWKEHWS,
NPOTEYKH, ...
6e3 koHTpons
wnenda

AHanoroBkle
Bxoabl Al1-2
A

| 11

+12V0 i s

10k

Alx O
[MNopknioyeHue noxapHbIx n3BeLarenen
1k (martyukoB Abima)

?

wenarensHa
ycTaHoBKa
oKono
KeHTtponnepa

Axo L 1,1

MogknoyeHue oxpaHHelX U3BeLaTenen
(0aTymKoB OBEPEN)

+12V

C KOHTpoOnem wrnenda - cxema NAMUR

Puc. 6.1.2 Cxema noakrtodeHnsa 0aTinmKkoB U
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Pykoeodcmeo no akcrniyamayuu PDU 2.4

+12V0

Alx O

R1AK

L

MopknioveHne NOXaPHbIX MSBeLLI'aTeJ'IeIZ

Alx O 1 1

1k (AaTyvkKoB AbiMa) 5
H2v UUUTUT
o) ss8258
JenatenbHa 1,8k | [1,8k 1,8k 10K noanna
ycTaHoBKa
okono
KoHTponnepa 1 N2 Un

l

(paT4umMkoB aBepei)

MoaknioYeEHNE OXPaHHbIX M3BELLATENEN

¢ koHTponem wnenda - cxema NAMUR

[a] [a) >
Z - ﬁ Z x &
Onoo + o0 +
o0 000
YepHblit =
HKenTbiid | 1 BbIX.
KpacHeii +
YepHblit J -
HKentbii N BEIX.
KpacHsii +
RS-HT1 OBUXKEHWA,
(BJ'Ia)KHOCTM n NPOTEYKH, ...
Temnepatypbl) 6e3 koHTponsa
wnendga

OuWCKpeTHeIe
BX0Abl/BbIX. D1-2

MoagkntoueHue gatymkos k DIO

Latyumkm
Uep/Cur 1Wire (R)
KpacHblii __\lj
HKenTeli
Yep/CuH
v -
AHanorosble HKenteiid
Bxogbl Al1-2 1 o
2 B
3 B
( Injouts 4 |1-wire[ | rssss2 "
LELEELIEEL I
) ‘i g 5 B
Lnu 412V AN D2 DI & <12V G SV D é .
IO DEFAULT e | = o5
LAN Y 5
uss - B
=B — - 5| +iav
LMK SEVER | o RsiEST T
| 1 GND
C6poc > 0
HacTpoek
3 B
4 A
5 +12V
6 +12V

Puc. 6.1.3 Cxema noaknoyYeHns AaT4nKoB U BHELLHNX yYCTporcTB kK PDU4
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Pykoeodcmeo no akcrniyamayuu PDU 2.4

Rem

7.2. OnucaHue pasbémoB PDU 2

Pa3sbém KoHTakt | HasHauyeHue
Ethernet NoagkntoyeHne K nokanbHOW ceTn
USB JlokanbHbIM AOCTYN K KOHCONbHOMY MHTEpdency
RS485-1 Al JInHna A winHel RS-485
Bl JInHna B wnHbl RS-485
GND O6LWmMIn KOHTaKT
+12V MutaHue 12B Pmax(nukoBoe) = 15BT
RS485-2 A2 JInHma A wnHbl RS-485
n 1l-wire B2 JInHma B wnHbl RS-485
GND O6LWmMIn KOHTaKT
Data JInHna ganHbix 1-Wire
5V MMutanme 5B Pmax(nukoBsoe) = 5Bt
DIGITAL 1/0O, GND O6LWKMIA KOHTaKT
ANALOG INPUTS D1 OunckpeTHbIn BXxoa/Bbixoa 1
(HWXHUIY paa) D2 [unckpeTHbIn BXxoa/Bbixoa 2
GND O6LWKMIn KOHTaKT
D3 OuckpeTHbIn BXxoa/Bbixoa 3
D4 OunckpeTHbIn BXxoa/Bbixoa 4
DIGITAL 1/0O, GND O6LWKMIn KOHTaKT
ANALOG INPUTS D5 OunckpeTHbIn BXoa/Bbixoa 5
(HVXHUIA pag) D6 [uckpeTHbIn BXxoa/Bbixoa 6
All AHanorosbIli BxoA 1
+12V Mutanme 12B Pmax(nukoBoe) = 12BT ¢ nporpaMMHbIM
OTKIIOYEHNEM
Al2 AHarnoroBbili Bxof 2
RS-485-3 +12V MutaHue 12B Pmax(nukosoe) = 15BT ¢ nporpaMMHbIM
OTKIIOYEHNEM
GND O6LWKMIn KOHTaKT
B3 JInHna B winHbl RS-485
A3 JInHna A winHel RS-485
RS-232 GND O6LWMIA KOHTaKT
RX JInHna npnéma gaHHbIX
> JInHna nepenayn gaHHbIX
DIGITAL/ANALOG DI10 OuckpeTHbin Bxog 10
INPUTS (BepxHum DI9 OuckpeTHbin Bxoa 9
pan) GND OBLLMIN KOHTaKT
DI8 [OunckpeTHbIn BxoA 8
DI7 OuckpeTHbIn BxOoA 7
GND O6LWnin KOHTaKT
DIGITAL/ANALOG | Al4 AHanorosbii Bxog 4
INPUTS (BepxHuia +12V MutaHue 12B Pmax(nukosoe) = 12BT ¢ nporpaMMHbIM
psa) OTKINIOYEHNEM
Al3 AHanoroBsbil Bxoq 3
DI12 OuckpeTHbIn Bxoa 12
DI11 OuckpeTHbIn Bxoa 11
GND O6LWnin KOHTaKT
Alarm NO HopmanbHO pasoMKHYTbIN KOHTaKT CUrHaNbHOroO perne
COM OO KOHTaKT CUrHanNbLHOro pene
NC HopmanbHO 3aMKHYTbIA KOHTAKT CUrHanbLHOro pene
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Rem

Pa3bém KoHTakT | HasHauyeHune
OuT1 CoM1 O6Lwmn KoHTaKT ynpasnsemMoro pene 1

NO1 HopmanbHO pa3oMKHYTbIA KOHTaKT ynpasnsemoro pene 1
ouT2 COM2 OO KOHTaKT ynpaBnsieMoro perne 2

NO2 HopmanbHO pasoMKHYThIV KOHTaKT yrnpaBrnsiemoro perne 2

7.3. OnucaHue pasbémoB PDU3 n PDU4

Pa3sbém KoHTakt | HasHauyeHune
LAN/LAN1 - Ethernet 10/100 Base-T
LAN2 (PDU3) - Ethernet 100/1000 Base-T
USB-C USB-kamepbl, ceTeBble agantepsbl, FLASH Hocutenu ¢
pasbemoMm USB-C, paccunTaHHble Ha nuTaHme 5B ¢ Tokom o
1A
RS485-1 1,2 OOBLWMIN KOHTaKT
3 JInHna B winHbl RS-485
4 JInHus A wuHbl RS-485
56 MuTtanne 12B Pmax(nukoBoe) = 12BT ¢ nporpamMmmHbIM
OTKITIOYEHNEM
RS485-2 1 JInHusa aanHbIX 1-Wire
(1 1-wire) 2,3,4 He ucnonks.
5 JInHna A winHbl RS-485
6 JInHus B wnHbl RS-485
7 OOLWMIN KOHTaKT
8 Mutanne 12B Pmax(nukoBoe) = 12BT ¢ nporpamMmmHbIM
OTKIOYEHNEM
1 Wire Data JInHna panHHbIX 1-Wire
+5V MNutanue 5B
GND OOLWMIN KOHTaKT
+12V Mutanne 12B Pmax(nukoBoe) = 12BT ¢ nporpaMMHbIM
OTKITIOMEHUEM
IN/OUTS GND OOLLUKMI KOHTaKT
D1 OunckpeTHbin Bxoa/Bbixoq 1
D2 [uvckpeTHbIN Bxoa/BbIXog 2
All AHanorosbi Bxop 1
+12V Mutanne 12B Pmax(nukosoe) = 1.2BT ana PDU3 1 10BT ans
PDU4 ¢ nporpaMMHbIM OTKHOYEHNEM
Al2 AHanorosbIlh BXxof, 2
USB-2 (PDU3) - USB-kamepbl, ceTeBble aganTtepsl, FLASH Hocutenu ¢
pasbemMoM USB-A, paccynTaHHble Ha nuTaHne 5B ¢ Tokom o
1A
USB-3 (PDu3) - USB-kamepbl, ceTeBble agantepbl, FLASH HocuTtenu ¢
pasbemMoM USB-A, paccynTaHHble Ha nuTaHne 5B ¢ Tokom o
1A
SD (PDU3) - PasbeM Ons noaknioyeHuss Hocutenen nHdgpopmaumm

(PDU3) — pa3bembl MMEITCS TONBKO Ha HEKOTopbIx Mogensax PDU3

7.4. TMopknioyeHUe NUTaHUA

I'Iepe,u, BKIlO4EeHUEM crnenyeT NpoBepuTb TeEXHNYECKOEe COCTOAHNE PDU BHeLHMUM OCMOTpPOM.
Y06eamnTbes, YTO COCTaBHbIE YacTu He NOKPbITbI FPA3bI0 NN Bnaromn, HagéxHo 3aKpenneHbl.
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MogknioyeHne nNWUTaHWss ONAS  WUCMOMHEHWA CO  LWHYPOM C  BWIKOW  MPOMCXOAUT
HenocpeacTBEHHO NOAKIHYEHNEM K CETU NepeMeHHOro Toka HanpsbkeHnem 230 unum 400 B yactoTon

50 I'u.

Pykoeodcmeo no akcrniyamayuu PDU 2.4

[1ns nCNoNHEeHun ¢ KNeEMMHOW KONOAKOW NOAKMOYEHME NPOUCXOANT cornacHo Puc. 6.4.

BHUMAHMUE! Bce MoHTaXxHble paboTbl MPOBOAATCA TONMLKO C 06eCTOYEHHbIMKU Kabensmu.

KnemmHasa Konoaka
MpuKMUMHasA naacTUHa

JBMHT M3 KaBeno
7 1 7 ~ /
(D) .
—1 | O

Pwuc. 6.4 - Bug cnepeam Ha PDU B obnactv KneMMHOW KOMOAKN CO CHATOW 3arnyLUKon

[ns npucoeamHeHns K 610Ky po3eTok AONyckaeTcs UCMoNb30BaTb TPEXNPOBOAHBIN kKabenb B
pesunHoson nnu MNBX-n3onsaummu co cnegyowmmM cedeHmem NpoBOAOB:

« [ns ogHodbasHbIX UCMOMHEHUI 1 BXOAHLIM TOKOM 16A — 3x1,5MMZ;
« [ns ogHodasHbIX MCNONHEHWUI 1 BXOAHLIM TOKOM 32A — 3x4MMZ;
« [nsa TpexdasHblX UCMONHEHMI U BXOAHBbIM TOKOM 16A — 5x2,5MMm?;

« [ns TpexdasHbiX UCMONMHEHUIN N BXOOHbIM TOKOM 32A — 5x4MM2,

OpHodbasHoe ucnonHeHne TpexdasHoe ncnonHeHue
R |\ S
o N (ronyGoit) | o) | | ! L1 (KopuYHEeBbIit)
PE (xenTo-3eneHbin D I 1 L2 (yepHbiii)
L (kopu4HeBbIn) L3 (cepbin)
N (rony6on)
PE (xenTo-3eneHblit)
1. lMpowusBecTu pasgenky NPoOBOAOB.
2. MNpopeTb kabenb B 3apaHee NpodenaHHoOe O0TBepcTMeE B kabenbHOM BBOAE.
3. BachmkcmpoBaTtb NpoBoAa B pazbEMax KNEMMHOW KONOAKM, cobnogas asHOCTb.
4. 3admkcupoBaTb kabernb NPUKMMHON NNacTUHOW, 3aBEPHYTb BUHTBI M3.
5. OkoH4aTenbHy cOOpKy NPOBECTU B NOCNeAoBaTENbHOCTH, 0BpaTHON pasbopke.

7.5. NMopakntovyeHUe AAaTYMKOB K aHanoroBbiM Bxoaam

CornacHo n.7.1 K aHanoroebIM BXogam KOHTponnepa MOryTt ObITb NOAKITHOYEHbI:

o [loxapHble u3BellaTenu (daTtynkyu Aapima) criegyowimx tunos — UM212-26, UIM212-
26y, UM212-OM, UIM-212-3C;
o [atumkum npoteykn Bogbl «h20-KoHtakt NEW» ncn.2.
MpumeyaHue. MNMopaepxnBaeTtcs paboTa He Bonee 2 noxapHbIX M3BeLlaTenen (4aT4MKOB
apima).
Mpn noaknovYeHMn OaTYMKOB K aHaroroBbiM Bxod4amM MOMWMO KOHTPOMSA caMuxX OAaT4YMKOB
obecneunBaeTcsi KOHTPOMb COCTOSIHUSA LWerida Ha 0OpbIB 1 KOPOTKOE 3aMblKaHME.

[ns nuTaHusa gaTyMkoB HE0BGXoaAMMO 1cnonb3oBaTth NMHUMK +12 B KoHTponnepa.
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MakcumanbHbI TOK Ha ftobomM M3 aHanoroBbiXx BXOAOB He AOSMKEH npeBbiwatbh 25 MA.
B cnyyae ero npesbllLEHNsI TPOM30MAET 3alUUTHOE OTKIIoYeHne nuHum +12 B KoHTponnepa.

MpeBbilleHne TOKa Ha aHaroroBOM BXOA4E MOXET NMPUBECTU K BbIXogy M3 CTPoOA
KoHTponnepa!

Hactpolika gatumkos B WEB-UNHTepdence onncaHa B n.9.1.6.
7.6. MNMopknto4veHne AUCKPETHbIX/UMPPOBLIX 4ATYNKOB

B cootBeTcTBUM C N.7.1 K AONCKPETHbIM BXO4aMm KOHTponnepa MOryT ObITb NOAKITHOYEHDI;

e KHOMKKM, TyMGrepbl 1 yCTPOWCTBA C KOHTAKTaMMN HOPMaribHO 3aMKHYTOrO M HOpMarnbHO
pPa3oOMKHYTOro Tuna;

e OxpaHHble u3BeLlaTenu (QaTyvku ABepen) HOopManbHO 3aMKHYTOro M HOpManbHO
pPa3oOMKHYTOro TMNa;

e VHdpakpacHble [JaTynMKkM OBMXKEHUS C  BbIXOOOM Tuna «oOLWMIA  KONNEKTopY,
Hanpumep, NKO-1-1U;

e [laTumMkm npoTeyvknm BOAbl C BbIXOAOM TUMa «OOLUMIA KOMMEKTOP», C HOpMarnbHO
3aMKHYTbIMMW UM HOPMAaIibHO PA30MKHYTbIMU KOHTakTamu, Hanpumep, «HentyH SW»
005, «h20-KoHTakt NEW» ncn. 2;

e Lindpposble gatunkn TemnepaTypbl 1 BriaxHOCTM Bo3gyxa RS-HT1.

anI AaHHOM NOAKITHYEHUN KOHTPOJ1Ib COCTOAHUA mneﬁcba Ha O6prB N KOPOTKOE 3aMblKaHne
HEBO3MOXEH.

Hactpolika gatumkos B WEB-UNHTepdence onncaHa B n.9.1.6.

7.7. Topkno4veHUe N HacTpomKa faTymkoB 1-wire

KoHTponnep ocHaléH ogHUM MHTepdencom 1-wire, K KOTOPOMY MOXET BblTb MOAKINIOYEHO A0
10 gatunkos TemnepaTypbl RS-T1.

MopsiaoK NOAKMIOYEeHUst 4aTYMKOB:

7.7.1. B WEB-WHTepdelice Ha cTpaHuue «YcTponcTBa — BHellHne» gobaBuTb HOBOE
YCTPOWCTBO, HaxaB «+ [Jo6aBuTb», BblOpaTh AN Hero wabnoH «RS-T1», 3agatb
UMS 1 HaXaTb KHOMKY «puMeHnTbY.

7.7.2. TMopgkmountb gatymk Kk KoHTponnepy cornacHo n.7.1.

7.7.3. [Ona nogkntoyeHusa Heckonbknx gatymkos RS-T1 B WNHY pekomeHayeTca
nucnonb3oBaThb KNeMMHUKM RS-3T. (CM. Huxe).

e | =

el =
TN o

7.7.4. B WEB-UHTepdence Ha cTpaHuue «MOHUTOP» NPOKOHTPONMPOBaThL NOsBIEHNE
AaHHbIX OT gobasneHHoro gatyuka. MNpu nosBneHun HagnNucy «YCTPONCTBO He
0BHapyXeHOo» Ha NNUTKe AaTyvka NPOBEPUTb U NCMPaBUTb KOPPEKTHOCTb €ro
NOAKMNIOYEHNS.

7.8. NMoaknto4yeHne BHELUHUX YCTPOUCTB (¢ nHtepdencamm RS-232, RS-
485)

KoHTponnep ocHaweéH nHtepdencamm RS-485 n RS-232 ana nogknoyeHus crneayroLwmx
BHELUHNX YCTPOMCTB.
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Tun ycTponcTBa Mogenb

KoHanumoHep REM,;
REM-5U

TepmocTaTt Rem-MC-DMTH

CPDU JTiobble CPDU TM «REM»

3amok ¢ RFID-py4koi REM-LOCK-CARD
REM-LOCK-CARD-IP65

HMI-gnucnnen R-HTPx

JleHTOYHas cnuctema KOHTpon4 R-WLSx

NpoTEYKH

ABP Jlo6ble ABP REM™, nogaepxusatoLume
MOHUTOPUHTI o RS-485

B pexume «npo3payHbii NOpT» NOAAEPXKMBAOTCA BCE YCTPOMCTBA, coBMecTumble ¢ 10,

paboTalLmmM Yepes «Npo3payvHbIin NOpPT»

MpumeyaHue. Ecnn KoHTponnep OCHaLLEH BCTPOEHHbIM AUCNNeeM UNn umeeT YHKLUM
MOHWUTOPWHIa NnapameTpoB NuTaHus, To kK RS-485-1 BoamoxxHO nogxntoyeHne Tonsko CPDU.

MopT RS-232 nogaepxuBaeT NogknoyeHe ToMNbKO OAHOro YCTPONCTBa.

7.8.1. Tlopsgok NOAKMHOYEHNST BHELIHUX YCTPONCTB.

Y6eanTtbes, 4to KoHTponnep u noakniovaemble yCTPOWCTBA MOAKIMIOYEHbI K OOHOMY KOHTYpPY
3azemneHus. lMogknioumTb ycTponctBo k KoHTponnepy cornacHo Tabnuvue 6.8 u cnegylowmm
yKa3aHUaM:

e Ansa nogknoyeHua k nopty RS-232 Heobxogumo coeanHenmne nunuin GND, Tx, Rx;

e ans nogknoyeHus kK nopty RS-485 ogHoro ycTponcTea, yaanéHHoro Ha pacctosHue
MeHee 2 M, JOCTaTOYHO coeAuHeHUs NHun A n B;

e Ona noakndeHus Kk nopTy RS-485 Gonee ogHOro ycTpowcTtBa w/wnu ycTponcTea,
yOanéHHoro Ha paccrosiHue Gornee 2 M, NOMUMO COeAuMHeHMs nuHun A un B,
Heobxoaumo coeaunHeHve nuHui GND. B Hauyane nuHum cBA3n mexay curHanamm A
n B Heobxoamma yctaHoBka pesuctopa 120 Om co ctopoHbl KoHTponnepa. lMpu
anvHe nuHum 6onee 20 M nMBO MNpYM MCMONBb30BAHUM HECKOMNbKUX YCTPOWCTB,
NOAKMIOYEHHBIX K OOHOW LUNHE, HeobXxoanma yCcTaHOBKa AONONTHUTENBHOIO pe3unucropa
Ha nocrnefHeMm ycTponcTee B NUHUK. Mpu nogknoyeHun Kk KoHTponnepy HeCKomnbkux
YCTPOMCTB [AOMNyckaeTcs TOMbKO MocrefoBaTeNnlbHOE WX COeAMHEeHME (Opyr 3a
apyrom). MNMogkntoyeHre No TONonornm «3Be3fay He JoMnycKaeTcs;

Pekomernayemas He pekomerayemas
TONONOIUA CeTH TONONOIMMUA CeTH
0—&[ (@) & ®

(O ) @) O
0—'1 (0] @ ®
O ® sy O

S ( O
Q O

O Yaen cetn RS-485
@ Yaen c noAKMOMEeHHBIM COMACYOLWUM PE3NCTOPOM (‘TepmuHaTopom”)

e NS NOAKMIOYEHUA  Heckonbkux pydyek un  HMI-gucnnees pexkomeHgyeTcs
ncnonb3oBaHne kabenen, Bxoaswmux B komnnekt 3amkoB REM-LOCK, nepexoaHukoB
REM™ un ctaHgapTHbIX naTty-kopaosB RJ45 (cm. Puc. 6.8) npu ycnosum, 4to obias

17/103



Pykoeodcmeo no akcrniyamayuu PDU 2.4

Rem

AnvHa kabenewn He npesbiwaeTt 20 M. [Npu cymmapHon anuHe, npesbiwatowen 20 M,
TpebyeTcs pa3paboTka LWMHHbBIX COeaUHEHUN Ha ocHoBe n. 0.

ancnnen R-HTPx

xabens REM-LOCK

—~ w.'
a  RS-TRM45
TepMuHaTop

120 Om

samku REM-LOCK

LWnHy RS485
MOXHO
NPOAOIXHTL

R=120 Om 0,125W
N T 5 Bt
oS Eg] s KOHTponnep

= o A
R4

‘ +H2V12)
G(5)

KonTponnep
PDU 3

Puc. 6.8 - PekomeHgoBaHHasi cxema opraHusaums wiHel RS-485 npu cymmapHon gnvHe L <20m

Tabnuua 6.8 - PekomeHgoBaHHoe nogkntoyeHve npoBogoB RS-485 k pasbémMy RJ45

Ne LiBeT BUTOM Napbl LiBeT kabena OnucaHue =)

nuHa cTaHAapTHoro REM-LOCK

RJ45 naTy-Kkopaa

1 Beno-opaHxeBbli KopunyHeBblI 1-Wire (Tonbko ans | |
PDU 3)

2 OpaHxeBblii OpaHxeBblii Pe3epB

3 Beno-3enéHbiv CwuHun DO- (ynpaBneHue |
3aMKOM: 3aMKHYTb A
Ha DO+ ans ,{,
OTKPbITKSA)

4 CuHuin Benbin DO+ —-—1=

5 Beno-cunuii 3enéHbin B . - E

6 3enéHbin YKénTbin A . =4

7 Beno-kopuyHeBbli | Y8pHbiil GND = = >

8 KopunyHeBbIn KpacHbin +12V

e [lpyM nogknioyeHUM YCTPOWCTB C BHELWHUM MNUTaHMEM WHTepdenca (Hanpumep,
NEHTOYHBIX AAaT4YMKOB MPOTEYkn) Heobxogmumo coeamHuTb nuHum GND, A, B, +V

mexgy KoHTponnepom 1 yCTponcTBOM.
¢ [logkntodeHune 3amka ¢ RFID-pyykonn REM-LOCK-x (ganee — 3amok) k PDU2:

o MogknounTb 3amok K nHuAM A n B BeiGpaHHoro ceobogHoro nopta RS-485;
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o Mexagy nuHuammn A n B atoro nopTa yctaHoBuTb peanctop 120 Om 0,25 Br.
PesuncTtop ycTaHaBnmMBaeTCs B BUHTOBbIE KIEMMbl OTBETHOM YacTu pa3béma
BMeCTe C NpoBOAHMKaMM OT 3amka;

o [lutaHne 3amka REM-LOCK-CARD-IP65 BO3MOXHO TOJSIbKO OT BHELUHErO
CeTeBOro UCTOYHMKA nuTaHua 12 B ¢ makcnMmanbHbIM BbIXOOHBIM TOKOM
6onee 1 A. NuTtaHune Takmx 3amkoB oT KoHTponnepa HEBO3MOXHO;

o [lMutanme REM-LOCK-CARD ot KoHTponnepa MOXeT OCYyLeCTBMASATbLCA
TONbKO 4Yepe3 pasbemM Ceporo uBeTa Wunm C MapKUPOBKOM «MONHUSAY,
O3HayvalLWmMi BO3MOXHOCTb NMogknoyeHus no 12V cymmapHon Harpysku oo
10W;

o [Mpu oTcytctBMM Ha KoHTpomnepe TakMx pasbEMOB ANs NMUTAHMS 3aMKOB
REM-LOCK-CARD HeobxoauMMo 1Cronb3oBaTh BHELLIHUIA CETEBOW UCTOYHUK
nuTaHmna 12 B ¢ makcumarnbHbIM BbIXOAHbIM TokoM 6onee 0,5 A;

o [onyckaeTca ogHoBpeMeHHoe nogknoyveHne 10 (gecsatn) 3amkoB REM-
LOCK-CARD k ogHomy nopTy KoHTponnepa.

o [loakntoyeHne 3amka k PDU3 n PDU4 ocyllecTBnsaeTcs HanpsmMyto B pasbem RJ45
(RS-485-2), nnbo yepes passeTButenb RJ45, NogknOYEHHbIV K 3TOMY pasbemy, Ansi
NOAKIMHOYEHNST HECKOMbKMX BHELUHWX YCTPONCTB (3amKoB).

7.8.2. B WEB-VHTepdence Ha cTpaHuue «YcTponcTea — BHelHne» npomssectu
HacTponku no n. 10.

7.9. Nopkno4veHue CPDU

Bce CPDU nogkntovatoTcs napannensHo Kk wuHe RS-485-1 ocHoBHoro KoHTponnepa, k
koHTaktam A1, B1, GND. Ons ncnonb3oBanusa dyHkumm ComPWR (Ha cOBMeCTUMbIX YCTPONCTBaX)
Takke HeobXxoAMMO MOAKMIYMTL WKHY +12 B (k Bbixogam € Pmax(nuk) = 15 W). MNogpobHee npo
ComPWR B n.8.9. Huxe Ha Puc. 6.9 nokasaHa cxema nogkntodeHns CPDU k PDU2 n PDUS.
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Cxema nogkntoveHuss CPDU k PDU 2

120R 0.152W
1@ @ A1
1@ B1
1D GND KoHTponnep
1@ [ r|+12v
= 1 GND
2 GND
CPDU1 3 B
2 4 A
= 5 +12V
- . . 6 +12V
% CPDU4
rorrrn B[] % 3
Cxema nogknoveHma CPDU k PDU 3/4
m % KoHTponnep
- 1 GND
m 2 GND
CPDU1 3 B
- 4 A
= 5 +12V
1 . . . 6 +12V
% CPDU4
rorrn e[ % g

Puc. 6.9 - Cxema nogkntoyeHuss CPDU

7.10. MoakntoyeHne o60pyaAoOBaHUA K yNpaBnsieMbIM po3eTkam
MopkntoyeHne K ynpaBnseMblM pPO3eTKam OCYLLECTBMSETCS B COOTBETCTBYHLUUA pasbeém

Schuko, C13 nu6o C19. OTkntoyaTh pasbeM vepes uHtepdenc KoHtponnepa nepes NoOAKMYEHNEM
He TpebyeTcs.

7.11. Opranusaumusa nHtepcgenca LAN 2 gna PDU2 n PDU4

Onsa opraHusauum nHtepdenca LAN 2, nogaepxmsatoLlero nepegady AaHHbIX Ha CKOPOCTU
no 1Gbit/s, Heobxogumo nopkntounte K KoHTponnepy apantep RS-LAN21G. Apantep 6ypet
onpenenéH aBToMmatnyeckn B TedeHme 5 c. CeTeBble HACTPONKK onncaHbl B 1.9.5.
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7.12. Hactpouka PDU2 n PDU4 yepe3 USB

KoHTponnep PDU2 MOXHO NOAKMOYMTL Hanpsimyto Kk komnbtoTepy USB-kabenem. Twun
pa3béMa Ha ctopoHe KoHTponnepa — USB-C, Ha cTopoHe komnbioTtepa — USB-A unu -C.
Heobxogumble HacTporiku ans goctyna k WEB-UHTepdeicy npuBeaeHs B n1.9.13.

7.13. OpraHnusaumsa uHtepdenca LAN 2 ana PDU3

KonTponnep PDU3 B mogudmkaumax M2, M3 obnagaet BCTPOEHHbIM CETEBbIM MHTEPXENCOM
LAN 2 n goctyneH no ymon4yaHuto. CeTeBble HAaCTPOMKKN onucaHsbl B 1.9.5.

8. CBepgeHust o hyHKUMOHUPOBaAHUN

8.1. CocTosiHMe paTymMKoB, ycTpoucTB U KoHTponnepa B Lieniom

8.1.1. TlokasaHusi, nony4yaemble OT AATYUKOB M YCTPOWCTB, ABMAOTCSH OUHAPHBIMU
coctosiHuamu (0, 1) 4N ANCKPETHbIX 4AaTYUKOB MO0 LUPOBLIMU NMOKa3aHUSMU
AN aHanoroBbIX 4AaTYMKOB, AaTYMKOB 1-wire U UUpPOBLIX YCTPOUCTB (Hanpumep,
10,5 mA, nim 12,1 B, unun 1234,6 kBT-4). MO KoHTponnepa aHanunsmpyet
COCTOsIHME JAaTYMKOB N YCTPONCTB B cOOTBETCTBUM C Puc. 7.1.

8.1.2. [pu NoAKOYEeHN U HaYarbHOW HacTpPOiiKe KaxaoMy AaT4MKy NprcBanBaeTcs
WabroH, B COOTBETCTBUM C KOTOPLIM ONpeaensieTcsi ero TEKyLLEee COCTOSHUE:

e Normal — 3Ha4yeHus, Nony4YeHHbIe OT AaTyuka, B npegenax Hopwmbl;

e Almin (alarm min.) — HapyleHne, TexXHONOrMyeckoe npeBbIleHe nopora
cpabaTtbiBaHUA gaT4yvka;

e Almaj (alarm major) — aBapusi, 3HauNTENbHOE NPEBbLILIEHME Nopora cpabaTbiBaHUS
aaryuka.

LLlabnoH npeacraBnseT coboii COBOKYMHOCTb MPaHWL, NEpEeKoYeHnst COCTOSHUIA, a Takke
rucTepesnc Ans 3alutbl oT «apebesra» nepeknoyeHunii coctosiHiA. Mpumep npvBeaéH B Tabnuue

7.1.
Tabnuua 7.1 - LWabnoH aHanoroeoro gatymka gbima

BepxHss OnucaHue cocTosiHUS (TeKCTOBOE) CocrosiHue
rpaHuua

COCTOSIHUS

0,5 MA O6pbiB Wnenda Almin

2 mMA OK Normal

15 MA 3agbiMneHue Almaj

bonee 15 MA | 3ambikaHue wWwnenda Almin

MmcTepesnc nepeknoyeHns mexay coctosHuamu 1,05 x [3HayeHue rpaHuubl] npu

BO3pacTaHun nokasaHus n 0,95 x [3HayeHue rpaHuubl] MPU YMEHbLUEHMU MOKa3aHUS.

OnucaH 5%-1n ructepesnc

LLlabnoHbl 3anporpaMmmMmmpoBaHbl Npon3BoaANTENIEM.
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CocTtosiHne KoHTponnepa B LENOM oOnpedensieTcss CyMMOW COCTOSIHWMIA MOAKIOYEHHBIX
AaT4YMKOB, PEXKUMOM OXpaHbl 1 HacTpoiikaMu KoHTponnepa.

Kondwrypauws
Oatdue 1
»  LatnoH
[NoKazaHve o «—_| COCTOAHWE o o —
Oarduea Oarduea
CocToAHWE
» [UCTEpeINC | KOHTDOMNEPA
MokazaHue o arank 2
Oarduea
MokazaHue o Daran N
Oarduea

Pwuc. 7.1 - Quarpamma dyHKUMOHNpoBaHus MO

8.2. PeXxumbl oxpaHbl

KOHTpOJ'IJ'Iep MOXeT HaxoguTbCA B OOHOM U3 TpéX peXnmoB OXpaHbl:

e «CHAT C oxpaHbl». B atom pexume o6pabaTbiBalOTCA COCTOSIHUS TOJbKO
cpabaTtbiBaHMSA 4aT4YMKOB rpynmnbl «24 yaca» (CM. n.8.3), Hanpumep, AaT4YMKOB ObIMa;

e «Ha oxpaHe». B atom pexume ob6pabaTbiBaloTCA COCTOAHMSA cpabaTbiBaHMSA
AaTyMKoB rpynn «24 yaca», «OxpaHa» u «BxogHow», Hanpumep, 4aT4NKoB BUOpaLumm
M OTKPbITUSA OBEPEN;

e «TpeBora». B aTOM pexume B >XypHan 3anucbiBalOTCA COCTOSHWA cpaboTaBLumx
AaT4nKoB 1 paccelinatoTcsa ysegomnenns (Email, SNMP Trap v 1.0.).

MpumeyaHue. KoHTponnep He nepengét m3 pexmma «CHAT C oxpaHbl» B pexum «Ha
OoXpaHe», ecnn XOoTd Obl OAMH M3 OAaT4YMKOB UNW YCTPOMCTB M3 rpynnbl «OxpaHa» HaxogsaTcsa B
coctosiHumn Almin nnn Almaj.

8.3. Twunsbl paTymnkoB

MpeaycMoTpeHo YeTbipe TUMNa 4aTYMKOB:

e «24 vaca» (“24 hours”) — wn3MeHEHWs COCTOSHWS [aT4YMKOB OTCMEXMBAKOTCA
nocTosiHHO. [py nepexoae gatyvka B COCTOsiHME OTKIOHeHue (Almin) unv aBapwms
(Almaj) KoHTponnep u3 noboro pexnma nepexoanT B COCTOsIHUE « TpeBoray;

o «MHMopMaLumoHHbIY (“Informational’) — wn3MeHeHus COCTOAHUA [aTuMKoB He
NPUBOASAT K U3MEHeHMIo cocTosiHusA KoHTponnepa;

e «OxpaHa» (“Guard”) — n3MeHeHUsa COCTOSIHUSA JaTYMKOB OTCNEXUBAKOTCH TOMNbKO B
pexume paboTbl KoHTpornnepa «Ha oxpaHex. lNpu nepexone gaTymka B COCTOSIHME
otknoHeHue (Almin) vnn aBapusa (Almaj) KoHtponnep us pexvuma «Ha oxpaHe»
nepexoauT B cOCTosiHMe «TpeBoray;

o «BxogHon» (“Entrance”) — Tun oxpaHHOro gatymka, aHanorm4Horo Tuny «OxpaHay, co
crneayoLwmMm ocobeHHOCTAMN:
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o MMocne noctaHoBkn KoHTponnepa B pexum «OxpaHa» COCTOSHME AaTtduka
3TOW rPynMbl HE aHaNU3NPyeTCa B TEYEHME 3aaHHOIO MHTepBana BpeMeHw,
4yTOObI Yy Nonb3oBaTenst Obifla BO3MOXHOCTb BbINTM C 0O6bEKTa, HE Bbi3blBast
cpabaTtblBaHUS curHanusauuu;

o [lMpn Haxoxpenun KoHTponnepa B pexume «OxpaHa» cpabaTbiBaHune
Jatumka npuBené€T k nepexony KoHTponnepa B cocTosiHMe «TpeBora» He
cpasy, a C 3aaHHOMN 3aJepKKOW, AaBas Nofnb3oBaTento BpeMs Ans CHATUA
KoHTponnepa ¢ oxpaHbl Npu Nnpuxoae Ha 06bEKT.

8.4. YnpaBneHue po3eTKkamu

YnpaBneHue poseTkammn ocyulectBnsietcs npu nomowm CLI no nportokony SSH, WEB-
WHTepderca, npyn nomowm SET-3anpocoB SNMP 1 MoHuTOpuHra no npotokony Modbus RTU/TCP.

8.5. Unpmkauun

MHankaumus paboTtel KoHTponnepa pabotaeT cneaytoLmum obpasom.
MugukaTtop LINK:

e [locTOSAHHO ropuT 3eMéHbIM — Kabenb MNOAKITHYEH;
e Mwuraet 3enéHbiM — MAET Nepefada gaHHbIX;
e He roput — kabenb OTKMIOYEH NN HencnpaseH.

MHankatop SERVER:
e 3apesepBupoBaH Ans GyayLIMX NPUMEHEHIA.
MHankaTop STAT:

e He ropuT — OTKMNOYEHO ceTeBoe MNuUTaHue /[ BKIOYEH pPexum rnybokoro
aHeprocbepexeHus (ans Mmogenu co BCTpoeHHow baTapeen);

e [OopuT 3enéHbIM — cOCTOSAHNE « CHAT C OXPaHbI»;

o Mwvraet 3enéHblM — cocTosiHne «Ha oxpaHey;

e Muraet no oyepeam KpacHbIM 1 3eNEHbIM — MPU NOCTAHOBKE Ha OXpaHy akTUBMPOBaH
BXOAHOM gatyuk. JInbo BxogHow gaTymk cpaboTan B pexunme oxpaHbl;

e MuraeT kpacHbIM ¢ YacToTom 2 'y, — cocTosiHme «TpeBoray;

e MuraeTt kpacHbiM N pas, ganee naysa 1 ¢, ganee N pa3 u T. g., rae N — kog, oLunoKu.

WHankaTopbl penerHbix BbixogoB SRL, Ha KoHTponnepe PDU2 (otcytctByeT Ha PDU3 1
PDUA4):

e [opuT 3enéHbIM — pene 3aMKHYTO;

e He roput — pene pasoMKHyTO;

e Mwuraet KpacHbiM — oOwuMOKa KOMMyTauuu (3ape3epBMPOBAHO AN Bepcuii
KoHTponnepa co BCTPOEHHbIMU KaHanamm namepeHus HanpshkeHnst 1 Toka).

8.6. Moaynb uamepeHus NnapamMeTpPoOB 3NIEKTPONUTAHUA C gUCNIieeM

Oucnnen n knaBuaTtypa yctaHaBnmneatroTcs Tonbko Ha PDU2 n PDU4 ¢ chyHKLUMen nsmepeHus
napameTpoB anekTponutaHusa no sxoay, PDU ¢ dyHkuuen ABP, onncaHHbiMm B nN.8.7, n Ha PDU 3.

8.6.1. PaboTa c knaBmaTypom
HaBurauus o MEHI0 OCYLLIECTBIAETCA C MOMOLLbIO KHOMOK:
1) <Enter/Esc>: ObicTpoe HaxaTne — BXof, B MOAMEHIO, NPOOOIDKUTENbHOE HaxaTue —
BbIXO[;
2) <UP>: nepexopf Kk crnefymwLieMy NogMEHIO UK NapameTpy;
3) <DOWN>: nepexop k npeablayLiemy nogMeHIo unu napameTpy.

8.6.2. OJkpaHHoe meHo PDU2 n PDU4 ¢ dyHKUnen namepeHuns napameTpos
anekTponutaHus no exoay n PDU 3
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Ha ocHOBHOM 3kpaHe Aucnnest oTobpaxalTcs 3HAYEeHWs] BXOAHbIX MapaMeTpoB (TeKylime
HanpsbkeHne, TOK 1 MolHocTb — aanee U, |, P). B PDU 3 npu npoctoe 6onbwe 10 MuHYT (Mo
yMOMyaHuio, BpeMms OTKIoYeHust HacTpamBaetcsa B CLI) BkmovaeTca cTpaHuua Screensaver c
YMEHbLUEHHOWN APKOCTHI0O U MUHMMArbHOW MHG)OPMaLNen Ha 3KpaHe.

MoameHto noapobHoM HpopMaLMn cogepxar:

MOHUTOPUHI COCTOSIHUSA 1 NOTPEBNEHNS NO KAaXXAOMY KOHTYPY MUTaHUSI U MPOCMOTP
getanbHon nHgopmaums (U, |, P) no kaxxgomy KOHTYpY NUTaHUS;

MOHUTOPUHT COCTOSIHUSA M MOTPebneHns no Kaxaon poseTke (rpynne po3eTok)
Harpy3ok, (oTobpaxeHue cocTosiHUSA rpynn po3eTok (Bkn/Bblikn) M nNpokpyTka
aetanbHon nHgpopmaums (U, |, P) no kaxxgon po3eTke/rpynne po3eTok);

CocTosiHMe JaTYMKOB U BHELUHMX YCTPONCTB;

O6bwasn nHgpopmauua o KoHTponnepe — mofgenb, cepuiHbin Homep, Bepcus MO un
annapaTtHas peBu3us;

MHpopmaums o ceTeBbix HacTpomkax. B akpanHHom meHio PDU 3 pgoctynHO
pefakTMpoBaHMe CeTEBbIX HACTPOEK.

Hwxke Ha KapTUHKax npuneeaeHbl CXeMbl q)yHKLI,VIOHVIpOBaHVIﬂ N BHEWHEero snga 3KpaHHOro

MEHIO.
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OcHoBHOE MeHI
230V 400V
L1 3.58kW
229V 15.3A
225V L2 1.94kW
18.6 A 223V B.7A
4.19 kW L3 2.66kW
231V 11.5A
8.11kW
MOHWUTOPUHT NoTpeBAeHNA NO KOHTYPam
230V 16A 400V 16A
L1 L1 L2 L3
Bank 1 Lol banc L Bank 1 Bank 1 Bank 1
3.50kW 3.50kW 1.94kkW 2.66kW
229V 15.3A L 2 Bank 1 229V 15.3A 223V 8.7A 231V 11.5A
L 3 Bank 1
230V 32A 400V 32A
L1 L1 L2 L3
Bank 1 Bank 1 Bank 1 Bank 1
3. 50kW 3.50kW 1.94kW 2.66kW
229V 15.3A 229V 15.3A 223V 8.7A 231V 11.5A
Bank 2 Bank 2 Bank 2 Bank 2
1.87kW 1.87kW 2.11kW 8.58kW
228V 4.7A 228V 4.7A 226V 9.3A 238V 3.5A
L m—
MOHWUTOPWHT rPYNN po3eTok
LOADE1 ON
LOADE2 ON LOAD 1 LOAD 2 LOAD 3 LOAD 10
LOADE3 OFF
LOAD#S ON 229V 223V v 231V
LOADHS ON 2.7A 3.4A BA .« e ® 5.8A
LOADUS OFF 9.62 kW 0.76 ki 0 kW 1.48 kW
LOADHT OFF
LOADE8  OFF
LOADED ON
LOAD#18 ON
Oatinkm
ACCEL  NORM
TEMP  NORM
D11 NORM DIl D12
ACCEL TEMP .
gij :gﬂ Acceleramete: Thermemete: FeT Deor 1-Wire
- " " . .
014 NORM Hit not oM NORM NORM 3 term
. NORM
DTS ALMAY detected 36.25 °C 5.8 7C beer
DI6  NORM 29.5 ZRH closed
ALl ALMIN
A2 ALMIN

RS485#1
CcE102H

NORM

WHodpmauma o KouTponnepe

Model

RMCY-32- 4225
23013 - 202019 A
828

S/N
soea273s
SH VER.

3.05
HH REW.
i.e

Cetesble H

ACTPOMKK

Ip
192.168.8.259
MASK
255.255. 2558
GATE
192.168.0.1
MAC

09188158
S4:EE:SA

OkpaHHoe meHo PDU2 n PDU4
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e

L1  Bank 1 L1 2. 6kW
L1 L1 L1 L2 L3
Bank 1 Bank 2 220v. 11.9A 220V 11.9R Bank 1 Bank 1 Bank 1
2. 6kW —— )
220v 220v | — L2 - 220v 2z20v 220V
11.9a |« 6.3A . 11.92 |[€—)» 6.3A 14.7A
N L1  Bank 2 OCHOBHOE 220V 6.3A <>
2.6kW 1.4kW MEHIO —-— 2.6kW 1.4kW 3.2kW
220V 6.3A
119.5kWh 107.1kWh 1.4kW L3 0. 0kW 119.5kWh 107.1kWh 107.1kWh
220V oa
—— -— — 3 — —
MENU
MOHWTOPHHT | POWER |
ATARMS MOHMTOPMHT
LOADS IIMTAHNA
ETHERNET
Ll Bank 1
11 DEVICE Ll Bank 1 L2 Bank 1 L3 Bank 1
)
Bank 1 Ll  Bank 2 220V 11.9A 220V 14.7A 220V 1.8A
INFO — 2. 6kW 3. 2kW 0. 4kW
| 220V L2 Bank 1 |
—) —) -
11.98 L2 Bank 2 >
L1 Bank 2 L2 Bank 2 L3 Bank 2
2. 6kW [ —
L3 Bank 1 220V 6.3 220V 4.5A 220V 0.0A
119.5kWh -_— I 1.4%W 1.0kW 0.0kW
——— L3 Bank 2 —— ) -_——— —
—
PDU Controller MENU MENU LOADS
LOAD 1 LOAD 2 LOAD 42
S/N s/N POWER BOWER LOAD 1 ON
2200032 2100027 LOAD 2 ON
LOAD 3 OFF 220V 220V 220v
wonns
Model: [ | SW Version LOBD 4 ON [ 11.98 o 11.98 | » 11.92
XXX 1.9.6 ETHERNET ETHERNET LORD 5 on
XXKXX LORD 6 ON 2. 6kW 2. 6kW 2. 6kW
XXXXX DEVICES DEVICES LOAD 7 ON
AXKAK HW Version LOAD 8 ON
PDU3v4 INFO INFO LORD 9 ON
MH$OPMALMA O PDU M MOHMUTOPYMHI HATPY30K
KOHTPOIUIEPE
LAN 1 LAN 2 DHCP MENU MENU DEVICES DEVICE 1 DEVICE 1 DEVICE 1
te (/24): P (/24) Accel dinl Smokel
192.168 192.168 POWER POWER Booer X
0.254 1.113 in
din2  ALRM x)
GaTE : GATE : < ;Il Loaps DEVICES |:‘I >ain1 INFO[— @ < o >
192.168 192.168 ain2 WRN[———
ETHERNET
0.1 1.1 ETHERNET Lockl OK HIT mﬂ DOOR SMOKE NOT
MAC: MAC: DEVICES Lock2 OK DETECTED OPEN DETECTED
Al:B2:C3 AL:B2:C3 Smokel  OK oK oK OK
D4:E5:F6 D4:E5:F6 INFO INFO
MOHUTOPMHI' YCTPOWCTB
| AN 1 LAN 1 TAN 1 I
P e SAVE R
192,168 192.168 CONFIG?
0.254 0.254 MOHMTOFPHHT ¥ I
MASK MASK MASK
| <> <> MBMEHEHME CETEBEIX vES
192.168 255,255 HACTPOEK
0.254 255.0
GATE GATE
192.168 192.168
0.1 0.1
A
| v |
s P b33 1P SAVE
Config Config Config Config CONFIG? |
| 192 192 0 254
55 < < 168 > 168 No
: : 1o :
| 254 254 254 i 254 |

8.6.3.

OkpaHHoe meHo PDU3

MoBopoT 3kpaHa Ha 180°

B PDU2 n PDU4 noBOpOT 3KpaHa OCYLUECTBISETCS criegylowmMm obpasomM: Haxogscb B
OCHOBHOM MEHI0, CrnefyeT HaxaTb M yaepxuBaTb KHOMKy <Enter/Esc> [o nepexoga B MEHH
HACTPOWKM OpUEHTaLUN SKpaHa. B 3TomM MeHI0 KOpOTKOe HaXkaTne KHonku <Enter/Esc> noBopaymBaeT
3KpaH Ha 180°, a gnuTenbHOe HaxxaTue NPMBOOMUT K BbIXOAY B OCHOBHOE MEHK. Bupg aTtoro skpaHa
MoKa3aH Ha KapTUHKE HUXeE.
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Rotation
of £ uo
uoT 3e30y

B PDU3 nosopoT akpaHa Ha 180° kaxabli pa3 OCyLlecTBNAeTCH ANUTENbHbIM HaxaTnem
<Enter/ESC> 13 OCHOBHOIO MEHI0.

8.7. Moaynb ABP c aucnneem

Moayne ABP npeacTtaBnsieT coboi Bbiknouatesnb, obecnevmBalolLnin nogady pe3epBHOro
NMUTaHUs Ha MOAKMNYeHHoe obopyaoBaHue. BbikniovaTens mmeeT gBa BBOAA MUTaHWA OT cCeTw
nepemeHHoro Toka. ABP obecneumBaeT nogady nutaHus AnS NOAKMIOMEHHOro obopyaosaHus OT
OCHOBHOro BBOAa. Ecnu nutaHne Ha OCHOBHOM BBOAE nponagaeT WM BbIXOAMT 3a AONYyCTUMbIE
npegensl, ABP aBTOMaTnyecku nepeknioyaeT NnuTaHne Ha pesepBHbIvi BBOA. MoOMeHT nepekntoyeHuns
C OOHOro BBOAA Ha Apyron He HapywaeT paboTy noakmo4eHHoro obopyaoBaHWs, MNOCKOMbKY
nepeknyeHmne Npon3BoauTCH B TEYEHME KOPOTKOIO NPOMEXYTKa BPEMEHM.

B kauyecTBe NnproOpUTETHOrO MOXET BbITb HAcTpoeH nNubo Beog A, nmbo B, nnubo yctaHoBneH
pexum AUTO. B pexume AUTO BBOA, WCMOMb3yeMbld B HaCTOSALWMIA MOMEHT, cyuTaeTcs
NPUOPUTETHBLIM.

Mpu paboTe OT pe3epBHOrO BBOAA BO3BpaT Ha MNPUOPUTETHBLIA NPOM3BOAWUTCH MpU
BOCCTaHOBIEHWUM HANPSHKEHNS Ha HeM Yepes Bpems 3aaepxku (T,).

Mogyne ABP (Puc. 7.7) nmeeT BO3MOXHOCTb paboTbl C MCTOYHMKaMu GecnepebonHoro
nutaHus (MBI), obecnevmBaowmmm NnuTaHne Harpy3ku HanpsbkeHnem B popmMe MoanduumnpoBaHHoOm
cuHycomgpl. [aHHas @yHKUMS N0 YMOMYaHuio OTKNnoyeHa. MameHuTb napameTtpbl paboTbl C
MOANMMLNPOBAHHON CUHYCOMAON MOXHO B COOTBETCTBYHOLLEM NMYHKTE MEHIO.

Moayne ABP moxeT BblTb HAacTpoeH yYepe3 akpaHHoe MeH, nmbo WEB-uHTepdenc nnm
NHTepdenc KoMaHOHOW CTPOKK.

MHEMOoCXeMa NUTaHUS aKTUBHbIA BBOA napamMeTpbl
, , HanpsikeHne Ha Beoge A Harpy3aku

234Y
PRIMARY 5= A

2. 7kH |

@ SECONDARY
WARNING 11.5
FAULT E>B

13avA ¥

NPUOPUTETHbLIN BBOA
HanpshkeHne Ha Beoae B

aBapus

Puc. 7.7 - BHewHuin Bug moaynsa ABP

TexHu4eckue xapaktepuctukm moayns ABP npuseaeHsl B nacnopTe.

8.7.1. MmHemocxema nuTaHus moayna ABP

WHaoukaummn pexnma paboTel ABP ocyllecTBnseTcss npu noMoLy MHEMOCXEMbI MUTaHMS.
Hwke B Tabnuue 7.7.1 onvcaHa WMHOMKALMS OCHOBHBLIX PEXMMOB paboTbl (BBOA A MPUHAT, Kak
NPUOPUTETHBIN).

Tabnuua 7.7.1 — MHavkauns pexmnmon paboTbl ABP

Cutyauus Uugukaumnsa
Mopava nutaHusa (coldstart) CermMeHTbl 3axwurawTcd AOCTYMHbIMA  OCHOBHbLIMU
uBeTamm
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Rem

Cutyauus

UHuankaumns

HaI'IpFI)KEHVIe Ha obonx BBOOaX B HOpme
npoaoJIKNTENTbHOE BPEMA

LEDs (A>Out) 6erywas BonHa 3eneHbiM
LED1B - xenTtbIn

lMponagaHue nunm BbIX0[, 3a
OOnyCcTMMble Mpederibl HanpshKeHusa Ha
A, npu xopowlem B

LEDs (B>Out) 6erywas BonHa xenTbiM

LED1A — BbIKIOYEH, €CNKM HanpsbkeHne Ha A nponano
unu

KpacHbIX, ecnin BbILWMO 3a AONYCTUMbIA AnanasoH

O6patHbin  nepexogq B—A
BOCCTaHOBMEHUA A n T,

nocne

LEDs (A>Out) 6erywas BofnHa 3emneHbIM.
LED1B - »xenTbii

Hanps»keHus Ha ob6ounx BBOOAX BbILLIN
N3 HOPMbI U Nponanu

LED1A n LED1B — kpacHble, ocTanbHble He TopsaT

BocctaHoBneHne A wunm B
npeablayLiero CoOCTOsHNS)

(ot

Cwm. coldstart (BepxHWIM NyHKT)

Meperpyska no Toky

LED1A (B) — 3eneHbln (KenTbll), €CnM B HOPME,
KpacHbIi, €Cnu BHE HOPMbl, He [ropuT, ecnu
oTCyTCTBYET
Out — mwuraet KpacHbiM. TpebyeTca nepesarpyska
onepaTopom

8.7.2. OkpaHHoe meHo ABP

Ha ocHoBHOM akpaHe ABP (Puc. 7.7) oTobpaxatoTca 3Ha4YeHUst BXOOHbIX Hanps>KeHW, TOK 1
MOLLUHOCTb HarpyskM Ha Bbixoge, 0DOO03HaYeHWsi aKTMBHOrO M NpuopuTeTHOro BBOAa. B cniyyae
aBapUIHOro OTKIKOYEHMS HArpy3Kkn Ha rmaBHOM 3KpaHe oTobpakaeTcsa coobLyeHne ob aBapum, conaru
aBapui 1 BpeMsi C MOMEHTa OTKIoYeHUs Harpy3ku. Npu npocToe Gonee ogHOro Yaca BKMYaeTcs
screensaver Ans NoBbILLEHUsI pecypca gucnnes.

"padhunyecknin nHTepdenc cogepxnT crneayrowime pasgensi:

e [NaBHbI 3KpaH;

MeHio:
o Hactpownku ABP:

YacToTbl HanpsXXeHU Ha BBOAAX;

Pecypc paboTbl, cH4éTunkmn cobbiTuin, donarv aBapun, cucTeMHas nHcopmMaLmns;
Ocuunnorpamma Ha BBoae A,

Ocuunnorpamma Ha BBoae B;

NpnopuTeTHbIN BBOA;
* [loporoBble HaNpPsPKEHNS U TOK;
»  3agepxku, Y4yBCTBUTENbHOCTb;

= PaboTta

C HeCuHycongalbHbIM

curHanom (nBn

MOAMMPULNPOBAHHOW CUHYCONOOWN);
= HacTtpolika opneHTaumMm gucnnest u KHomMok;

=  3ymwmep;

= C6poc HacTpoek.
o Hactponkn RS485: agpec, ckopoCTb, YETHOCTb U T.M., COPOC HACTPOEK,;
o WHdopmaumna o mogyne: mogens, S/N, Bepcus MO.
e 3JkpaH aBapun (NOSBMASETCH TONbLKO B Cryyae aBapum).

[ns nepeBopoTa akpaHa Ha 180° Ha rmaBHOM 3KpaHe, HaxaTb <Enter/Esc> ons nepexoaa B
MeHto. Beibpatb nyHKT «Settings — Disp.orien». BbibpaTtb xenaemyto opueHTaumio gucnnes: 0°
(HopManbHoe nonoxeHune) nnu 180°, ANg NPUMEHEHUS KOPOTKO HaxaTtb Ha <Enter/Esc>. [Inda BbIxoaa
13 MeHio 3axaTb <Enter/Esc> u ygepxvBaTb ee 40 BbIXOAa Ha rMaBHbIN 3KpaH.

8.8. PeneliHble U U3MepuUTeNbHbIe MOAYNM

I/I3mep|/|Teanbu7| MoayIb obecneunBaeT n3MepeHme napamMmeTpoB MNUTaHUA, a TaKxXe
ynpaslieHne po3eTkamMu (6J'IOKaMl/I p03eTOK) C nHAMKaTopaMm COCTOAHUA.

MaMepuTenbHbIN ModySb MOXET OblTb COBMELLEH C AMNCMIIEEM U KHOMKOW HaBuraumm (n. 8.6).

8.8.1.

CocTosiHne cBeToaNOAHbIX WHOWUKaTOPOB:
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He ropuT — po3eTka/KOHTYp OTKJTHOYEHDI;

3enéHblln — BKIMIOYEHO, HaMpshkeHne B HOpMe, TOK HIDKe nopora npeaynpexaeHus;
JKEnTbIl — BKMNIOYEHO, HamnpsbkeHne w/Mnn TOK HaxogsaTcs B rFpaHuuax
npeaynpexneHuns;

KpacHbii — noTpebneHne npeBbillaeT MakCUMarbHOE 3Ha4YeHe.

.8.2. l/I3mepV|Teanb|e mMoaynn 0e3 BO3MOXXHOCTU N3BMEYEHUS]

poolons
aoffan

BxogHon mogynb Ha 2 unu 3 BxogHon moaynb Ha 2 unu 3 PenenHbi BbIxogHON MOAyNb
kaHana ¢ OLED-gucnneem kaHana 6e3 gucnnes Ha 4—6 kaHanoB

8.8.3. Moaynu namepeHust 1 ynpaBrieHusl C ropsiuei 3aMmeHom

B mogensax PDU c uamepeHWeM W/vnu ynpaBneHMeM KaXKaoW PO3EeTKOW MCMoNb3yrTcs
nssnekaemole mogynu (R17.01.00x, M), koTopble MOXHO 3amMeHUTb 6e3 BbiknodeHns PDU.

1234

v 56

Bnarogaps ucnonb3oBaHWio OUCTabWNbHBIX pene BcE obopydoBaHWe, 3anuTaHHOe OT
BKIMIOYEHHbIX po3eTok PDU, npopomkut pabotaTtb BO BpeMsi 3ameHbl VIM. [Ona 3ameHbl VM

HeobxoauMmo:

CHATb cTaTnyeckmin 3apsag, NPUKOCHYBLUMCH K kopnycy PDU;

BbikpyTuTb kpenéxHbin BUHT Ha MIM, noka Bbixog M n3 oTceka He npekpaTuTcs;
OCTOpPOXHO BbITALWMTL YCTaHOBMNEHHbI VMM 13 oTceka, MOTSHYB 3a TrOJIOBKY
KpenéxHoro BuHTa. Ecnu M He BbliHMMaeTCs, BbIBEPHYTb KPENEXHbIA BUHT eLLé Ha
1-2 obopoTa 1 nonpobosBaTb CHOBA;

HakneunTb Ha HoBbIN M Haknenky ¢ Hymepauuen KaHanos, aHanornyHyo Hakrnerke
Ha nssneyéHHom VIM, nmbo nepecTaBuTb NEPEeaHIO NaHenb Ha HoBbI VIM;

CHaTtb ctatmyeckun 3apsig ¢ HoBoro MM, ogHOWM pykoOM MPUKOCHYBLUMCE K KOPMyCy
PDU, a gpyrou — k Topueson meTtannusauuu VM;

AKKypaTHO yCTaHOBUTb HOBbI MM B OTCeKk 00 LOCTMXEHMS yrnopa KpenéxHbiM
BMHTOM. BHMmaHue! MM BxoguT B OTCEK TONBbKO B O4HOM NOMNOXEHUN;

OCTOpOXHO BBOpayMBaTb KPEnéxHbll BUHT OT Pykn OO TO Tex nop, noka UM
NOJSTHOCTbIO HE BOMAET B OTCEK;

Hoxpatbesa skntoveHus VUM, kotopoe 3aHumaeT nopsagka 70 ¢. OHo conpoBoXxgaeTcs
BKMIOYEHNEM WHOMKAUUM aKTUBHbLIX KaHamnoB. HacTpoika mogyns npousonaér
aBTOMaTUYECKU.

8.9. ComPWR B PDU3, PDU4 n CPDU

KoHTponnepsl PDU3, PDU4 n CPDU wnmetoT BbiBoA +12V Ha koHTakTbl RS-485-1 (pazbem
RG12). Bnarogapst atomy, coeauHsis CPDU 1 PDU, moxHo obecneunTb 6ecnepeboriHoe nuTtaHme
COOTBETCTBYOLWMNX KOHTPONNepoB B cny4vae nponagaHvis NUTaHUs B 3NEKTPUYECKON CETU Ha KaKOM-
T0 13 Kontponnepos CPDU nnun PDU.

Ecnu kakoii-To u3 KoHTponnepoB nepecTtaHeT nonyyaTb NUTAHUE U3 SNEKTPUYECKON CETU, OH
NpodomkuT cBoo paboTy 6Ge3 nepesarpy3km U CMOXET YBEAOMUTb CUCTEMblI MOHUTOPUHIA O
BO3HUMKLLEN Npobreme.

CoepguHerne PDU n CPDU gomkHo ObITb 00ecneyeHo B COOTBETCTBMM CO CXeMOW B N.7.9.
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8.10. Hot-Plug moayns PDU3

B mogensax PDU, B koTopbix yctaHoBneH KoHTponnep PDU3, ecTb BO3MOXHOCTb ropsayen
3ameHbl KoHTponnepa ©e3 OTKMYeHMs nuTaHna Ha 6noke pacnpegeneHus nutaHma u
NOAKMIOYEHHOro K HemMy 060pyAOBaHUS.

[ns 3ameHbl KoHTponnepa Heob6xoanmo:

e CHATb cTaTMyeckun 3apsag, NPUKOCHYBLUUCH K kopnycy PDU;

e BbikpyTuTb ABa KpenéxHbix BUHTa Ha KoHTponnepe, noka Bbixog KoHTponnepa u3
oTCeka He npekpaTUTCsa. BWHTbI CTOUT BbIKpydMBaTb PaBHOMEPHO, He JAonyckas
nepekoca nvueson naHenu KoHtponnepa;

e OCTOPOXHO BbITaLLMTbL YCTAHOBMNEHHbIM KOHTpOnnep u3 otceka, NOTSHYB 3a rofoBKu
KpenéxHbix BMHTOB. Ecnu KoHTponnep He BblIHMMaeTCs, BbIBEPHYTb KPEMEXHbIE
BUHTbI eLLé Ha 1-2 obopoTa 1 nonpoboBaTb CHOBA;

e AKKypaTHO YCTaHOBWUTb HOBbI KoHTpommep B OTCek OO0 AOCTUXKEHMs ynopa
KpenéxHbIX BUHTOB. BHumaHme! KoHTpommep BXxoouT B OTCEK TOMbKO B OAHOM
NONOXeHWK;

e OCTOPOXHO BBOPa4YMBaTb KpENéxXHble BUHT OT PyKu 4O TO Tex nop, noka KoHTponnep
NOMHOCTbIO HE BOMAET B OTCEK;

BknitoueHne HoBoro KoHTponnepa PDU3 3aiimeT npumepHO nontopbl MuHyThl. [locne
BKIIOYEHUS1 Ha gucnnen OyaeT BbiBe4eHO cOoobLieHne C NpeanoXeHWeM 3arpy3nTb COXPaHEHHble
HacTpoviku. MNpu BbiGope onumn «YES» KoHTponnep 3arpyaut koHdwurypaumtio PDU, coxpaHeHHyto
HaKOMMEHHYIO 3HEPrni0 U CETEBble HACTPOWKM npedplaywiero KoHTpomnmnepa, nocrne 3Toro OH
nepesarpyauTcsi.

B TeueHve natm muHyT KoHTponnep 6yget oxvaaTb MOAKMNIOYEHWUS K HEMY MO CETU Yepes
WEB-uHTepdenc nnm yepes CLI. B cnyyae, ecnv nogkntoyeHve He ByaeT yCTaHOBNEHO, HACTPOWKK
CEeTN BEepHyTCs K TeM, 4To bbinn Ha KoHTponnepe go ycraHosku B PDU, n cam KoHTponnep cHoBa
nepesarpysurcs.

Mpu BbIBOpe onumn «NO» HMKakue HacTPoKrKn He ByayT 3arpyxeHbl, KoHTponnep npogosrmkuT
cBoto paboTy. Ecnn B TeyeHre 10 MUMHYT HMKakasa n3 onumn He 6yaeT BbibpaHa, KoHTponnep Tak xe
He 3arpys3uT HMKaKMX HacTpoek brnoka pacnpegeneHus nuTaHus.

LOAD LOAD
SETTINGS? SETTINGS?
YES NO < } YES Reloading. .

lMoka3 3Toro MeHIo C NPefnoXeHNeM 3arpy3kM HaCcTPOEK MOXHO OTKIMOUUTbL B HACTPOMKax
PDU3 yepes CLI.

8.11. YyeTHbIe 3anucu

KOHTpOJ'Iﬂep noganepXumeaet BO3MOXHOCTb HalmMdnA HECKOJIbKUX  YYETHbIX 3anucem
pa3nnyHbIMK ponAaMU, onpegenarowmmMmm ypoBeHb 4OCTyNa Nnojib3oBaTens.

YyeTHble 3annucuK UCNOoMb3yTCA Ana ayTeHTudukaumm n astopusauun 8 WEB-UHTepdelice
N MHTepdence KOMaHLHOW CTPOKN.

CyluecTByIOT criedytoLime ponu:

e Bnapeneu. NMeeT NonHbIN JOCTYN KO BCEM BO3MOXHbLIM (PYHKLMAM N HacTpomkam
yctpovictea. MoxeT 0obaBnaTb, U3MEHATb, yAandTb M OTKM4YaTb Nobble gpyrve
yyeTHble 3anvcu. Bnagenew moxeT OblTb TONBbKO OAUH. DTy YYETHYIO 3anucCb HeMb3s
OTKMIOYUTL UMK YA&mnUTb;

e AgmuHucTpatop. VMeeT nonHbln [OOCTYN KO BCEM BO3MOXHbIM (PYHKLUUAM U
HacTponkaMm yctponcTBa. MoxeT Oob6aBnATb, M3MEHSATb, yAansaTb W OTKMOYaTb
YyYeTHbIe 3anncu, 3a UCKINIOYEHNEM YYeTHbIX 3anmcen Apyrux agMUHUCTPaTopPOB;
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e Onepatop. imeeT nomnHbIN JOCTYyN K OYHKUMOHANY, 3a UCKIMIOYEHNEM CUCTEMHbBIX U
ceTeBbIX HacTpoek. MoxeT gobaBnaTb/yaansTb, NepeMMeHOoBbiBaTb YCTPOWCTBA,
nepekntyaTb COCToAHME po3eTok. He moxeT 4o6aBNATb HOBbIE YYETHbIE 3anncu Unm
BHOCUTb U3MEHEHWS B YyXKUNe y4YeTHble 3anucu;

e [lonb3oBatenb. Ons yveTHoOM 3anucu ¢ ponblo «llonb3oBaTenb», (PyHKLMOHAN
KoHTponnepa gocTyneH TOMbKO A4S NpocMoTpa. EANHCTBEHHOE N3MeHeHNe, KOTopoe
paspelleHo BHOCUTb YyyeTHol 3anucu «[lMonb3oBaTenby — 3TO MW3MEHEHUue
coBbCTBEHHOrO Napons

Mo ymon4yaHmio KoHTponnep MMmeeT OOHY YYETHYI 3anncb, C JNIOTMHOM «adminy, posibio
«Bnageneu» n naponem «12345». Y Hee Henb3s CMEHUTb POSib, YAANUTb NN OTKITHOUUTD.

YyeTHasa 3anncb HE MOXET OTKITOUYUTL UMK yaanntb cama cebs. MNocne YCTaHOBKM nMaponid,
HeNnb3A €ro Nnpo4ynTaTtb, TOJIbKO YCTAaHOBUTb HOBBbIN.

Ecnu yyeTHas 3anucb OTKNIOYEHA, HO He yaarneHa, Henb3s 4Yepe3 Hee aBTopM30BaTbCs B
WEB-WHTepdence, nubo B nHTepderice komaHgHon cTpoku. OgHako, nocne ee BKMAYEHUs, OHa
OyaeTt AocTynHa Co cTapbiM Naponem, HeT Heob6X0AMMOCTU yCTaHaBNMBATbL Naposib 3aHOBO.

8.12.1Pv6

Mopaepxky IPv6 MOXHO BKMOYUTL U OTKIHOYUTL Yepes nHTepdenc kKoMmaHgHom CTpoku. MNpun
BKNtOYeHHon nogdepxke |IPv6, KoHTtponnep 6yget goctyneH kak no IPv4 agpecy, Tak u no IPv6
agpecy. OTcyTCcTBYET BO3MOXHOCTE Nony4veHus IPv6 agpeca no DHCP. Yepes IPv6 goctynHel: WEB-
UHTepdeic, nitepdenc komaHgHon cTpokn, MoHUTopuHr no SNMP 1 otnpaska SNMP Tpanos.

8.13. CKy[

®yHkumonan CKY[ onucaH B gokymeHte R01-00-29-P3_CKY[l pa3melleHHOM Ha cTpaHuLe,
yKasaHHom B n.1.

8.14.I'mbkas noruka (Python) — Ha -TecTupoBaHUKn

Ha KoHTponnepe MOXHO wucCMnonb3oBaTb NONb3oBaTenbCkue cKpuntbl (Hebonblune
nporpaMmel), HanucaHHble Ha a3bike Python. CkpunTbl 3arpyatotcs nocpegctsom WEB-nHTepdpenca
unn komaHgHoro uHtepdenca CLI ¢ TFTP-cepBepa unn ¢ ¢annoBon CUCTEMbI, U BKIHOYAOTCA B
HaCTpoOWKax CKpUNTOB.

Pabota ckpuntoB Ha KoHTponnepe opraHnsoBaHa nocpeactsom AP|, npegHasHa4yeHHoro ans
HaCTPOWMKK, YyNpaBIieHWs U MOHWUTOPMHIa BHYTPEHHUX W BHELIHUX YCTPOWCTB, PO3ETOK, a Takke
BHelWHux WEB-kamep. AP| pa3buTo Ha HECKOMNBbKO MMMOPTMPYEMbIX MoAyren, nogpobHoe onucaHue
no B3anMOZENCTBUIO C KOTOPbIMU NpuBeaeHo B Mpunoxennn b. K kaxxgomy mMoaynto NnpefocTaBneH
npMMep NCMNONb30BaHWsA ero yHKLUA 1 CBONCTB 0O bEKTOB.

Ons Toro, 4toBbl Harpy3nTb ckpunTt Yepe3 WEB-uHTepdenc HeobxoamMmo 3anTun BO BKNagky
«CkpunTbl», pasgen «Ckpuntbi». BeibpaTb cnocob 3arpysku «Ipamon» nnu «Yepes TFTP» n HaxaTb
«+ [obaBntb».

# BrntoyeH Mma

1 rot.py o8
© Mpamci Yepez TFTP

Bolbepute haiin  @aiin He BblGpaH
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Mpu BLIOOpe cnocoba 3arpysku «MpsMoit» Heobxogumo BbIOpaTb (ain ckpunTa Ha
hannoBon cucteme, npu Bblbope 3arpy3km ¢ TFTP-cepBepa, Heobxogumo ybeautbecsi, 4TO B
HacTporkax npoTtokona TFTP Bo Bknagke «[lMpoTokonbl» ykasaH BepHbln agpec n nopt TFTP-
cepBepa. 3aTeM Ha CTpaHuue CKpUMNTOB HeobxoauMMmo ykasaTb MeTopn 3arpy3ku «Yepes TFTP» u
HanucaTb MMs harina ckpunTa, KOTopbI AOMKEH ObiTh NpeaBapuTEnsHO pasMeLleH Ha atom TFTP-
cepsepe.

Mocne TOro, Kak CKpUNT 3arpyxeH ero MO>XHO BKITHOYNTb UITA BbIKIMKOYNUTb KHOMKOM «BKrtoueH»,
a TaKke yaanntb, HaXXaB Ha MKOHKY KOP3WHbI.

Ha cTpaHuue ckpunToB Takke AOCTynHa Bknagka «KypHan», B Hen oTobpaxatoTca Bce
coobLLeHus, BbIBOAUMbIE CKpUNTaMu Nonb3oBaTenem B Nnor.

3anucu XXypHana

May 5 28:56:@6 PDU local2.info rot.py: Checking device #1. “
May 5 28:56:@6 PDU local2.info rot.py: Checking device #2.

May 5 28:56:@6 PDU local2.info rot.py: Conditioner #2 not found, retrying in 5 seconds...

May 5 28:56:11 PDU local2.info rot.py: Checking device #@.

May 5 28:56:11 PDU local2.info rot.py: Checking device #1.

May 5 28:56:11 PDU local2.info rot.py: Checking device #2.

May 5 28:56:11 PDU local2.info rot.py: Conditioner #2 not found, retrying in 5 seconds...

May 5 28:56:16 PDU local2.info rot.py: Checking device #8.

May 5 28:56:16 PDU local2.info rot.py: Checking device #1.

May 5 28:56:16 PDU local2.info rot.py: Checking device #2.

May 5 28:56:16 PDU local2.info rot.py: Conditioner #2 not found, retrying in 5 seconds...

May 5 28:56:21 PDU local2.info rot.py: Checking device #8.

May 5 28:56:21 PDU local2.info rot.py: Checking device #1.

May 5 28:56:21 PDU local2.info rot.py: Checking device #2.

May 5 28:56:21 PDU local2.info rot.py: Conditioner #2 not found, retrying in 5 seconds...

May 5 28:56:26 PDU local2.info rot.py: Checking device #8.

May 5 28:56:26 PDU local2.info rot.py: Checking device #1.

May 5 20:56:26 PDU local2.info rot.py: Checking device #2.

May 5 28:56:26 PDU local2.info rot.py: Conditioner #2 not found, retrying in 5 seconds...

May 5 28:56:31 PDU local2.info rot.py: Checking device #8.

May 5 28:56:31 PDU local2.info rot.py: Checking device #1.

May 5 28:56:32 PDU local2.info rot.py: Checking device #2.

May 5 28:56:32 PDU local2.info rot.py: Conditioner #2 not found, retrying in 5 seconds... =
4 »

OwunbKM, BO3HMKAIOLLME C 3anyCKOM CKPpMNTOB, MEPEChINakTCs B OOLLMIA XXypHan, YTO NOMe3Ho
ONs OTNagky CKpUNTOB.

Mpumeyanue. B PDU wucnonb3dyetcsa uHtepnpetatop MicroPython, obnagatoowmn pagom
OorpaHM4eHun oTHocuTenbHO cTaHgapTHoro Python. Cnumcok nopggepxuBaemMbiXx CTaHAAPTHbIX
ombnmoTek Python B MicroPython MOXHO HanTK Ha cante pa3paboTtyuka
(https://docs.micropython.org/en/latest/library/index.html).

8.15. USB u SD-HakonuTtenu

PDU2, PDU3 n PDU4 nogaepxuBaeT onepauum ¢ BHeLLHMMN Hakonutenamu. PDU2 n PDU4
noagepXuBaeT NOAKMYEHNe BHELWHUX Hakonutenen k nopty USB Type C, PDU3 nomumo 3Toro, K
nopty USB-2 (USB A), USB-3 (USB A) n SD, ansa koHTponnepos Moandukaumm M3.

PaboTa ¢ HakonuTensMy MO3BOJSIAET COXPaHATb Ha HuX XypHanel CKY[, obuiero xypHana
CKPUMTOB, SKCMOPTUPOBATb UM MMMOPTMPOBATbL HACTPOWKK, 3arpyxaTb CKpunTbl. KOHCOMbHblE
KOMaHbl, KOTOPbIMY BbIMOSHSOTCA NEepeYncrieHHble JENCTBUSE MOXXHO MOCMOTPETb B NMyHKTE M.9.2.

9. HaCTpOVIKa n ynpasrneHue
HacTtpowika KoHTponnepa moxeT npoBoautecs yepe3d WEB-UHTepderic, npu nomowm CLI
yoanénHo no npotokony SSH, npu nomowmn SET-3anpocos SNMP.

Bpemsa 3arpyskn PDU moxeT gocturate 60 cekyHA nocne nogadum nutaHus. Hactpownka u
yrnpaBneHne BO3MOXHbl TOMbKO Mnocre Toro, kak csetognoqd STATUS HayHET muratb OAHMM M3
LBETOB.
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9.1. HavyanbHasa HacTpouka Yyepe3 WEB-UHTepcenc

9.1.1.

9.1.2.

MoakntounTb KoHTponnep k nokaneHon cetn ¢ 192.168.0.0 ¢ mackow noacetun
255.255.255.0 unu Hanpsmyto K komnbtoTepy (1K) ¢ yctaHOBNEHHBIM BPYYHYIO
IP-agpecom 192.168.0.1...253 n mackon nogceTtun 255.255.255.0.

B npu nepsom BkntoveHnn ana B WEB-Gpay3sepe neperitu no agpecy
http://192.168.0.254 . INpun nocnenyowmux BKIIOYEHUSAX UCMONb30BaTb B KAYeCTBE

IP coxpaHeHHbIN agpec no n.9.5.

Mpn nosiBneHun npegynpexaeHns « OCTaHOBMNEH Nepexo Ha HeJOBEPEHHbIN CalT» HaXaTb
«lMokasaTe getanu», ganee HaxaTb «S1 NOHUMAK PUCK M XOYYy MeperTu Ha canT» (ana 6paysepa
Chrome, gpyrue 6pay3epbl BbIBOASAT aHANOrM4YHble, HO HE MAEHTUYHbIE NpeaynpexaeHns).

Ons KoHTponnepoB ¢ Bepcuen

https://192.168.0.254.

Beect y4yéTHylo 3anucb (NorvH) 1 naponb npu noaknoveHun k KoHtponnepy (cm. Puc.

8.1.2.1). lNo ymonyaHuio:

JlormH: admin;
Maponb: 12345.

Mocne ycnewHow aBTopu3aumn otobpasmTtca okHo «Monutop» WEB-UHTepderica (Puc.

8.1.2.2).

MO Huxe

Pycckuia ~

KonTponnep PDU
Mopens: R-3MC2-32-4xS-A-MCL-1820

NorvH

login

[Taponb

password

KMcnonszoeats RADIUS

Boittn

Macnopt 1 N0 ecmo.ru

Puc. 8.1.2.1 - dopma aBTOpMU3aLuu
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Cratyc 00:80:6b:5€:€8:0b 06 yoTpoiicTse
Rem
MOHUTO
p [ [ [ ) )
yeTpoiictea Pexum oxpaHbl Hit sensor RS_HT1 Door Flood Motion
XypHan v}
T @
27.9°C [<=C>)
Ynap re H:
. CHAT ¢ OXpaHbl 3adUKCMPOBaH 20%RH [lBepb 3aKpsiTa MpoTedKi HeT TewveHus HeT
KoHTponnep
. w. . ' . ' s .
YdeTHble 3anuen Smoke Thermocontrol RemLockindoor RemLockQutDoor ThermalSensor1
MpOTOKONbI =
0 27.6°
o G EE t@-@ ‘:E@J B to7ec
Watchdog Obim He YCTPOACTBO He:
3adMKCHPOBaH 06HapPYXEHO CBasb noTepaHa CBaisb noTepaHa Hopma
CurHanuaaumsa
WHTepdeiichl
NHbo PDU
®asa KoHnTyp Hanpsxetue Tok MowHocTb
(Boixon ) [ ) L1 1 234V 0A 0kw
\ J
[ ] L1 2 234V 01A 0.01kw
Cymma 0.01 kw

Puc. 8.1.2.2 - OkHo «MoHuTtop» WEB-UHTepderiica

9.1.3. Ha Bknagke «Y4deTHble 3anucn» 4o6aBUTb yYETHbIE 3aNUCK U HACTPOUTb
ypOBEHb Mx goctyna (cm. n. 8.11).

# Was Bumouen Pons
1 admin - Bnageney -3}
Artur - AMUHHCTDETOP t-d |
3 Operator [ o) Gnepatop -1 |
Ceth 4 User «© Nonb3oaatent 11
KoHTponnep 5 Visitor o] Monescaatens - |
YueTHbie 3anuek + flozenms
oyl
MpoToKkons
Bpems
watchdog

CUrHanM3aaunsa
WHTepdencs!

WHDO

Mpn pobaBneHnn HOBOW y4YEeTHOW 3anuCK ykasaTb YHMKarnbHOEe MMs, Napofb He meHee 8
CUMBOSIOB U porb. [None «KoMmeHTapui» onumMoHansHo.

[lo6aBUTbL Nonb3oBaTens

New user

AIMWHKCTPaTOp
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9.1.4. Ha Bknagke «Yctponctea — dasa/KoHTyp» HAacTpouTb NOPOru NpeaynpexaeHus
1 aBapuu A4S BXOAHbIX TOKOB U HanpsbkeHum

9.1.5. Ha Bknapgke «YcTpoicTBa — Po3seTku» 3agatb HasBaHWe M Bpems nepesanycka
ANS KaKOO0W po3eTKu

10.251.2.220 C-anpec 00:80:6b:5e:e8:0b 06 ycTpoiicTee
MoHWUTOp Daza/KoHTYR BHYTpeHHWe BHewHwve
YcTpoWcTBa
~ e
AKypHan
NnHua Uma Watchdog BpemsA nepeaanycka (CekyHu)
1 Socket1 2
CeTb
2 Socket2 2
KoHTponnep
YeTHble 3anucu 3 Soeketg 2
MpoTOKONbI 4 Socket4 2
Bpemsa
Watchdog
9 ~  CPDU1 E e
CurHanuzaums
WHTeptelics! NuHua Ama Watchdog Bpems nepesanycka (cekyHu)
WHDO C1-1 C1-Socket1 2
c1-2 C1-Socket2 2
i GLEE ) ~roa 1 Qanbntd a

Onwucaxve nonen popmbl:

e Homep po3eTKu — NOPAOKOBLIN HOMEP FPYNMbl YNPaBAsieMbIX PO3ETOK;

¢ Wma — nonb3oBaTenbckoe UMsS rpynnbl po3eToK, ByaeT oTpaxaTbCa Ha BKNagke
ynpaeneHus po3eTkamu;

e Watchdog — BkntoyeHne nepesarpysku rpynnbl pO3eToK Npu OTCYTCTBUM OTBETA OT
YCTPOWCTBA;

e Bpemsa nepesanycka — Bpewmsi, B TE€YEHME KOTOPOro rpynna po3eTok Oyaer
BbIKIMOYEHA NpY OTMPaBKe KOMaHAbl Nepe3anycka;

e [lpu Hannymm CPDU HacTpouTtb 1x cornacHo n.10.5.

9.1.6. Ha sknagke «Ycrtponcrtsa — BHyTpeHHMe» 3agaTb COOTBETCTBME NOPTOB
KoHTponnepa v gaTtymnkos:

e [logkntoumTb gaTyMKM B COOTBETCTBUM € Nn.7.5, 7.6;
e HacTtpoutb gaTtumkm (cm. Puc. 8.1.6).
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AC-anpec 00:80:6b:5¢:e8:0b 06 yctpoiicTee

MoHUTOp ®aza/KoHTyp PoseTku BHewHue
YcTpoiicTea
Bxop Wma Bkntouew Otnpaekatrap E-mail Oto6paxaTb B MOHMTOpe [pynna LaénoH
XKypHan
INT 1 Hit sensor Wudopmaun v BeTpoeHHblid v
DIN1 RS_HT1 WHpopmauy v RS-HT1 v
CeTb
DIN 2 din2 OxpaHa v Bxon H3 v
KoHTponnep
YYeTHble 3anmcu DIN 3 giccy Oxpata v Nseps HO v
MpoTokonbl DIN 4 din4 WHbopmauy v Bxoa H3 v
Bpema DINS Flood OxpaHa v JaTunk npoTey v

Pwuc. 8.1.6 - Bknagka HacCTpOMKM BHYTPEHHMX YCTPONCTB

Onwucaxve nonen popmbl:

e Bxopa — tvn 1 HoMep BX0Aa;

e WmAa — ycTaHoBKa Monb3oBaTeneM YHWKanbHOro MMEHW AaTynka unuM yCTPOWCTBA,
NOAKMIOYEHHOTO KO BXoay. ATO nms 6yaeTt otobpaxaTtbes B XypHane coobiTuin, Email-
coobuweHunsax n SNMP-trap-yBegomneHunsx;

e Bknrou4é€H — BKNoYEeHMe onpoca BXoaa;

e OrtnpaBka trap — BknoyeHvne otnpaskm SNMP-trap-yBegomMneHnin npu MameHeHun
COCTOSIHMSA BXOAa;

e E-mail — otnpaBka Email-coobLueHunii npu nameHeHUn COCTOSHUS BXOAa;

e OtobpaxaTb B MOHUTOpPE — BKMYEHME OTOOPaXeHUA COCTOSHWUA [aTyuKka B
MOHMTOpE

e [pynna, K KOTOPOW NpUHAANEXNT AaTyuK. BeinagaroLwmm cnncok no3BonsieT BoibpaTb
OIHY U3 rpynn gaTymkoB: «24 yaca», «OxpaHa», «MHdOopMaLNOHHBINY, «BxoaHOM».
Bonee getanbHO TUMbI AaTYMKOB ONMCaHbl B NyHKTe 8.3;

¢ LLa6noH, cooTBETCTBYIOLLMI NOAKIHOYEHHOMY OaTUKKY.

[na BCTPOEHHOro AaTyuka yaapa HeLoCTYMHO M3MeHeHue LwabrnoHa, HO Bcerga akTuBHa
KHOMKa HaCTPOWKHK, N0 HAXaTMI0 Ha KOTOPYIO BO3MOXHAa HacTpoKKa AETEKTUPOBaHNS yaapa.

LLlabnoHbl aHanoroBbIX BXOAOB:
1) Oatumk gpima;
2) NAMUR ggepe.

LLIaBbnoHbl AMCKPETHbLIX BXOO0B:

1) Osepb H3 (HOpManbHO 3aMKHYTO);
2) Oeepb HO (HopmManbHO OTKPbITO);
3) IR-gaTymK OBUXKEHWS;

4) [nckpeTHbIV AaTyuk AbiMa;

5) JaTtyuk npoTeyku;

6) RS-HT1;

7) Bxog HO;

8) Bxog HS.

Mpun BbiGope wabnoHa «RS-HT1» ond AMCKPETHOro BXOAa CTAHOBWUTCS aKTMBHOW KHOMKa
HaCTPOWKK, MO HaXaTUI0 Ha KOTOPYHD OTKPLIBAETCH OKHO, B KOTOPOM MOXHO HAacTpOWUTb MOporu
cpabaTtbiBaHUS cMrHanu3auum no Temnepartype u BraKHOCTU.

Ecnu pans  BHeWHero YycTpolcTBa HeT nopxopsuwiero wabnoHa (Hanpumep, 6ok
OONOSNHUTENbHbBIX KOHTaKTOB ANs aBTOMAaTUYEeCKOro BbIKNOYaTeNs, AaTYMK HanM4Ynsa HanpskeHus u
T. O.), He0bX0aAMMO BbIGUPaTb OAMH yHMBepcanbHbix — «Bxog HO» nnn «Bxog H3».
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Rem

Ha Bknagke «YcTponcteBa — BHellHME» HAaCTPOUTb NOLKITIOYEHHbIE K
KoHTponnepy BHeLLHWE YCTPONCTB K nocrnegoBaTenbHbIM noptam RS232 (Tonbko
ana PDU2), RS485, 1-Wire:

e BbINONHWTL NOAKMIOYEHMS BHELLHNX YCTPOWUCTB B COOTBETCTBUM € nn.7.5-7.8;
e [1na nogKmoYeHns HOBOMO YCTPOMCTBA HEOBXOAMMO HaxaTb KHOMKY «+ [Jo6aBuTb».

dasza/KoHTyp Po3eTku BHyTpeHHWe BHewHue

Pykoeodcmeo no akcrniyamayuu PDU 2.4

9.1.7.

Homep ycTpoiictBa  MmA Bkntoyen OTtnpaskatrap E-mail OTto6paxaTb B MOHWTOpe [pynna LWaénoH Mopt

1 Thermocontrol OxpaHa v TepmocTat v RS485-2 v
2 Display MHpopmayuc v HMI SkpaH v RS485-3 v
3 RemLockIndoor WHbopMaLuc v REM zamoK v RS485-3 v
4 RemLockQutDoor WHbopmauuc ~ REM samok v RS4853 -~
5 ThermalSensor1 24 yaca v RS-T1 v 1-Wire v

+ [o6aenTe

[pUMeHUTL

OnucaHune nonen popmbl gaHo B n1.9.1.8.

o [logkniountb NoTpebuTtenen k ynpasnsembiM po3eTkam KoHTponnepa;

¢ [lpn HeobxoaMMOCTM HAaCTpOoUTL NapameTpbl paboTsl no npotokonam RADIUS, TFTP,
SNMP, SMTP, NTP n npoBepuTb paboToCNOCOOHOCTb MOAKIHOYEHHBIX YCTPONCTB,
nepengsa Ha ctpaHuuyy «MoHuTopY;

e 13mMeHnTb Naponb 4OCTyna, yCTaHOBIEHHbIN NO YMOMYaHUIo (3anucaTtb 1 XPaHuTb B

HeJOoCTYNMHOM MecTe);
e CpenaTb gononHuTenbHble HacTponku Yepes WEB-UHTepdenc.

9.1.8. MeHio WEB-WHTepdenca c onucaHmemM OCHOBHbIX MYyHKTOB
Brnapka . OKBUBanNEHT.
OCHOBHOFO Bknapka Hactpowka
MeHIo komaHga CLI
3aronosok n 3aronoBok Beepxy cTpaHuubl oTobpaxatotes IP 1 MAC network
HWXHSASA YacTb
aKpaHa Hw3 cTpannupl Mogenb, Bepcus MO, pesusus, S/N, a Takke: info, version
(Mpw oTKpbITUN
nio6on Bpems paboTbl — BpeEMsi C MOCneaHero 3anycka
CTpaHnLipbl) Tekylee BpeMsi BHyTPEHHUX YacoB time
nepexntovaTens a3bika MHTepdenca: RU/ENG
MoHuTop - CocTosiHMe yCTpOMCTBA: «Ha OXpaHe», «CHATO ¢ | status, Guard
OXpaHbI»
CocTosiHMe aKTVMBHbIX [OaTYUMKOB W BHELUHWUX | Sensors
YCTPOWCTB
[aHHble 06 anekTponuMTaHUM Ha BBOAaXx, KOHTypax, | pdu metered
poseTkax
YcTpowncTea ®a3za/KoHTyp HacTponkn aBapunHbIX rpPaHWUL, BXOLHbIX TOKOB U
HanpsKeHUn
PoseTkn HassaHusa po3eTok nnu ynpaensembix rpynmn, spems | load
nepesanycka
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Rem

ABepen, BbIbOp YCTPOMCTB cUUThIBATENEN, 3aMKOB
OAaTYNKOB OTKPBITUS, KHOMOK BbIXOAAa ANS KaXKOon
asepu

Bknagka
OCHOBHOro Bknagka Hactpowka SKBMBANEHT.
komaHpga CLI
MEHI0
BHyTpeHHne Hactponka COOTBETCTBUSA OVCKPETHbIX n | input
aHanoroBbIX BXOO4OB W MOAKIMIOYEHHbIX K HUM
OaT4yMKOB
BHelHue HacTpoika BHELUHMX YCTPOWCTB, MOAKMIOYEHHBLIX K | device
nocnepoBaTenbHbIM MHTepdencam KoHTponnepa
XKypHan - OtobpaxaeT >xypHan cobbiTviA, € nomowpto | log
PUNbTPOB MOXHO BbIOpaTh COOLITUA OT HYXHOro
WCTOYHMKa U YPOBEHb aBapUMHOCTU
OKcnopT nora — cKavvMBaHWE MOJSHOrO >XypHana
cobbITuiA B BUAE TEKCTOBOrO chamna
Cetb LAN#1 IP-appec KoHTponnepa (npu 3agaHum ip-agpeca | network 1 ip
OyabTe BHMMaTenNbHbI. Yucna, HaumHaowmecs ¢ 0,
OyayT pacno3HaHbl Kak 8-4Has cMcTemMa CHMCNEHUS.
Hanpumep, «013» 6ygeT pacnosHaHo kak «11»)
Macka noaceTm — Macka MoaceTw, B KOTopou | network 1
ucnoneb3yetca KoHTponnep mask
OcHOBHOM WINIO3 — agpec Wr3a Ans Bbixogda B | network 1 gate
NHTepHeT
DHCP - BkntoyeHue/oTKno4eHne nonyyexus | network 1
HacTpoek ceTu no npotokony DHCP dhcp
CeteBon mocT ¢ LAN#2 — BkrntoueHne/oTknioveHne
pexuma ceTeBoro Mocta co BTopbim LAN
UHTEepdercom
LAN#2 (8 PDU2 n PDU4 | AHanoru4Ho
nosiBnsieTcs
MOAKIMIOYEHHOM afjanTepe
RS-LAN21G)
DNS DNS 1 — agpec cepBepa DNS 1 network dns 1
DNS 2 — appec cepsepa DNS 2 network dns 2
KoHTponnep - Mogens PDU info
Bepcusa MO Version sw
AnnapatHas peBusnsa KoHTponnepa Version hw
CepuiiHbI Homep info
Pexum obHoBnennss MO — nepexon Ha copmy | tftp swupdate
o6HoBnenus MO yepes WEB unn TFTP
MMnopT v akcnopT HacTpoek
C6poc HacTpoek — BOCCTaHaBnuMBaeT 3aBoAckyt | config reset
KOHpumrypaumio
Mepe3arpy3uTtb — nepesarpyska KoHTponnepa reboot
MmMnopt HacTtpoek — oTnpaBka B KoHTponnep
harina koHdurypaumm
3KcnopT HacTpoek — nosnyyeHue m3 KoHtponnepa
danna TekyLuen KoHdurypaumm
Y4éTHble - HacTpowka y4yeTHbIX 3anucen user
3anucu
CKy[a Oeepu HacTtponka asepen B CKY[: nobaeneHune/yganexHme | acs door

[pynnbl aBepem

Hactponka rpynn geepeit B CKY[: ob6beanHeHne
OBepen B rpynnbl, 3aKpenieHne cuntbiBaTenen 3a
rpynnow ABepew Anst OTKPbITUS HECKONbKMX ABEpei
O[HUM cuUTbIBaTENEM

acs doorgroup
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Rem

SNMP Bepcum 3

Bknagka
o OKBMBaneHT.
OCHOBHOro Bknagka HacTtpouka
komaHpga CLI
MEHI0
3oHbI focTyna CospgaHue 30H gocTyna 13 ABepew u rpynn ABepen | acs zone
AN nocriedylowero  3akpenneHus  uMxX  3a
nonb3oBaTensmMu
[Nonb3oBaTtenu HacTtpoiika nonb3oBatenern B CKY[l: gobasneHue | acs user
RFID kapTo4ek, ycTaHOBKa napornemn Ans sBoja Ha
HMI gucnnee, BbIGOp 30H AOCTyNa y Nonb3oBaTens
XKypHan OTtobpaxeHue xypHana cobbitun CKY[ acs log
CkpunTbl CkpunTbl 3arpyska ckpunTa ¢ hainnoBon cuctemsl onepartopa | script tftpload
vnun ¢ TFTP-cepBepa
YnpaBneHne ckpuntTamu: BKIOYEH/BbIKIOYEH script on/off
YnpaeneHvwe ckpuntamu: yaaneHue script remove
XKypHan OtobpaxeHue >xypHana cobbiTuii u coobLeHun
CKpUNTOB
MpoTokonsl RADIUS IP-appec — IP-agpec cepsepa RADIUS radius ip
MopT — nopt cepeepa RADIUS radius port
CeKpeTHbIN KNMHY — CEeKpeTHbIN Kknio4y cepsepa | radius secret
RADIUS
SNMP Maponb (community) Ha 4YTeHue — ycTaHoBKa | snmp
SNMP community gns 4teHus community
read
Maponb (community) Ha 3anucb — ycTaHoBka | snmp
SNMP community ansa 3anvcu community
write
Maponb (community) Ha trap/Informational — | snmp trap
yctaHoBka SNMP community ans  oTnpaBku | community
trap/Informational-coo6LueHnii
SNMP v1 — BknwoyeHve MOAAEPXKN npoTokona | snmp vl
SNMP Bepcun 1
SNMP v2c - BKnioveHWe noadepXKu npoTtokona | snmp v2
SNMP Bepcumn 2¢
SNMP v3 - BkntoveHve noagepxkn mnportokona | snmp v3

YpoBeHb 6e30nacHOCTU:

— 6e3 ayteHTUdUKaumm, 6e3 windposaHus
— ayTeHTnduKaums, 6e3 wndposaHns

— ayTeHTudmnKaums, WwmdposaHe

snmp seclevel

Monb3oBatenb, — wMs nonb3oBaTens npu | snmp
ayTeHTudUKaLmm username
AyTeHTudmkauma -— Metog ayTeHTUdUKauuu, | snmp authtype

SHA1 unn MD5

Maponb ay‘reumdsuxauuu — n3MeHeHune naponsa
ayTeHTMCbMKaLWIVI

snmp
authpass

LndpoBaHue — metoa WwWndpoBaHns AaHHbIX, AES
uwnn DES

snmp privtype

Maponb wudpoBaHUa — un3MEHeHMEe naporns
LWndpOoBaHNSA AaHHbIX

snmp privpass

CepBep — Homep cepBepa — nonydarens SNMP
trap-coobLeHni

IP-appec — IP-agpeca cepsepoB — nony4atenewn
SNMP-trap-yBegomneHui

snmp  server
<N>ip

MopT — ceTeBble NOPTLI CEPBEPOB

snmp  server

<N> port
BknoyéH — pa3pelueHne oTnpasBku coobLleHnn Ha | snmp  server
cepsep <N> on/off
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Bknagka
OCHOBHOro Bknagka Hactpowka SKBMBANEHT.
komaHpga CLI
MEHI0
®dopmart trap-coobweHun — Bepcus npoTokona | snmp trap
ans SNMP-trap-ysegomneHui version
NTP IP-appec cepBepa -— |P-agpec NTP-cepsepa | time ntp server
BpEMEHMU
BkntoyéH - BKINtoYeHue/BbIkNoYeHne | time ntp on/off
aBTOMaTMYEeCKON CUHXPOHU3aums BpemMeHn ¢ SNTP-
cepBepoMm
SMTP (Email) SMTP-CepBep — agpec unu uma SMTP-cepBepa | smtp server
SMTP-IMopT — ceTeBOM NOPT cepBepa smtp port
WUma nonb3oBaTtens smtp user
Maponb smtp pass
Apnpec otnpaBuTens
Appec nonyyatens 1 — agpec anekTpoHHOM no4Tthl | smtp email 1
nony4yatens 1
Appec nonyyarens 2 — agpec aMekTpOHHON noYTthbl | smtp email 2
nonyyarens 2
Ucnonb3oBatb SSL - BknouveHne wmdposaHus | smtp ssl on/off
SMTP-coo0bLeHuin
TFTP IP-appec — appec TFTP-cepBepa tftp server
MopT — ceteBon nopTt TFTP-cepBepa tftp port
Syslog BknroyeH - BkMouveHue/BblkntoveHe dyHkumm | syslog N on/off
yAanéHHoro XypHanupoBaHus
IP-appec cepBepa N - IP-agpec cepBepa | syslog N ip
XypHanuposaHua N, rae N=1...4
Mopt cepBepa N — ceteBoii nopt cepBepa | syslog N port
XypHanMpoBaHus
HTTP/HTTPS HTTP — BknioyeHne/BbiktoveHne goctyna k WEB- | http on/off
WHTepdpency no npotokony HTTP
HTTPS — BkntoyeHune/BoikntodeHne goctyna k WEB- | https on/off
UHTepdency no npotokony HTTPs
UmnopT ceptudmkarta — otnpaska B KoHTponnep | tftp certload
avina SSL ceptudmkata n anna npvBaTHOro
Krnoya
mTLS —  BKM4YeHWe/BbIKMIOYEHWEe  B3aumHon | mTLS on/off
ayteHTudukaumm 6Gpaysepa u KonTponnepa npwu
paboTte no npotokony HTTPs
WUmnopt CA ceptudmkata - otnpasBka B | tftp CAcertload
KoHTponnep daiina CA ceptudmkarta
Akcnopt CA cepTudmkata — ckauymBaHue awna
CA ceptudmkaTa, xpaHsierocs Ha KoHTponnepe
Modbus ID — Unit ID/Slave ID KoHnTponnepa B npotokone | modbus
Modbus TCP/Modbus RTU address
Modbus TCP — BkntoveHue/oTknoyeHne npotokona | modbus tcp
Modbus TCP on/off
TCP nopt — ceteBor nopt KoHwTponnepa, no | modbus  tcp
KOTOpOMY [AOCTynHO 0O6leHne no npoTokony | port
Modbus TCP
Modbus RTU — BkntoveHune/oTkntoveHne npotokona | Modbus rtu
Modbus RTU on/off
MocnepoBaTenbHbIN noprt - BblGop | modbus rtu
nocrnepoBaTenbHOro nopta Ans obweHna no | port
npotokony Modbus RTU
Bpemsa - Yac — none gnsa yCTaHOBKM TEKYLLIEro BPEMEHMU time set
[ata — none ans ycTaHOBKM TeKyLLUen aaTbl time set
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Bknagka
o OKBMBaneHT.
OCHOBHOro Bknagka HacTtpouka
komaHpga CLI
MEHIo
Yacosow nosic (no GMT) time zone
Watchdog - Appec — IP-agpec npoBepsiemMoro ycTponcTea pingwdg ip
Mepuoa onpoca — nepvoa NpoBepku JOCTYNHOCTU | pingwdg
yCTpONCTBa interval
Kon-Bo noBTOpOB — 4Mcno 3anpocos 6e3 oTBeTa, | pingwdg retry
nocrie KOTOporo NPoucXoauT nepesarpyska rpynnbl
po3eToK
BkntoyeH - BkloYeHVe/BbIKNIOYEeHMe nposepku | pingwdg on/off
OOCTYMHOCTU YCTPOWNCTBA
CurHanusaums - 3apgepXka NOCTaHOBKU/CHATMA — 3agepxkka | Guard delay
(Tonbko ans aHanusa COCTOSIHMA BXOAHbIX OaT4yMKOB nNpwu
PDU2) NMOCTaHOBKE W CHATUM C OXpaHbl. 3agaéTtcsa B
cekyHaax
MpoaomKkuTenbLHOCTb cpabaTbiBaHusa | Guard length
CUrHanbHoro pene. 3agaéTtcst B MUHyTax
UHTepdencel MopT 1 Tun — Tvn nopta: RS232 unn RS485. Tonbko Ans
MopT 2 YTeHus
Mopt 3 CkopocTb — HacTpoika ckopocTu notoka ot 2400 | Interface N
MopT 4 ao 115200 bps baud
(ans  kexgon  BKNagku | YétHocTb — no parity/odd/even Interface N
OOCTYMHbl  OAWHAKOBbIE parity
nons, noptel 3, 4 | CTOn-6UTbI — KONMYECTBO CTOMOBLIX BUTOB Interface N
AocTynHel Tonbko B PDU stopbit
2) OnuHa AaHHbIX — ONMHa CNoBa AaHHbIX Interface N
datalen
Mpo3payHbIi NOpPT — BKMOYeHWe yaaneHHoro | Interface N
nocrieqoBaTenbHOro nopra transparent
TanmayT onpoca npo3payHoro noprta — Bpewms | interface N
OXnaaHua oTeeTa transparent
timeout
MopT — Homep ceTeBOro noprta, 4epe3 koTophii | Interface N
OyayT TpaHCNMPOBaTLCH AaHHbIE port
WHdo - Uma KoHTponnepa -  yHukanoHoe wumsa | info name
KoHTponnepa (Hanpumep, Base station 04)
Mecto yctaHOBKM — agpec  ycrtaHoBku | info location
KoHTponnepa
Bnapeneu — Ha3BaHue opraHusaumm — Briagensua | info contact
KoHTponnepa
OTBeTCTBEHHOE NUUO — WUMS Wunu KoHTakThl | info
OTBETCTBEHHOro nuua responsible
MoHTaxkHuk — OO nuua, nposoamBwero | info installer
ycTaHoBKy KoHTponnepa

9.2. Hactpowuka 4yepe3 uHtepcenc komaHaHon ctpoku CLI (ansa
3KCNepToB MU aBTOMaTU4YE€CKOro ynpaBrieHus)

Hoctyn k nHTepcpericy CLI MOXHO mony4nTb yganéHHo no npotokony SSH. [nsa nepsoro

BKINOYEHNs Heobxoanmo:

e T[logkntounTtb KoHTponnep cornacHo n. 9.1.1;

o Otkpbltb Ha [IK

nporpaMmmy amMmyndauun  TepMuHana

https://lwww.chiark.greenend.org.uk/~sgtatham/putty/latest.html);
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e YcraHoBUTb SSH-coeauHeHne ¢ KoHTpomnnepom, NOAKMOYUBLLUCH

Rem

K IP-agpecy

192.168.0.254 (agpec no ymon4yaHuto), nopt 22;

e Baectn nms nonb3osatensa: admin v napone: 12345 (no ymonyaHuio).

MepeyeHb OCHOBHbIX KOMaHA NpeacTaBneH B Tabnuvue Huxe.

OnucaHue
Komanpa MapameTpbl OnucaHue napameTpoB
KOMaHAbl
acs Hactponka CKY[J OnucaHne koMaHg MOXHO HaWTU B COOTBETCTBYHOLLIEM
[OKYMEHTe, pa3MeLLLEeHHOro Ha CTpaHuue, ykasaHHOW B
n.1. Takke MOXHO BoCnorb3oBaTbCcs kKomaHaon help acs
alarm YnpaeneHue Bes napameTpos BbiBoA TekyLero ctaTyca curHanmsauum
aBapusMm
clear C6poc curHanusaumm (KBUTUPOBaHKE)
config YnpaeneHue apply MpumeHeHne HacTpoek ceTn, snmp, syslog u ntp
KOHpurypaumen confirm MonTBepXaeHne CoXpaHeHUs N3MEHEHHbIX HACTPOEK
KoHTponnepa reset Cbpoc BCcex HAaCTpOeK B 3HAYEHUSI MO YMOM4YaHuio, Kpome
CeTeBbIX HACTPOEK
cpdu Hactponka CPDU, | Bes napameTpoB OtobpaxeHune HacTpoek Bcex CPDU
BbIBOA <N> OTobpaxkeHue HacTpoek ogHoro CPDU
pesynbTaToB _
MOHUTOPUHTA M0 <N> load BbiBog cocTosiHM Bcex poseTok y CPDU
nUTaHMIo, <N> load <M> BkntoueHne/oTknoyeHne posetkn <M>y CPDU <N>
ynpasneHnue <on/off>
Harpyakamu <N> load <M> reboot | lMNepesarpyska poseTkn <M>y CPDU <N>
<N> load <M> time YcTaHoBKa BPEMEHM OTKIIOYEHUS NPUY Nepes3arpyske
<time> poseTkn <M>y CPDU <N>, B cekyHOax
<N> load <M> name YcTaHoBKka nmeHun poseTtkn <M>y CPDU <N>
<name>
<N> load <M> wdg BkrtoveHne/oTknoYeHne nepesarpysku posetkm <M>y
<on/off> CPDU <N> ot Ping Watchdog
<N> metered HanpsikeHue, noTpebnsieMble TOK U MOLLHOCTY MO BCEM
daszam nutaHns y CPDU
<N> bank HanpsikeHue, noTpebnsieMble TOK U MOLLHOCTY MO BCEM
KoHTypam nuTtanus y CPDU
<N> bank <bank> HanpsikeHue, notpebnsemble TOK U MOLLHOCTb ASiS
0[HOro KoHTypa nutaHua y CPDU
<N> bank <bank> CocTtogaHue koHTypa normal/Almin/Almaj y CPDU
status
<N> bank <bank> HanpsikeHne/Tok/MOLLHOCTb NS OAHOMO KOHTYpa
<vlilp> nutanna y CPDU
<N> swupdate <file O6HoBuTL O CPDU <N> arinom <file name> ¢ TFTP-
name> cepeepa
add [No6aeneHue HoBoro CPDU
reset C6poc Bcex CPDU
<N> name <name> YcTtaHoBka nmexn CPDU
device HacTponkun 6e3 napameTpoB BbiBOA cnncka BHELLHWX YCTPOWCTB
BHELLHNX
YCTPOIICTB add [obaBneHne HOBOro ycTponcTBa. YCTPONCTBO
pobaBnseTcst B HEaKTUBHOM COCTOSHUM C LLaBroHOM
UNSPECIFIED
<N> BbiBOA BCex HAcCTpoeK yCTponCcTBa

<N> settings

BbiBOA HacTpoek yCcTponcTBa, cneumduyHbIX ans
wabnoHa

<N> remove

YpaneHue ycTponicTea

<N> name <name>

YcTaHoBKa MMeHM yCTponCcTBa
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OnucaHue

KomaHga
KOMaHAbl

MapameTpbl

OnucaHue napameTpoB

<N> <on/off>

BkntoueHve/BbIknOYEHNE onpoca yCcTponcTBa

<N> snmp <on/off>

BkntoveHue/BbikntoveHve otnpaskn SNMP trap no
cobbITUSAM ycTponcTea

<N> email <on/off>

BkntoueHne/BbIkNOYEHNE OTNpaBkM coobLeHns Ha Email
no cobbITUsIM YyCTPONCTBA

<N> monitor <on/off>

BkntoueHune/BbikntoveHne otobpaxeHus ycTponcTea B
MOHUWTOpE onepaTopa

<N> group <group>

YcTtaHoBKa rpynnsl A4S yCTponcTBa
{24h/Guard/info/Entrance}

<N> template
<template>

YcTaHoBka LWwabnoHa Ans ycTponcTea
{conditioner/thermometer/thermostat/remlock/remflood/h
mi/ats}

<N> port <port>

YcTaHoBka nopta yctpovictea {485-1/485-2/485-3/232/1-
W}

<N> swupdate <file
name>

O6HoBwuTb MO TepmocTtaTa unu HMI-grucnnes dannom
<file name> ¢ TFTP-cepBepa

<N> settings id <id>

YcraHoBka modbus agpeca (uucrno ot 1 go 254), nubo ID
ans 1W (8 dpopmate AABBCCDDEEFF)

<N> settings model
<model>

YcTaHoBka mogenu koHguumoHepa. 0 — REM, 1 — REM-
5U

<N> settings stop
<temp>

YcTaHoBKa TeMnepaTypbl OTKIOYEHUS OXIaXOEHNSA AN
koHauumoHepa (15...50)

<N> settings hyst
<hyst>

YcTaHoBKa rucrepesunca oxnaskaeHns KoHaAMLMoHepa
(1...10)

<N> settings heatstop
<t>

YcTtaHoBKa TemnepaTypbl BKIIOYEHUS] HAarpeBa
KoHauumoHepa (—15...15)

<N> settings heathyst
<hyst>

YcTaHoBKa ructepesunca Harpesa koHauumoHepa (1...10)

<N> settings fanstop
<t>

YcTtaHoBKa TemnepaTypbl OTKIIIOYEHUS] BHYTPEHHETO
BeHTUNATOpa KoHauumoHepa (-20...50)

<N> settings temp
max <t>

TeMHepaTypa BKIMKOYEHNA BEHTUNATOPA Y TepMoCcTaTa (-
40..60)

<N> settings temp
min <t>

TeMHepaTypa BKMKOYEHUA Harpeeartena y TepMmocrtata (-
40..60)

<N> settings humidity
max <h>

Mopor BkntoyeHns ocyLienns y TepmoctaTta (10..90)

<N> settings humidity
hyst <h>

'cTepesnc oTknoveHns ocylleHuns y Tepmoctara (1..80)

<N> settings sensors
ext <sens>

YcTaHoBKa AaTymKa HapyXHOM Temneparypbl
TepmoctaTa <T1/T2/none>

<N> settings sensors
<sens> <on/off>

BkntoveHne/oTknoveHne gatumnka <T1/T2/TH/INT> y
TepmocTtaTa

<N> settings>
Sensors <sens> prio
<prio>

YcTtaHoBka npuoputeTa gatumka <T1/T2/TH/INT> y
TepmocTaTta: 1.4

<N> settings relaysw
<time>

YcTaHoBKa MUHMMarbHOrO BPEMEHU NEPEKIoYeHne
pene y TepmocTtaTa B cekyHaax (0..600)

<N> settings otp
<on/off>

BKrioYeHNEe/OTKIIYEHME 3aLLWThl OT neperpesa y
TepmocrarTa

<N> settings otp level
<temp>

YcTaHoBKa nopora 3awuThsl OT neperpesa y TepMocTarta
(0..60)

<N> settings otp hyst
<hyst>

YcTaHoBKa ructepesunca 3almTbl OT neperpesa y
TepmocTtaTa (0..60)
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KomaHga

OnucaHue
KOMaHAbI

MapameTpbl

OnucaHue napameTpoB

<N> settings coldstart
<on/off>

BkntoueHne/oTkMoYeHE X0NogHOro CTapT y TepMocTaTa

<N> settings coldstart
level <temp>

YcTaHoBKa nopora 3anycka npv XornogHoM ctapTe y
TepmocTaTa (-40...60)

<N> settings fan hyst
<hyst>

YcTaHoBKa nopora OTKIIYEHNS BEHTUNATOpa y
TepmocTaTa <1..10>

<N> settings heat hyst
<hyst>

YcTaHoBKa nopora OTKMYeHWs HarpesaTens y
TepmocTaTa <1..10>

<N> settings wrnl <t>

YcTaHoBKa HUXKHEro nopora npeaynpexaeHus no
TemnepaTtype y BHELUHEero fatyvka temnepaTypbl

<N> settings wrnp <t>

YcTaHoBKa BEPXHEro nopora npeaynpexaeHnsi no
TemMnepartype y BHeLWHero gatynka temnepartypbl

<N> settings alml <t>

YcTtaHoBKa HUXKHEro nopora TpeBoru Nno Temneparype y
BHELLHero fatyvka TemnepaTypbl

<N> settings almh <t>

YcTaHoBKa BEPXHEFO Mopora TPEBOM Mo TemrepaType y
BHELLHEro AaTynka TemnepaTtypbl

<N> settings timeout
<t>

YcTaHoBKa BpemeHu pasbnokmpoBkun REM-3amka

<N> settings mem

OTtobpaxeHune RFID kapToyek, 3anmcaHHbix B REM-
3aMoK

<N> settings mem
add <name> <id>

3anuck RFID kapToyku ¢ HOMepoMm <id> 1 nMeHeM
<name> B REM-3amok

<N> settings mem
remove <id>

Ypanenne RFID kapTodkm ¢ Homepom <id> n3 REM-
3amka

<N> settings mem
clear

YpaneHue Bcex RFID kapTtoyek nus REM-3amka

<N> open Pas6nokmposka REM-3amka
<N> settings OTKNOYEHWEe curHanusaumm NeHTOYHOro gaTtymka
buzzeroff NPOTEYKN

<N> settings
alarmdelay <time>

YcTaHoBKa BpeMeHW cpabaTbiBaHUsl CMrHanm3aumm
NEHTOYHOTO AaTymka npoTeykm B cekyHaax (0..65535)

<N> settings baud
<baud>

YcTaHoBKa CKOPOCTH OBLLEHNS MEHTOYHOrO JaTyunka
npoTeukn <2400/4800/9600>

<N> settings priority
<line>

YcTtaHoBka npuopuTteTHou nuHum ABP <a/b/auto>

<N> settings vmin
<line> <v>

YcTaHoBKa MUHMMAIbHOTO HanpsXKeHus Ha nuHum <a/b>
ABP

<N> settings vmax
<line> <v>

YcTaHoBKa MakCMMarbHOMO HamnpspkeHns Ha nuHum <a/b>
ABP

<N> settings ups
<on/off>

BkritoveHve/oTknoYeHne pexviMa paboTbl C MMMYNbCHBIM
6rokoM nNuUTaHus Ha NuHKUK y ABP

<N> settings
togglePriorOnDisp
<on/off>

BkrtoveHve/oTkNoYeHne paspeLLeHns nepeknoyaTb
npuopuTeT NUHUK Ha gucnnee y ABP

<N> settings imax <i>

YcTaHoBKa Kputuyeckoro Toka 'y ABP

<N> settings iwarn <i>

YcTaHoBKa Toka npegynpexaeHusa y ABP

<N> settings hyst <h>

YcTaHoBKa ructepesnca no Toky u HanpsbkeHuio y ABP
(1...3)

<N> settings
priorDelay <t>

YcTaHoBKa BpeMeHW BO3BpaTa Ha NpUOpUTETHEIN BBOA Y
ABP, B MuHyTax

<N> settings
sensitivity <sens>

YcTaHoBKa 4yBCTBUTENBHOCTY K kKavecTBy ceTu y ABP
<low/medium/high>
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Rem

ynpasneHve
LuMdpPOBLIMU 1
aHanorosbIMU
BXO4amMm

OnucaHue
KomaHnpa MapameTpbl OnucaHue napameTpoB
KOMaHAbl
display YnpaeneHue Bes napameTpos BbIBOAMT COCTOSAHNE AUCNNES — BKIIOYEH UMW BbIKIOYEH
HacTpomnkamu _
BCTPOGHHOTO <0n/9ff> BknounTh/BbIKNIOUNTL gUcnnen
[vcnnes (Tonbko rotation <on/off> I'IapoameTp BKITHOYaET/BbIKITHOYaET NOBOPOT 3KpaHa Ha
ans PDU 3) 180
timeout <timeout> YcTaHoBKa BpeMeHM BKITIOYEHUS screensaver (B
MUHyTaXx)
brightness <value> YcTaHoBKa 3Ha4YeHne ApKoCTy AUCnnes Npyv HopMaribHOW
paboTe B ycrnoBHbIX eauHuLax (ot 40 go 255)
default BoccTaHoBneHne HacTpoek gucnnes no yMmonyaHuo
dout YnpaeneHue Bes napameTpos BbiBOA COCTOSIHMA BCEX BLIXOAOB
LcpoBbIMY <N> BbIBOZ COCTOSIHMSA OAHOrO BbIXOAA
BbIXO4aMM
<N> <on/off> MameHeHne cocTosiHMSA BbIxoaa
guard YnpasneHue Bes3 napameTtpos BbIiBOA TEKYLLErO COCTOSAHNST OXPaHbl
OXPaHOM (TOMLKO "2 /o> BkilioueHMe/BLIKIIOYEHIE OXPaHb!
Ans PDU 2) delay <delay> YcTaHoBKa 3a4ep>KKv MOCTAHOBKU/CHATUS OXpaHbl
length <length> YcTaHoBKa NPoaoKUTENBHOCTY cpabaTbiBaHUS CUPEHDI
help OTobpaxeHune Bes3 napameTpoB OTobparkeHne onvcaHus Anst Bcex KoMaHz,
ONnncaHns KOMaHa | <yums KoMaHabl> OTobpaxeHne onvcaHnsa Ans ogHON KOMaHAab!
http HacTtpornka Bes3 napameTtpos OTobpaxeHune HacTpoek
npotokona HTTP <on/off> BkritoveHue/BbikntoveHve goctyna k KoHtponnepy no
npotokony HTTP
https Hactporika Bes napameTpos OTobpaxeHne HacTpoek
npotokona HTTPs
<on/off> BkntoveHue/oTknoveHne goctyna KoHtponnepy no
npotokony HTTPs
info YcTaHoBka u bes napameTpoB BbiBog nHpopmauumn o KoHtponnepe
yTeHue
MHOPMALIY O namg <name>. YctaHoBka nmeHun KoHtponnepa, Ao 20 cumBOnoB
KoHTponnepe location <location> YcTaHoBKka MecTa gucnokaumm Kontponnepa, go 110
CYMMBOIIOB
contact <contact> YcrtaHoBka Bnagensua, 4o 50 cumeonos
responsible YcTaHoBKa 0TBETCTBEHHOro nuua, Ao 50 cumBosioB
<responsible>
installer <installer> YcTaHoBKa MOHTaXxHuKa, Ao 50 cumBonos
input HacTponka n Bes napameTpos BbiBOA HacTpoek BCex BXOA0B

<TYPE> BbiBOA cOCTOSIHMA 1 HAcTpoek Bcex Bxogos Tuna TYPE
{ain/din/ob}
<TYPE> <N> BeiBog HacTpoek Bxoaa tuna TYPE {ain/din/ob}

<TYPE> <N> name
<name>

YcTaHoBka umenun Bxona, Ao 20 cumBonos

<TYPE> <N> enable

<on/off>

BkritoueHne/BbIKMIOYEHME ONpoca BXoAa

<TYPE> <N> snmp
<on/off>

BkntoyeHune/BbikntoueHne otnpasku SNMP trap no
cpabaTbiBaHMIO BXoAa

<TYPE> <N> email
<on/off>

BkrtoveHve/BbIkTIoYeHe OTnpaBku coobLueHrs Ha Email
no cpabaTbiBaHWiO BXOAa

<TYPE> <N> monitor

<on/off>

BkrtoveHve/BbikntoveHe oTobpaxeHus Bxoaa B
MOHWUTOpE onepaTopa

<TYPE> <N> group
<group>

YcTtaHoBka rpynnbl Ans Bxoaa (24h/Guard/info/Entrance)

<TYPE> <N> settings

OTobpakeHne HacTpoek WwabnoHa BeIbpaHHOro BxoAa
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Rem

yrnpasneHue
rnocrnenoBaTeribHbI
MU

nHTEepderncamm

OnucaHue
KomaHnpa MapameTpbl OnucaHue napaMmeTpoB
KOMaHAbl
din <N> template YcTtaHoBKa wabnoHa Ans undpoBoro Bxoaa.
<template> MoppepxvBaemble LWAONOHBI:
doornc — oBepb HOpMarbHO 3aKpbiTas
doorno — aBepb HOPMarbHO OTKpbITas
irmov — MHppakpacHbIA AaTYMK OBUKEHUS
fire — gUCKpeTHbIN gaTyuK AbimMa
count — UMNYNbCHLIN CHETHUUK
floodno — paT4uk 3aTonneHns ¢ HopmanbHO
Pa30MKHYTbIM KOHTaKTOM
floodnc — gaTymk 3aTonneHnsa ¢ HopMarnbHO 3aMKHYTbIM
KOHTaKTOM
rshtl — gaTumk Temnepatypbl 1 BnaxHoctn RS-HT1
inputno — yHMBepcarnbHbI BXOA, C HOpMarnbHO
Pa30MKHYTbIM KOHTAKTOM
inputnc — yHMBepcanbHbI BXOA C HOPMarbHO
3aMKHYTbIM KOHTaKTOM
din <N> settings temp | YcTaHoBka nopora aBapuiiHO BbICOKOWM TemnepaTtypbl B
wrnh <temp> rpagycax
din <N> settings temp | YcTaHoBKa nopora BbICOKOW TemnepaTypbl B rpagycax
almh <temp>
din <N> settings temp | YcTaHoBka nopora aBapuiiHO H1U3KOW TeMnepaTyphbl B
wnrl <temp> rpagycax
din <N> settings temp | YcTaHOBKa nopora HU3Kov TemnepaTypbl B rpagycax
alml <temp>
din <N> settings temp | YcTaHoBKa ructepesunca TemnepaTypbl B rpagycax
hyst <humid>
din <N> settings YcTaHoBKa nopora aBapunHO BbICOKOW BIAXXHOCTU B
humid wrnh <humid> npoueHTax
din <N> settings YcTaHoBKa nopora BbICOKOW BRaXXHOCTU B NpoLeHTax
humid almh <humid>
din <N> settings YcTaHoBKa nopora aBapuiiHO HN3KOW BMaXXHOCTU B
humid wrnl <humid> npoueHTax
din <N> settings YcTaHoBKa MOpora HU3KOM BMaXXHOCTU B NMpOLIeHTax
humid alml <humid>
din <N> settings YcTaHoBKa rmctepesnca BnaxKHOCTU B NPOLLEHTax
humid hyst <humid>
ain <N> template YcTaHoBKa WwabnoHa Ansi aHanoroBoro BXxoaa.
<template> MopnepxvBaemMble LWAGMOHbI:
fire — paTunk gpima
namur — JaT4nk aBepu
flood — paTtymk 3aTonneHus
interface HacTponka n bes napameTtpoB nHopMauust 06 yCTaHOBMNEHHBLIX UHTEPdECax

<N> baud <BAUD>

YcTaHoBKa CKOPOCTU 00LeHust

<N> — Homep nHtepderca KoHtponnepa. OT 0 oo makc.
3HayYeHus, onpeaenEéHHOro Moaenbio

<BAUD> — cKOPOCTb 0BMEHa, MOXET UMETb 3HAYEHUS:
9600/19200/38400/57600/115200

<N> parity
<no/odd/even>

YcTaHoBKa KOHTPOIIS YETHOCTU

<N> stopbit <1/2>

YcTaHoBKa KONM4ecTBa CTOMOBLIX GUTOB

<N> datalen <8/9>

YcTaHoBKa konnyectsa 6UTOB AaHHbIX
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Rem

KOHTYypaM NUTaHua

OnucaHue
KomaHnpa MapameTpbl OnucaHue napaMmeTpoB
KOMaHAbI
<N> transparent BkntoueHre npo3payvyHoro pexuma ns nokansHom cetu
<on/off>
<N> port <1...65535> | YcTaHOBKa HOMepa CeTeBOro nopta Angd npo3padHoro
pexuma
load YnpaBneHue bes napameTtpoB BblBOA COCTOSIHUI BCEX PO3ETOK
po3eTkamu <N> BbIBOO COCTOSAHMSA OOHOM PO3ETKM
<N> <on/off> BkntoyeHme/BbIKITIOYEHNE PO3ETKU
<N> reboot Mepesarpyska po3eTku
<N> time <time> YcTaHoBKa BpeMeHW OTKIIOYEHUST PO3ETKN Mpun
nepesarpyske, B CEKyHAax
<N> name <name> YcTaHoBKa MEHUN PO3eTKU, UMSI MOXET CoaepxaTb
TONbKO NaTuHckme BykBbl
<N> wdg <on/off> BkritoueHuve/BbIktoYeHE po3eTkM pene oT Ping
Watchdog
log BeiBog, akcnopT n | bes napameTpos BeiBog nora
cbpoc nora tail <N> BbiBoa nocnegHux <N> cooOLueHuin nora
full BbiBoA nora, BKMo4Yas CUCTEMHbIE COODLLEHNS
full tail <N> BbiBog nocnegHmx <N> coobLeHun nora, Bkrto4as
CUCTEMHbIE COObLLEHNSA
clear C6poc nora
export tftp <filename> | Barpyska nora Ha TFTP-cepsep
export storage <idx> 3arpyska fnora Ha BHELUHWUIA Hakonutenb <idx>
<filename>
mTLS HacTponka bes napameTpoB OTobpaeHne HacTpoek
npotokona mTLS | <on/off> BkritoueHme/oTKMoYeHe B3aMMHOM ayTeHTUdMKaLmm
Opaysepa n KoHTtponnepa no npotokony HTTPs
network HacTponku ceTu. Bes napameTpos BbiBoa MHOpMaLum 0 TeKyLLMX CETEBbLIX HACTPOMKax
MapameTp <LAN>
(1/2) onumoHaneH. [ jp <LAN> <ip> YcTaHoBka IP-afpeca ycTpoiicTaa
Ecrm LAN He § mask <LAN> <ip> YcTaHOBKa Macku NoOACceTU
ykasaH, HacTponku gate <LAN> <ip> YcTaHoBKa Lm3a No yMonyaHuo
;Zg:j:ii?;ﬁ:: dhcp <LAN> <on/off> | BkntoyeHue/BbiknoyeHne DHCP-knueHTa
HTepderica dns <N> <ip> YcraHoBka DNS-cepeepa
ipv6 <LAN> <on/off> BkntoveHne/oTknoyeHune IPv6
ipv6 <LAN> addr <ip> | YcraHoBka IPv6 agpeca
ipv6 <LAN> mask YcTaHoBKa macku noacetn IPve
<mask>
ipv6 <LAN> gate <ip> | YcTaHoBka wnto3a IPv6
pdu BeiBog metered HanpsikeHue, notpebnsemble TOK U MOLLHOCTY MO BCEM
pesynbTaToB hasam nuTaHus
MOHMTOpPUHra Ha metered phase HanpsixeHue, noTpebnsieMble TOK U MOLLHOCTb A1l BCEX
BBOZE U MO <phase> a3 (6e3 napameTpoB) Unn Ans o4HON asbl MUTaHNS

(0, A/B/C)

metered phase
<phase> <vl/ilp>

HanpsixeHne/Tok/MOLLHOCTb Anst O4HON hasbl NUTaHUSA

bank

Hanpﬂx(eHme, n0Tpe6n;|eMb|e TOK 1 MOLLIHOCTU MO BCEM
KOHTYypaM NnUTaHuga

bank <bank>

HanmeeHVle, n0Tp96n9|eMb|e TOK 1 MOLLHOCTb A5A
OAHOro KOHTYypa nNuTaHna

bank <bank> status

CocTtosaHue koHTypa normal/Almin/Almaj

bank <bank> <v/i/p>

HanpsikeHne/Tok/MOLLHOCTb Anst OOHOMO KOHTYpa
nuTaHus
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Rem

nsnmp v3

OnucaHue
KomaHnpa MapameTpbl OnucaHue napaMmeTpoB
KOMaHAbl
pingwdg HacTtponku Ping Bes3 napameTtpos OtobpaxeHune HacTpoek Ping Watchdog
Watchdog
<on/off> BkntoveHune/BbiknoveHre Ping Watchdog
ip <A.B.C.D> YcraHoBka agpeca cepsepa ans Watchdog, A.B.C.D
o6o3HavaeT hopmar IP-agpeca cepsepa
retry <retry> YcTaHoBKa KonmyecTBa 3anpocoB 6e3 oTBeTa, nocne
KOTOPOro NpoucxoauT nepesarpyska o6opynoBaHus
interval <interval> YcTaHoBKa nepuoaa npoBepky 4OCTYNHOCTU cepBepa
radius HacTponku Bes napameTpos BeiBog HacTtpoek RADIUS
RADIUS
ip <A.B.C.D> YcraHoBka |IP-agpeca RADIUS-cepsepa, A.B.C.D
o6o3HavaeT hopmar IP-agpeca cepsepa
port <port> YcTtaHoBka nopTta cepsepa RADIUS: <1...65535>
secret <secret> YcTaHoBKa CEKPETHOrO KIoya Anis AoCTyna K cepsepy,
MakcumarnbHasi AnnHa 63 cumeona
reboot Mepesarpyska Bes3 napameTtpos
KoHTponnepa
sensors OTobpaxeHue Bes3 napameTtpos BbIBOA COCTOSAHMSA OATYMKOB
COCTOSIHUSA
[aT4mKoB
smtp Hactponka SMTP | Bes napameTpoB OtobpaxeHue HacTpoek SMTP
server YcTtaHoBka nmeHun unm IP SMTP-cepeepa, A.B.C.D
<hostname/A.B.C.D> | ob6o3Ha4yaeT chopmaT IP-agpeca cepeepa
port <port> YcTtaHoBka nopta SMTP-cepsepa: <1...65535>
user <user> YcTaHoBKa MMeHW nornb3oBaTens
pass <password> YcTaHoBka napons
ssl <on/off> YnpasneHue onuuin SSL
email <N> <email> YcTaHoBKa agpeca 3neKTPOHHOM NoYThl nony4vaTens
coobuleHnn. N: <1..2>
snmp HacTponku snmp Bes napameTpos BbiBog nHdopmauum o tekywmx SNMP-HacTpornkax

trap version <1/2/3>

YcraHoBka Bepcun SNMP ang trap/Informational-
Ccoo0LLIEeHNI

trap community
<password>

YcTaHoBKka napons ans trap

trap server <N>
<on/off>

BkrtoyeHve/BbIKIOYEHe OTNpaBku trap

trap server <N> ip
<ip>

YcrtaHoBka IP-agpeca nonyyartens trap

trap server <N> port

<port>

YcraHoBka nopTa nonydarens trap

v<1/2/3> <on/off>

BkntoueHune/sbiknioveHne SNMP {Bepcuin 1, 2 unmn 3 —
Heobsi3aTenbHbIN NapamMeTp}

community read
<password>

YcTaHoBKa napons Ha YTeHune

community write
<password>

YcTaHoBKa napong Ha 3anucb

seclevel <LEVEL>

YcTaHoBKa ypoBHs 6e3onacHoctn SNMP v3:

noauthnopriv — 6e3 ayteHTUdnKauum, 6e3 LmdpoBaHus
OaHHbIX

authnopriv — ayTeHTUdukauus, 6e3 wudposaHus
[aHHbIX

authpriv — ayTeHTMdMKaLMA, WnpoBaHMe AaHHbIX
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Rem

onepaumm c TFTP

OnucaHue
KomaHnpa MapameTpbl OnucaHue napaMmeTpoB
KOMaHAbl
username YcTaHoBKa MMeHU nonb3oBaTensi Npy ayTeHTudukaumm,
<username> 1o 32 cnmBonoB
authtype <shal/md5> | MeTtoa ayTteHTudMKaumMm
authpass <pass> [Maponb ayTeHTudmrKauum
privtype <aes/des> MeToga wndpoBaHns AaHHbIX
privpass <pass> Maponb wndposaHus gaHHbIX, A0 20 cumBonoB
apply MpumeHeHne HacTpoek u nepesanyck SNMP 6e3
nepesarpysku cucTembl
syslog HacTtponku syslog | Bes napametpoB BbiBO4 HACTpOEK BCEX CepBEPOB NOrMpPOBaHNSA
<N> BeiBog HacTpoek cepepa norvposanusa N: <1...4>
<N> <on/off> BkrtoveHne/BbIKITIOYEHME NIOTIMPOBaHNUS Ha cepBep
<N>ip <A.B.C.D> YcraHoBka IP-agpeca cepsepa normposanus, A.B.C.D
o6o3HavaeT hopmar IP-agpeca cepsepa
<N> port <port> YcTaHoBKa nopTa cepBepa NorMpoBaHus. port:
<1...65535>
apply MpumeHeHne HacTpoek n nepesanyck syslog 6e3
nepesarpysku CUCTEMBI
status YnpaeneHue Bes napameTpos BbiBog cTaTyca, cocTosHMe AaTynka yaapa, nokasaHum
COCTOSIHVEM Temneparypbl, BnaxHocTn KoHTponnepa
KoHTponnepa clear Cbpoc ctatyca KoHTponnepa
script YnpaBneHune Bes napameTpos BbIBOAWT CMMCOK 3arpy>KeHHbIX CKPUNTOB
CKkpuntamu load tftp <file> 3arpyska ckpunTa ¢ TFTP-cepepa
load storage <idx> 3arpyska ckpunTa ¢ BHELUHEro Hakonutens <idx>
<file>
log export tftp <file> OkcnopT XKypHana ckpuntoB Ha TFTP-cepsep
log export storage OKCNopT XKypHana CKpUNTOB Ha BHELLUHUIA HAKOMUTENb
<idx> <file> <idx>
log tail <n> BbiBOA nocnefHnx n cOOOLLEHNI XXypHana CKpUnToB
clear OuncTka xxypHana CKpunToB
<file> remove Ypanenue ckpunta
<file> <on/off> BkntoyeHme/oTkMo4YeHe ckpunTa
<file> comment [obaBneHne KOMMEHTapus K CKpUnTy
<comment>
storage YnpaeneHne Bes napameTpos BbiBOA cnncka Bcex NOAKMHYEHHbBIX BHELLHNX
BHELUHVMU HakonuTenewn
HakonuTenamm port <port> BbiBOA cnncka Bcex Hakonutenem, NOAKMIOYEHHbIX K
nopry. <port>:
- usbc — Pasvem USB Type C unun USB-hub,
MOAKIMIOYEHHOIO K HEMY
- usbal — Paszbem USB-2 (Tonbko ana PDU3)
- usba2 — Paszbem USB-3 (Tonbko ana PDU3)
- sd — Pasbem SD (Tonbko ansg PDU 3)
volume <idx> BbiBoA faHHbIX 06 06beMe HaKonNUTEnNs — 3aHATOro U
cBobogHoro mecta
tftp HacTponka n bes napameTtpoB OtobpaxeHue HacTpoek TFTP

server
<hostname/A.B.C.D>

YctaHoBka agpeca TFTP-cepsepa, A.B.C.D o603HauaeT
dopmar IP-agpeca cepsepa

port <port>

YctaHoBka nopta TFTP-cepBepa. port: <1...65535>

swupdate <file>

3anyck obHoBneHus MO
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KomaHnpa Onucanve MapameTpbl OnucaHue napaMmeTpoB
KOMaHAbl
btupdate <file> 3anyck o6HOBrEHWs 3arpy3ynka
confimp <file> MmnopT koHdurypauum ¢ cepsepa TFTP
confexp <file> OKcnopT koHdurypauum Ha cepsep TFTP
certload <cert file> MmnopT dharina SSL ceptudmkaTa n darina npuBaTHOro
<key file> <pass> kntova c cepsepa TFTP. AprymeHT pass onuuMoHaneH m
BBOOMTCS B Criyyae, ecnv dhann npmMBaTHOro Kniova
XpaHnTCA B 3alUMdPOBaHHOM BuAae
CAcertload <file> MmnopT danina CA ceptudmkata c cepsepa TFTP
time HacTponku bes napameTpoB OtobGparxaeT TekyLee Bpems KoHTponnepa
Bpemen u SNTP set <yyyy/mm/dd YcTaHaBnmBaeT Tekylee Bpems KoHTponnepa
hh:mm:ss>
ntp OtobpaxeHne HacTpoek NTP
ntp <on/off> BkritoveHre/BbIKIIOYEHNE CUHXPOHN3ALUN BPEMEHN C
NTP-cepsepom
ntp server YcraHoBka agpeca cepsepa NTP, A.B.C.D o6o3HavaeT
<hostname/A.B.C.D> | cdopmart IP-agpeca cepsepa
ntp apply MpumeHeHne HacTpoek n nepesanyck NTP 6e3
nepesarpysku CUCTEMBI
zone <Z> YcTaHoBKa 4acoBOro nosica
user YnpaBneHune <name> password VHTepakTuBHas ycTaHoBKa napons nonb3oBaTens
Yy4YETHbIMM <name> rename CmeHa vMmeHu nonb3oBaTtensi
3anucamm <new name>
list OTobpaxeHne HacTpoeK BCeX y4ETHbIX 3anvcen
add <name> [obaBneHne HOBOW y4ETHON 3anuncu
remove <name> YpaneHue y4eTHon 3anuncu
<name> <on/off> BkrtoveHne/oTkNoYeHne y4eTHoOM 3anncu
<name> role <role> YcTaHoBKa ponu y4eTHOW 3anncu
<admin/operator/observer>
version BbiBog Bepcun MO | bes napameTpos BbiBog Bepcun MO n annapaTtHon pesnsmm KoHTponnepa
n annapartHom
peBnaMm sw BeiBog Bepcum MO
KonTponnepa hw BbiBOA annapatHon pesunsnu
clear OuuncTKa KoHCcoNM Bes napameTpos

[ns BbIBOA4A akTyanbHOro Cnucka KoMaHa U UX CUHTaKcmuca ucnonb3ynte komanagy help wnu
help <umsa komaHgpbI>.

9.3. C6poc HacTpoek

C6poc HacTpoek MOXeT ObITb Mpou3BeaeH NporpaMMHO, NP NOMOLLM KoMaHAbl config reset
unu npu nomowm WEB-UHTepdenca. B aTom cnyyae Bce HaCTPOMKU, KPOMe CETEBbIX HACTPOeEK, a
TaKkKe HacTpoeK YYeTHbIX 3anucen, No ymonyaHuio GyayT cOpolleHbl Ha 3aBoackue. [ns cOpoca
CETEBbIX NapamMeTPOB U YYETHbIX 3anMceil MOXXHO NPOBECTM annapaTHbIN COPOC HAaCTPOEK HaXXaTUeMm
kHonkn «RESET» Ha kopnyce KoHTponnepa nmbo MOXHO M3MEHUTb 3TK napameTpbl Yepe3 WEB- nnu
KOMaHOHbIA uHTepdenc. locne npumeHeHWs ceTeBblX HacTpoek KoHTponnep asToMaTU4eCcKu
nepesarpya3uTcs.

Ecnn HeobxogumMo cOpPOCUTL CeTeBble HACTPOWMKM WM HACTPOWMKM YYETHbIX 3anvMcer Ha
3HayeHus no ymonyanuio (n.9.1.2), Haxmute n yaepxusante kHONKy «RESET». Mpu atom nHgukaTop
STATUS HayHET MuraTthb C KpacHOro Ha 3enéHbli ¢ MHTepBanom 1 c. Korga Bo30OHOBUTCA MHAMKAUUSA
B OObIYHOM pexnme, HacTpoViku ByayT copolueHbl n KoHTponnep aBToMaTU4ecku nepesarpysmnTces.
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9.4. UMnopT mn 3aKcnopT KoHduUrypaumm

[na coxpaHeHus pesepBHOW Konuu kKoHurypauumn KoHtponnepa nubo npu ncnonb3osaHum
Heckonbkux KOHTpOMMnepoB € aHanornyHbiMy HACTpoOWkKaMu NpedycMOTpeHa yHKUUS nmnopTta u
aKkcnopTa HacTpoek. [locne nvnopta Hactpoek, B WEB-UHTepdence noasmTca BcnnbiBatoLwee OKHO
¢ coobLieHnem o HeobxoamMmMocTy nepesarpysku KoHtponnepa.

[lns akcnopTa HacTpoek n3 KoHTponnepa:

1) B WEB-WHTepdeiice nepeiitn Ha cTpanmuy «KoHTponnep»,
2) HaxaTtb KHOMKy «QKCMOPT HAaCTPOEK,
3) dawnn HacTpoek BygeT ckadaH Ha Ball KOMMbOTEp.

[N umnopTa HacTpoek:

1) B WEB-WHTepdeiice nepeintun Ha cTpaHuuy «KoHTponnep»,
2) Haxatb Ha none «Choose file» 1 BbIGpaTb dhann HacTpoek,
3) HaxaTb KHONKy «/IMNopT HacTpoek».

B n. 9.15 onucaH anbTepHATMBHLIN BapuMaHT MMMIOPTa M dKcnopTa HacTpoek yYepesd TFTP-
cepsep. Nocne nmnopTta HacTpoek Heobxoaumo nepesarpy3nTtb KoHTponnep.

CeTeBble  HACTPOMKM, HACTPOMKM Y4YeTHbIX 3anucerm nonb3oBaTenem He
uMmnopTupytorcs!

9.5. CeTeBble HaCTPOMKHU

Mpu nameHeHWn HacTpoek ceTu KoHTponnep GydeT JOCTyneH Mo HOBOMY afpecy
TONBKO NOCne nepesarpysku.

Mpu nameHeHun HacTpoek cetn Yyepe3d WEB-UHTepdenc Ha ctpaHuue «CeTb» nocne
Haxatus kHomkn «[puMeHWTb» MOoSABMTCA BCMMbIBAOWEE OKHO C cooblieHnem o
HeobxoaMMOoCTU nepesarpy3km KoHTponnepa.

HeoBxoAuMo nepe3arpyaute koHTponnep (ELEECUNECS X

192.168.0.253
Macka nogceTu
255.255.255.0

BHOM WNI03

192.168.0.1

Mcnonbaosats DHCP

TpUMeHUTL

Mpu nameHeHun Hactpoek cetn Yepes CLI Heobxoanmo BbINOMHUTE KomaHAy config
apply n nepesanyctute KoHTponnep komaHgon reboot.

Mocne nameHeHusi HacTpoek ceTu U nepesarpy3ku KoHTponnepa Heo6xogumo
noaTBepaAUTb 3TU HAaCTPOWKU, aBTopu3oBaBwUCL Yepe3d WEB-UHTepdenc no HoBomy
agpecy nu6o BbinonHUB KomaHAy «config confirm» yepes CLI. UHa4ye yepe3 5 MUHYT
nocne nepe3arpy3km KoHTponnepa OyaeT npou3BeféH OTKaT HAacTpPoOeK ceTu Ha
npeabiagyluue.

Ons Kontponnepos PDU2 n PDU4 npu nogkmoyeHun USB-LAN-agantepa RS-
LAN21G (nprnobpeTaeTcsa OTAENbHO) CTaHOBMTCSA AOCTYMHbIM AN HacTpouku BTopon LAN-
uHTepdenc. Y Kontponnepa PDU3 aToT nHTEpdenc aBnaeTcs BCTPOEHHbIM.
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LAN#1 LAN#2 DNS

IP-agpec

192.168.0.253

Macka noaceTm

255.255.255.0

OcHOBHOR Wnto3

192.168.0.1

Mcnonbsosate DHCP

CeTeBol MOCT C MHTEpPDeACOoM LAN#2

IBa LAN-uHTepdelica moryTt paboTtaTtb B U30NMPOBaHHOM pexunme nnbo B pexnve
CEeTeBOro MocCTa (Hanpumep, Ans NocrefoBaTeNnbHOro MOAKMYEeHUss Heckonbkux PDU k
O[HOMY MOPTY CETEBOrO KOMMYyTaTOpPa).

Mpu paboTe B M30NMPOBAHHOM PEXUME HUKAKOM Tpaduk He nepegaeTcs U3 OQHOMo
uHTepdenca B Apyron. Y Kaxgoro umHtepdenca umeetrca ceov agpec, u KoHTtponnep
HaxoguTCs OOQHOBPEMEHHO B ABYX HE3ABUCUMbIX CETSHX.

Mpu pabote B pexume ceTeBOro MocTa ceTb pas3buBaeTcsas Ha OBa CerMeHTa,
nogkniovéHHblx Kk ABym LAN-uHTepdpencam. Tpacduk, npeaHasHayeHHbI Ans ApYyroro
cermeHTa, TpaHcnupyetcsa KoHTponnepom m3 ogHoro uHtepdernca B gpyron. KoHtponnep
UveeT eaMHCTBEHHbIV COOCTBEHHbIM adpec, YykasaHHblM B HacTpomkax nepsoro LAN-
nHTepdpenca, n obpabatbiBaeT Tpaduk, NpegHas3HaYEHHbIN eMy.

9.6. HacTtpouka 4acoB peanbHOro BpeMeHu

KoHTponnep cogeput Yackl peansHoro BpeMeHu. Mpu oTCyTCTBUM BHELLHETO NUTaHUS Yachl
MPOAOITIKAOT UATU 3a CHET BCTPOEHHOIO CyrnepkoHAeHcaTopa He MeHee 3 CyTOK.

YcTaHOBKa TEKYLLLEro BpEMEHN BO3MOXHA creayroLmnmm cnocobamu:

e B WEB-UHTepdence Ha cTpaHuue «Bpemsy;
¢ [lo komaHge time set yepes CLI;
e CuHxpoHusauuen ¢ NTP-cepsepom (n.9.7).

9.7. Hactpomuka paboTbl ¢ cepBepom BpemeHun NTP

KoHTponnep MoxeT aBToMaTU4YeCKM MOMyYaTb BPEMs C yaanéHHOro cepeepa no npoToKony
NTP. Mpu HacTpoeHHOM NTP-cepBepe KoHTponnep 6yaeT aBTOMaTU4ECKN CUHXPOHU3NPOBATL BpEMS
npu ctapTe u npu pabdoTe ¢ nHTepBanom He 6onee 20 MUHYT.

Hactpoiika IP-agpeca cepsepa n yacoBoro nosica npoussogutca B WEB-UHTepdelice Ha
ctpaHuue «lMpoTtokonbl», Ha Bknagke «NTP» nnn yepes CLI.

KoHTponnep moxeT mcnonb3oBatb ntobor NTP-cepBep ansg nonyvyeHus BpEMEHMU, CMUCOK
OTKPbITbIX NTP-cepBepos AOCTyneH no CChblISIKe:
http://support.ntp.org/bin/view/Servers/StratumTwoTimeServers.

Ecnun KoHTponnep ycTaHOBIMEH B 3aKPbITOM NOKarbHON ceTn 6€3 BO3MOXXHOCTM NOAKITIOYEHUS
k ceTn NIHTepHeT, To Ha nmtobom MK B ceT MoxeT 6bITh pa3BépHyT NTP-cepBep, Hanpumep, cepeep
ana Windows, gocTynHbeiv no cebinke: https://www.meinbergglobal.com/english/sw/ntp.htm.
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9.8. Pabota no npotokony SNMP

Mo npotokony SNMP BO3MOXHO NnornyYyeHne COCTOSHUSA BXOO0B, AATHYMKOB U NOAKMIOYEHHbBIX
yctponcte. OnucaHne Bcex poctynHeix nonen SNMP  moxHO nonyunts u3  MIB-dainna,
pa3MeLLEHHOro Ha cTpaHuue, ykasaHHown B n.0.

Onsa nonyyeHus aaHHbix no npotokony SNMP moxeT wucnonbsoBatbes nwobonn SNMP-
Opaysep, Hanpumep, iReasoning MIB browser (anss Windows) nnu komangbl snmpget, snmpwalk,
snmpset 1 1.4. (ans Linux).

B koHdurypaumm KoHTponnepa MOXHO BKMYWTbL aBTOMaTUYECKyld OTMNpaBky trap-
yBE€OOMIIEHUI MPU N3MEHEHMM COCTOSIHUS NIOBOro M3 akTMBHBLIX AATYMKOB (OTMpaBka COObLIEeHUN, C
KOTOPbIX OHM BKIIKOYEHblI B KOHGUrypauun). MNMpu nameHeHnn coctosiHua KonTponnepa SNMP-trap-
yBegoMIeHre oTnpasnseTcs B nobom criyyae. BoamoxHa HacTpoika Ao 4 IP-agpecos nonydaTtenen
yBEAOMMNEHNN.

PekomeHpauwun no HacTponke PDU B cucteme Zabbix npuBegeHsl B n.12.1.

9.9. Pa6ota no npotokony Modbus

KoHTponnep no3BonsieT nomnyyaTtb COCTOSHME [OUCKPETHbIX, aHamnoroBbiX BXOAOB,
yCTaHaBMNMBaTb COCTOAHME PO3ETOK, N3MEHATb HAcCTPonKM KoHTponepa v NOAKMOYEHHbIX YCTPONCTB
no npotokony Modbus TCP unu Modbus RTU B Slave-pexume.

Hactpowka nponssoauntcs Yepes CLI, nubo B WEB-UHTepdelice Ha cTpaHuue «lpoTokonbi»,
Ha Bknagke «Modbus»:

e BknoveHue/oTkno4eHne NoaaEePXKKM NpPOTOKONOB yCTaHaBnvBaeTcs
YCTaHOBKOW/CHATUEM OTMETKM Ha Yek-bokcax «Modbus TCP» n «Modbus RTU»;

e B none ID yctaHasnuBaeTcsa agpec yctpoinctsa Slave ID (ana Modbus RTU) n Unit
ID (anst Modbus TCP).

RADIUS SNMP NTP SMTP TFTP Syslog HTTP/HTTPS m

Hactpoiku Modbus
ID

1

Modbus TCP
TCP noprt

502
Modbus RTU

ﬂOCﬂE‘,ElOB’r]TE'J'IbeII?\ noprt

RS485-2 v

MNpumeHnTL

BHumaHue! B PDU2 pabota co BCeEMU BHELUHWMW YCTPOWCTBAMU, MOOKMOYEHHBIMU K
nHtepcencam RS-485-2, RS-485-3 n RS-232 6yaeT HEBO3MOXHA, €Cn 0OAWH U3 3TUX NOPTOB BbIOpaH
anst pabotbl no npotokony Modbus RTU.

Cnucok perncTpoB 1 hopmaT AaHHbIX NpuBeAeHb! B MpunoxeHmn A.
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9.10. Aoctyn kK WEB-UHTepdency KoHTponnepa no npotokonam HTTP m
HTTPS

Mpn pabote ¢ KoHTponnepom uyepe3 WEB-UHTepdenc paHHble mexay Opaysepom U
KoHTponnepom moryT nepegaBatbcs no npoTtokony HTTP nnbo no npotokony HTTPS.

KoHTponnep no ymonyaHuo 4OCTyNeH no agpecy http://192.168.0.254.

Mpn pabote no npotokony HTTPS (B oTtnuume ot HTTP) paHHble nepepatotcs B
3awmndppoBaHHom Buge. MNpu yctaHoBke HTTPS-coeamHeHua KoHTponnep oTtnpasBnsdet Gpaysepy
SSL/TLS-ceptudmkat. Mmnopt SSL/TLS-cepTtudumkara onncan 8 n.9.11.

BkntoueHue/oTknoueHne npotokonos HTTP u HTTPS npoussoantca uyepes WEB-
WHTepdenc Ha Bknaake «[potokonbl — HTTP/HTTPS» nnbo 4epes CLI.

Sl HTTP/HTTPS
Hactpouku HTTP/HTTPS
Bpar
608
MpyMedaHue: NAPCNL HyXHO BEOAWTS TONBKO BCNH GaAN NPUBATHEND
Wmnopt ceprudmara
-
sifepute pailn  Dain we BoiGpan
WinopT CA cepridwkaTa (3xenopr CA cepruduxara )

Bin

Mpn pabote no npotokony HTTPS wumeeTcs BO3MOXHOCTb BKIMOYUTL B3AUMHYIO
ayTeHTUdmKaumo bpaysepa n KoHTponnepa, ycTaHoBMB ranoyky «mTLS». MoapobHO 3TOT pexum
onucaH B n.9.12.

9.11. UmnopT SSL/TLS-cepTtudunkara

Mpn yctaHoBke HTTPS coeguHernns KoHnTponnep otnpaenser 6paysepy SSL/TLS-
ceptucukat. Ecnm npu nonbitke nogknountecsa k WEB-UHTepdency KoHTponnep otnpasnsieT
Hen3BEeCTHbIV Opay3epy cepTndukaT, NosiBNSETCA NpeaynpexaeHme o nogo3putensHoM cante. Huxke
nokasaHo npegynpexaeHue, kotopoe BblgaeT 6paysep Chrome.
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A

MoakntoueHne He 3aluLLLeHO

3N0YMBILLNEHHUK MOTYT MbITAaTLCA NOXUTUTE BallK AaHHble € caiTa 192.168.0.254
(Hanpumep, NapoaK, COOBLLEHWA MK HOMEePa BaHKOBCKKX KapT). [loapobHee...

NET:ERR_CERT_AUTHORITY_INVALID

Q  Yrobul Bpaysep Chrome cran makcumManbHo Be30NacHbIM, BKIHOUWTE PEXAM
"YnyyweHHan salmra”.

CKpbITe NogpeBHOCTH BepHyTbca k BesonacHoii cTpaHuLe

He yaanock NOATBEPANTL, 4T 3T0 cepBep 192.168.0.254. OnepalMoHHaa cACTeMa
KOMMbOTEPa HE JOBEPAET €10 CEPTUPMKATY BE30MacHOCTH. BOZMOXHO, CepBEp HacTPOEH
HEMpPaBWILHO UKW KTO-TO MbITAETCA MEPEXBATUTH BALLUW AaHHbIE.

[epeitu Ha caiT 192.168.0.254 (HeBesonacHo),

Mpn nepBom BkNtoyeHun KoHTponnep reHepupyeT COBCTBEHHBLIN CaMONoanMCaHHbIN
SSL/TLS-cepTudukat 1 ucnonbayeT ero ansa yctaHoskn HTTPS-coeguHeHus.

IOnsa nmnopta cobctBeHHoro SSL/TLS-cepTtudmkata yepes WEB-UHTepdeiic Heobxoanmo
Ha Bknagke «[poTokonbl — HTTP/HTTPS» BbiOpath chainbl cepTudmkata u npMBaTHOrO Kroya u
HaxaTb KHoOMKy «MmnopT ceptudwmkata». Ecnm dann npuBaTHOro knwya XpaHuTcs B
3awmndpoBaHHOM BuAe, nepen HaxatueM kHonku «Mmnopt ceptudpmkata» Heobxooumo BBeECTU
napornk oT arina B none «lapornb NnpuBaTHOro Krovay».

UmnopT dannos ceptudukaTa 1 npuaTHoro knova Yyepes CLI onucaH B n.9.2.

RADIUS SNMP NTP SMTP TFTP Syslog HTTP/HTTPS

Hactpoiiku HTTP/HTTPS
@ HTTP

@ HTTPs

Ceprudukar (*.crt, *.cer)

BbiGepuTe daitn  ain He BbiGpaH

MpuBaTHBIA K04 (* key)

BbiGepuTe daitn  ain He BbiGpaH

Mapons NprBaTHOrO KNKOYa

MpUMeyaHue: Napos HyKHO BBOAWTS TOMBKO 2NN Dain
NpVBaTHOIO KNko4a 3alndposar

MmnopT ceptudukara

mTLS (BsaumHan ayTeHTUdUKaLUA KNeHTa 1 cepsepa)
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9.12. BsaumHas ayTeHTUdunKauma 6paysepa n KoHtponnepa

Mpn pabote no npotokony HTTPS umeeTcs BO3MOXHOCTb BKMOUYUTL B3aWMHYHO
ayTeHTudukaumio 6paysepa n KoHtponnepa, ycraHoBuB ranoyky «mTLS» uyepes WEB-UHTepdenc
Ha Bknagke «lpoTtokonel — HTTP/HTTPS» n HaxaB kHonky «[MpyMeHnTb» NMBO BbINOMHUB KOMaHay
mTLS on B CLI.

Mpwn BkNtovYeHHOM npoTokone mTLS KoHTponnep 6yaet 3anpaiwumveath y 6paysepa SSL/TLS-
cepTndukaT 1 NpoBepsTh, nognucaH nm oH CA-cepTndukaTom, xpaHsawmmcsa Ha KoHtponnepe. Ecrin
Opay3ep He oTnpaBuT cBoW cepTudmkat nmbo ecnm oH He BypeT nognucaH CA-cepTudmkaTom
KonTponnepa, poctyn no HTTPS k WEB-UHTepdency Oyaetr 3abnokMpoBaH M MOSBUTCSA
npegynpexageHne o HeBepHoM cepTudmkaTe Bpaysepa. Huke nokasaHo npegynpexaeHne, Kotopoe
BblgaeT 6pay3ep Chrome.

B

3TOT caliT He MoXKeT obecneunTb 6e3onacHoe
coegnHeHMne

Baw ceptudmkar oTkNoHeH cailtom 192.168.0.254 nnun He 6bIN BbiAaH.
Obpatutecs 3a NOMOLLBH K CUCTEMHOMY aAMMHUCTPATOPY.

ERR_BAD_SSL_CLIENT_AUTH_CERT

Mpun nepeom BknoyeHun KoHTponnep reHepupyeT camonognucarHbin CA-ceptudumkar.

Ons nmnopta nonb3oBatensckoro CA-ceptudumkata yepes WEB-UHTepdenc Heobxoammo Ha
Bknagke «lMpoTtokonsl — HTTP/HTTPS» oTmeTuTb ranoyvky «mTLS», BeiOpaTh hann 1 HaxaTb Ha
kHonky «VmnopT CA-cepTudmkaTar.

mMTLS (BzanmHan ayTeHTUdUKALUKWA KNKWeHTa U CepBepa)
CA Ceptudukart (*.crt, *.cer)

Boibepute dailn  $aiin He BbIGpaH

WMmnopt CA ceptugukarta <3 kcnopt CA cepTudn KaTa>

o

BHUMaHue! KoHTponnep no npoTokony HT TPS 6yaeT OocTyneH TONbKO
NpW HaNW4MK B Gpay3epe CepTUMUKATA, NOANKMCaHHbIM CA
CEpPTHOMKATOM KOHTROMNERa

Mmnopt CA-ceptudmkata yepes CLI onmcaH B n.9.2.

Onsa ckaumeaHunsa CA-cepTudmkaTa, XpaHserocsi Ha KoHTponnepe, Heob6xooMmMo HaxaTb Ha
kHonky «3kcnopT CA-cepTudukaTtar.
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9.13. Aoctyn kK WEB-UHTepdency KoHTponnepa 4yepes USB (PDU2 n
PDU4)

Hwxe onncanbl HacTporiku coegmHenuss B OC Windows (ans gpyrmx onepauuoHHbIX CUCTEM
WHCTPYKUUWN NPeAOCTaBNATCA MO 3anpocy).

1. CkavaTtb apavieep USB Ethernet/RNDIS Gadget c canTta
https://www.catalog.update.microsoft.com/Search.aspx?q=USB+RNDIS%20Gadget
Ons CBOEW onepauuoHHOW cucTtembl. PacnakoBaTb CKa4yaHHbI apxXvB U U3BNeYb
dann gpaneepa RNDIS.inf;

2. MopkntounTb KoHTponnep k komnbioTepy, ncnonb3ys kabenb USB-C — USB-A;

3. OTKkpoeTca OKHO MacTepa YCTaHOBKM OOOpYyAOBaHUSA, U MNOCME HaXaTusi KHOMKK

«Janee» 6yget npeanoxeHo ABa BapuaHTa:

e BbINOMHUTb NOWCK N aBTOMAaTUYECKYI0 YCTaHOBKY 060pYyA0BaHUS;
e BbIOpaTb 0OOpygOBaHUE U3 CNNCKA U YCTAHOBUTL €ro BPYYHYHO.

BbibpaTb BTOPOM BapmaHT 1 HaxaTtb KHoMky «[aneey;

B oTkpbiBLEMCcH pasgene Heobxoaumo BblIbpaTb TUM YCTPOWCTBA, rge OTMETUTb

«CeTeBble aganTtepbi» U HaxaTb KHOMNKY «[aneey;

6. B cnepywowem pasgene:

e ansa Windows XP BbibpaTtb «YCTaHOBMTb C AuCKa» W yKasaTb
MecTononoxeHune carina gpareepa RNDIS.inf;

e Windows 7 BbiOpaTb B pasgene npoussoautens «Microsoft Corporation —
Remote NDIS based Internet Sharing Devicey;

¢ Windows 8 BbibpaTh B pasgene npoussoautens «Microsoft — Remote NDIS
based Internet Sharing Devicey;

o Windows 10 BbIbpaTb «YCTaHOBUTbL C AUCKa» W ykaszaTb MECTOMOMOXeHne
anna gpansepa RNDIS.inf.

o s

MpumeuaHue. Ecnn pgpanBep USB-nopta B Windows pabGoTaeT HeEKOpPpEeKTHO,
nameHnTb TUN gpareepa ¢ «Remote NDIS based Internet Sharing Device» Ha «Remote NDIS
Compatible Device».

7. lMocne yctaHoBkn apameBepa KoHTponnep onpegenutcsa kak CeTeBon agantep U
Oynet pocTtyneH B cnvcke CeTeBbIX NOAKITHOYEHUN;

8. lMepentn B «lMaHenb ynpaeneHuns — CeTb u VIHTepHeT — CeTeBble NOAKMIOYEHUSAY,
HanTyh nosiBmBLUMICSA CeTeBOM aganTep M B CNUCKe, BbiMadawoleM Npu HaxaTuu
npaBou KHOMKM MbILK, BbIbpaTs CBOMCTBA,;

9. BoBknagke Cetb nepevitn B CBonctBa TCP/IPv4 v 3agaTh cnegytolme napaMmeTphbl:

e |P-agpec — 192.168.255.2;

e Macka nogcetn — 255.255.255.0;

e OCHOBHOM LWN3 — 192.168.255.1.
10. HaxaTtb Be3ge kHonky OK.

Hanee nepeiitn B WEB-UHTepdelic KoHTponnepa, Habpas B cTpoke BBOAa Opaysepa
YCTaHOBMEHHBIN MO yMONYaHuio agpec http://192.168.255.1 nubo https://192.168.255.1 (B
3aBMCUMOCTU OT TOro, Kakoi 13 npoTtokonos http/https BkntoyeH).

9.14. ABTopu3sauusa B WEB-UHTepdence c ucnonb3oBaHnem npotokona
RADIUS

KoHTponnep no3sonseT nonb3oBaTtensm npoxoantb asTopmsauunto B8 WEB-UHTepdeice npu
nomoLUM yaanéHHoro cepsepa asTopusauuu no npotokony RADIUS. [na asTtopusaumm MOXHO
Ncnonb3oBaTb nobon OOCTYMHbIN RADIUS-cepsep, Hanpumep, tekRADIUS
(https://www.kaplansoft.com/TekRADIUS/).

9.14.1. lMpumep aBTOpM3aumm npu nomoLum cepsepa tekRADIUS
[nsa aBTopmn3aumm nonb3oBaTtenen Heobxoanmo:
1) YctaHoBuTb 1 HacTpouTtb NpunoxeHune tekRADIUS, yctaHoBuTb Microsoft SQL Server
(Tpebyetcs gnsa koppekTHoi paboTel tekRADIUS). Co3gaTb 6a3y AaHHbIX Naponen, ¢

koTopon Oypetr pabotate tekRADIUS. [MogpobHas WHCTPYKUMS MO YCTaHOBKE
[OCTyMNHa Ha caviTe pa3paboTymka;
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2) Oob6aeutb HoBoe ycTpoicTBo B tekRADIUS, ans atoro Ha Bknagke «Clients» (Puc.
8.14.1.1Pwuc.) 3agaTb B none NAS IP-agpec KoHTponnepa, B none Secret ykasaTb
cekpeTHbln kntod, nona Vendor, Enabled u Interim Update Period HacTpouTb
cornacHo Puc. 8.14.1.1. lNocne BBOoAa BCEX AAHHbLIX HaXaTb KHOMKY «406aBUTb»
(3enéHbin nnioc);

=
File Service Help

Users Groups Clients Settings Application Log Active Sessions Dictionary Editor Reperting Counters  SQL

NAS Secret endor Username Part Enabled Interim Update

192.168.0.254 12345 ietf Yes o
Default 12345 ietf Yes 0

RADIUS Client Properties

| NAS Secret Username Part Vendor Enabled Interim Update Period
[192.168.0.254 | [12345 | o v| [fes  « 02| seconds
| Kill Command

| | [#][X]

;Add, Edit or Delete RADIUS clients...
Puc. 8.14.1.1 - OkHo pobaBneHus knneHTta tekRADIUS

3) [dobaBuTb y4€THbIE AaHHbIE NONb30BaTENs, AN 3TOro Ha Bknagke «Users» BBeCTU
HOBOE MMSs Nofb30BaTens U HaxaTb KHONKy Aob6asuTtb (Puc. 8.14.1.2);
4) [No6aBuTb naponb Nonb3oBaTtens:
BbibpaTb gobaBneHHOro nonbL3oBaTens B CUcke Nonb3oBaTenew;
B Bbinagatowiem cnucke « Tun atpubyTta» BeibpaTe «Checky;
B Bbinagatowem cnmcke «HasaHue atpmbyTa» BblbpaTb «User-Passwordy;
B none «TekcT atpnbyTa» BBECTU XeNaemblil Naponb;
e HaxaTb kKHOMNKYy «[Jo6aBuTb aTpnbyT».
[o6aBneHHbI Naponb 0Tobpa3nTcs B cnucke atpnbyToB BbIOpaHHOro nonb3oBaTens;
5) YcTaHoBUTb aAMUHUCTPATUBHbLIN YPOBEHb AOCTYNA:
e BbibpaTb ob6aBneHHOro nonb3oBaTens B CNUCKe Nofb3oBaTtenen;
¢ B Bbinagatowem cnucke «Tun atpubyTta» BelbpaTh «Success-Reply»;
¢ B Bbinapatowem cnucke «HassaHme atpubyTta» BeibpaTe «Vendor-Specificy;
o B none «Tekct aTpnbyTta» BBecTn «admin_allowedy;
o HaxaTb KHOMNKy «[Jo6aBnTb aTpnbyT».
[obaBneHHbI aTpnbyT oTOBpa3nTcs B cnvcke atpubyToB BeIGpaAHHOrO Nonb3oBaTens;
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=
File Service Help

Users Groups Clients Settings Application Log Active Sessions Dictionary Editor Reporting Counters SQL

Browse Users User admin (Enabled)

I T I Attribute Tvpe  Value
Username Group User-Password Check H g
B Wendor-Specific Succes... admin_allowed
admin 192.168.0.254
test 192.168.0.254
user 192.168.0.254
KHonka gobasuTe
atpui
KHonka gobasuTe pHvT
none30BaTeNA
L‘Imy—qoacro nonbL3I0BEaTEna \ Tun ETHE‘,’TE Hasearue atpubyra TekcT a'$mﬁ\na
|te5t 192.168.0.2 ~ L ;:r >( Success-Reply » | |Vendor-Specific e |admin_a|lowed v| ‘slj ] ><

User 'admin’ selected...

Puc. 8.14.1.2 - OkHo pobaBneHus nonb3osaTtens tekRADIUS

6) B WEB-UHTepderice KoHTponnepa Ha cTpaHuue «[llpoTokonbl», Ha BKAagke
«RADIUS» yctaHoBuTb IP-agpec n ceteBon nopt cepBepa tekRADIUS n cekpeTHbI

KITHOM.
RADIUS SNMP NTP SMTP TFTP Syslog

Hactpoukn RADIUS

IP-agpec
192.168.0.1
MopT

1812

CexpeTHbIi Koy

MpumeyaHue. B KoHTponnepe u B tekRADIUS pormkeH ObiTb ykazaH OAMH W TOT e
CEKPETHbIN KItoy!

9.15. Ucnonb3oBaHue TFTP (goctyn Kk ¢pannam Ha cepBepe)

KoHTponnep no npotokony TFTP mMoxeT BbINONHATL 0OHOBNEHUe BCTpoeHHoro M0, a Takke
UMMOPT U 3KCMOPT KOHUrypauuun, aHanornyHo ¢yHKuuam, aoctynHeiM vepe3d WEB-UHTepdelic.
B atom cnyyae KoHTponnep BbicTynaet B ponu TFTP-knueHTa, noaToMy AN nepefayn OaHHbIX

notpebyetcsi ucnonb3oBaHne TFTP-cepBepa, yctaHoBneHHoro Ha [K, Hanpumep, Tftpd64
(http://www.tftpd64.com/).

Mopsgok obHoBneHus MO ¢ TFTP cepeepa onucaH B n.11.2.
9.15.1. lMopsagok umnopTta KoHpUrypaumm:

o Pasmectutb Ha TFTP-cepBepe caiin ¢ koHdurypaunen KoHTponnepa;
e HacTtpouTtb Ha cTpaHuue «lpoTokonbl» agpec TFTP-cepsepa;
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e B WEB-UHTepdelice Ha cTpaHuue «KoHTponnep» B none «Choose File» BBeCcTn nvs
danna koHdpurypaumm Ha TFTP-cepBepe;
e Haxatb kHomky «/IMNopT HAacTpoek».

9.15.2. lMopsagok akcnopTa KoOHUrypaumm:

e HacTtpouTtb Ha cTpaHuue «lpoTokonbl» agpec TFTP-cepeepa;

e B WEB-UHTepdeice Ha cTpaHuue «KoHTponnep» OTMeTUTb BbibpaTb «Yepes
TFTP», B none Hwxe BBeCTM MMsa dhaina, nog KOTopbiM TpebyeTcsi COXpaHUTb
KOHpurypaumio Ha TFTP-cepBepe;

e HaxaTb KHOMKy «QKCrnopT HACTPOEK.

MNpumeuanue. MNepen Havanom 3KcnopTa KOHGUrypauum Heobxoaumo ybeauTbesl, YTO Ha
cepBepe HeT (haiina C TakUM e UMEHEM.

9.16. Nepepaya paHHLIX Ha cepBep XypHanupoBaHus Syslog

Ha BKMIOYEHHBI CcepBep KypHanMpoBaHUS OTMNPaBNSOTCA  COOOLUEHMsl, KOTopble
COXPaHSAITCS BO BHYTPEHHEM XXypHarie COBObITUIA, B TOM YKCHe:

YcnelHas aBTopusaums nons3osartens yepe3s WEB-UHTepdelic nnn CLI,
HeycnewHas asTopusaumsa nonb3osartens yepe3s WEB-UHTepdeinc nnn CLI,
MonbiTka goctyna 6e3 aBTopusauun (CKaHMpPOBaHWe NOpPTOB),

MNepesarpyska KoHTponnepa.

9.17. CTOpOX NO JOCTYNHOCTU YCTPOUCTB B CETH

KoHTponnep no3sonsieT npoBepsATb OCTYMNHOCTb CETEBLIX YCTPOWUCTB No npoTtokony ICMP.
Ona  BkMoYeHUs 3Tol QyHKUMKM HeobxogmMmo Ha cTpaHuue «Watchdog» 3apatb |P-agpec
NpoBEPSEMOro YCTPOMCTBA, YCTAHOBUTL MEPUOANYHOCTb U KONMYECTBO 3anpoCOB, MOCME KOTOPOro
Npon3onaET nepesanyck BblOpaHHbIX FPYNMn pPO3eToK, U OTMETUTb 4Yek-b6okc «BkntoueH». B PDU3
YCTPOWCTBO MOXeT HaxoanTbes B nobon n3 nogcetert LAN 1 n LAN 2.

9.18. OTnpaBka coo6weHun Ha Email

[Ons Bcex BxoOoB, AaTYMKOB WU YCTPOUCTB [AOCTYMNHa BO3MOXHOCTbL OTnpaBku Email-
coobuweHun no npotokony SMTP. [na orpaHnyeHus Tpaduka cOBbITUA M3MEHEHWS COCTOSHWN
rpynnupytoTcst B OOHO COOOLLEHME 1 OTMPaBMSOTCA He Yalle OOHOro pasa B MUHYTY. Bo3moxHa
HacTpolika o 2 agpecoB nony4dartenen. [ina Toro, 4Tobbl yka3aTb agpeca nonyyarenen Heobxogumo
nepentn Ha Bknagky «lpotokonsl — SMTP». Tam e HeobxoamMMo ykasaTb agpec u nopt SMTP-
cepBepa, M4 nornb3oBaTens n Nnaponsb.

9.19. HacTpo#uka BUpTyanbHOro nocnepnoBaTesibHOro noprta

[na BknYeHMs BUPTyanbHOro nocnegosatenbHoro nopta KoHTponnepa Heobxoaumo B
WEB-UHTeppelice B nyHkTe MeHI0 «HTepdbelchl» BbiOpaTh BKNaAKy C MHTEPdENCOM, K KOTOPOMY
HeobOX04MMO MNPEeNOCTaBUTbL AOCTYM, WU YCTAHOBUTHL ranoyky «[lpo3payvHbii nopt». OcTanbHble
HaCTPOWKM AOMKHbI COOTBETCTBOBATL HACTPOMKAM NOAKITHOYEHHOIO K 3TOMY UHTEPdENCY YCTPONCTBA.
HaxaTtb kHonky «[MpuMeHUTb».
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RS-485#1 RS-485#2 RS-485#3 RS-232
Hactponkun RS-485#2
Tin
Homep annapaTHoro nopra
CropocTe

115200 ~
HeTHOCTb

no parity ~
Ctom é6uTh

1 ~
[nvHa gaHHbIx

8 ~

Mpo3pasYHbIi nopT

TalimayT oNpoca Npo3pa“Horo NopTa (CexyHa)

1

Mopt
60001

Janee Heo6x0AMMO YCTaHOBUTL U HACTPOUTb BUPTYanbHbI MOPT HA KOMMLIOTEPE, C KOTOPOTO
GyneT nonyyeH yaanéHHbIn JOCTYN K MOpPTY.

Hwxe Ha npumepe gparesepa HW Group (www.hw-group.com) nokasaH nopsiiok HaCTPOMKK
Apawsepa. Ckayvatb n yCTaHOBUTb Opawvsep nopta https://www.hw-
group.com/files/download/sw/version/hw-vsp3s 3-1-2.exe.

3anyctutb nporpammy Hactponku nopta «HW Virtual Serial Port», B nossuBlemcsa okHe
HaxaTb KHOMKy «Login». OTKpoeTca OKHO aBTOpu3aummn, HaxaTtb KHonky «OK». Mocne asTopmsauum
OyayT OOCTYMHbI HACTPOWKM.

Hanee BbIbpaTb Hencnonb3yemein B cucteme COM-nopT, BBectn IP-agpec KoHTponnepa u
Homep ceTeBoro nopta KoHTponnepa (moxHo yBuaeTb B WEB-UHTepdpelice, nyHKT MeHto
«lMocnepoBatenbHble NOPTLI», None «lMopT»).

ﬁ HW Virtuzl Serial Port - HW VSP3 (Admin access) — >
UDP Search  Wirtual Serial Port 1 Settmgs} Advancad} About 1
General
Port Name: IP Address: Port:
|coM3 | = [192150.0.254 ~| - [25400
[~ External NWT Commands Port: 2003
VSP LAN
Status: Deleted Status:  Closed
Baud
Bits: . Counters
Parity: ° WP LAN: QUELUE:
Stopbits: - Rix: 1} 1] 1}
Handflow: - Tx 0 o 0
ﬁ LCreate COM | ‘

Haxatb kHonky «Create COM». Yepes HekoTOpoe Bpems, B Crlyd4ae YCMeELIHOoro
nogkrtodeHust, «Status» B none «LAN» nsmenutcs Ha «Connected».
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VSP3 (Admin access) - *
ettings] Advancad} About I
General
o | [152.188.0.254 =] : [25m0
r 2003
WP LAN
Status Created Status:  Cornected
Baud:
Bits R Counters
Parity: - V5P LAN: QUEUE
Stophits: - R 1) 1] 1]
Handflow: - Tx o 0 o
| X Delete COM |

BupTyanbHbIn nocrnegoBaTenbHbIN NOPT roToB K paboTe.

Mpumeyanue. Vicnonb3oBaHne RS-485#1 B pexxume «npo3payvHbiii NOPT» HEBO3MOXHO.

10. HacTponka BHELUHUX YCTPOMUCTB

MakcmanbHoe KONMMYecTBO OAHOBPEMEHHO MOAKMYEHHBIX K nopTam RS-232, RS-485
BHELLHMX YCTPOWCTB orpaHudeHo 12 wT. MNopagok duandeckoro NogknoyeHns npmeenéH B n.7.8.
Hactponka PDU pans paboTbl CO BHOBb MOAKMIOYEHHBLIM BHELHWM YCTPOMCTBOM CBOAMTCH K

crneaytoLemy:

Ha cTtpaHuue «MHTepdencol» BbibpaTe NOPT, K KOTOPOMY MOOKIOYEHO YCTPOWCTBO,
W YCTaHOBUTb MapaMeTpbl: CKOPOCTb, YETHOCTb M T. M., MPO3PayHbIA MOPT — He
oTMeyeH. HaxaTb KHOMKY «[1puMeHuTbY;

Ha cTtpaHuue «YcrtpoiictBa — BHellHMe» HaxaTb KHOMKy «+ [Jo6aBuTby, BbIOpaTb
WabrioH, COOTBETCTBYIOLLMIA MOAKIIOYAEMOMY YCTPOWCTBY, U MOPT, K KOTOPOMY OHO
noaknoyeHo, Hanpumep, RS-485-3;

HaxaTb KHOMKY Q , PacCrnonoXeHHY cnpaBa B CTPOKe yCTpOVICTBa;
CpenaTb Heobxoanvble HaCTpOl7|KVI, COXpPaHUTb N3AMEHEHUA.

[eTtanbHble ykazaHusa No HaCTPOMKe YCTPONCTB pasHOro Tuna npuseneHbl HUxe.

10.1. KoHauumoHepbl Rem

[na nogkntoveHnsa ncnonb3oBaTb cneagywuwme gaHHble (I'IO ymonanmo):

MapameTp OnucaHue Ovana3oH
3Ha4YeHuM
ID ycTpovicTBa Slave-agpec KoHguumoHepa 1...254
HacTpoliku
nocrnegoBaTenbHOro
nopra: 9600
- Baudrate Het
- BUT YETHOCTKN 1
- CTOM-0OMUTHI 8
- AJIMHA JaHHbIX
Mogenb Mogenb KoHOMUMOHepa REM/REM-5U
B MeHI0 HacTponku 3agaTh criegyolme 3Ha4YeHUs:
Temnepatypa 3HayeHue, npu KOTOpOM oxnagutens | 15...50
OTKNIOYEHUS BbIKItOYaeTcs
oxnagutens (°C)
MmcTepesnc 3HayeHMne, Ha KOTOpoe AofkHa noBbicuTbes | 1...10
BKIMOYEHNS TemnepaTypa Ans BKIOYEeHUs oxnagurens
oxnagutens (°C)
Temnepatypa 3HaueHue, npu KOTOpOM HarpeBaTenb | —15...15
OTKNIOYEHUS BbIKItOYaeTcs
HarpesaTens (°C)
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Mmctepesnc 3HayeHne, Ha KOTOpoe [JoJbkHa cHuanTbes | 1...10
BKITHOYEHNS TemnepaTypa Ans BKYeHUs HarpesaTens

HarpeBaTens (°C)

Temnepatypa Temnepatypa, npu Kotopown ocTaHasnueaetcs | —20...50
OTKIIOYEHMS BHYTPEHHUIN BEHTUNATOP

BHYTPEHHETO

BeHTUNgTopa (°C)

Mocne coeagnHeHus ¢ koHauUMoHepoMm Rem Ha cTpaHuue «MoHutop» BygeTt otobpaxaTtbca
njawkKa ¢ 4aHHbIMW.

Rem Condition

ON: COOLING
Err:CTS

MmeroTca owmbKK

30ech:

e Te — Temnepatypa ncnaputens (°C),

Tc — Temnepatypa koHgeHcaTopa (°C),

Ti — TemnepaTypa BHyTpeHHero 6noka (°C),

H — BnaxHocTb (%),

ON — oTobpaxaeTcst COCTOSAHME BHYTPEHHMX BNOKOB KOHANLIMOHEPA,
INtFAN — BKITIOYEH BEHTUNATOP BHYTPEHHEro 6oka,

ExtFAN — BKMNOYEH BEHTUNATOP BHELLHErO Or10Ka,

COOLING — BKIHOYEH peEXMM OXNaxaeHus,

HEAT — BKIIOYEH pexum Harpesa.

e Err: — owmnbku:

o HT — High Temperature,

o LT — Low Temperature,

o HH — High humidity,

o LH — Low humidity,

o ES — Evaporator Temperature sensor failure,
o CTS - Condenser Temp. sensor failure,

o ITS — Indoor Temp. sensor failure,

o HS — Humidity sensor failure,

o IF — Internal fan failure,

o EF — External fan failure,

o CF — Condenser Temperature sensor failure,
o HF — Heater failure,

o HP — High pressure,

o LP — Low pressure,

o HPL - High pressure lock,

o LPL - Low pressure lock.

B cnyyae oTcyTCTBUS YCTpoWCTBa B Mofe [AaHHbiXx OyaeT yCcTaHOBMEHO 3HadeHue
«HEOOCTYTHO».

10.2. UubpoBble TepmocTatbl R-MCx-DMTH

[lna nogkntoveHns ncnonbL3oBaTtb cneaywuwme gaHHble (I'IO ymonanmo):

MapameTp OnucaHue Anana3oH
3Ha4YeHun
ID ycTponcTBa Slave-agpec koHAMLMOHEpa 1...254
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MapameTp OnucaHue Anana3soH
3Ha4YeHun
HacTpoliku
nocrnenoBaTenbHOro
nopra:
- Baudrate 115 200
- OUT YETHOCTH Het
- cTON-6UTHI 1
- ANMHA OAHHbIX 8

Mpn gobaBneHnn BCe HACTPOMKM NEPBbINA pa3 CHUMTLIBAKOTCH U3 TepMocTaTa U COXpPaHATCH
B KoHTponnepe. Ecnn Ha momeHT gobaBneHus TepmoctaTt He Gbin noaknoyéH Kk KoHTponnepy, To
HaCTPOMKM CUYMTAOTCS MPWU €ro nepeBoM nogknyeHun. B ganbHenwem BCe HACTPOMKM MOXHO
nameHunTb Tonbko Yepes WEB-UHTepdenc KoHTponnepa. Mpu nonbiTke N3amMeHeHns Yyepes akpaHHoe
MeH0 TepMocTaTa HaCTPONKN BEPHYTCS K 3HAYEHNAM, COXpPaHEHHbIM B PDU.

Ecnun k KoHTponnepy BMecTo ogHoro TepmocTtaTa NOAKMAOYMTL APYron, TO B NocnegHuin
3anuLyTCsa HAaCTPOKKKM, COXpaHEHHbIe B PDU.

Mpn mmnopTte KoHdurypaumm una darna depes WEB-UHTepdenc nnu ¢ TFTP-cepepa
HacTpoikn TepmoctaTta 13 danna KoHdurypauumn (Npu nx Hanuydum) coxpanatca B PDU n 3atem
nepenuLyTcsl B NOAKIMOYEHHBLIN TepmocTar.

[na nameHeHns HacTpoek TepmocTaTa HaxaTb «HacTporikuy.
CTtpaHuua HacTpoek TepmMocTaTta COAEPXUT TPU BKMAAKK.

Ha Bknagke «Pexumbl» 3agatoTcd OCHOBHblE MapaMeTpbl perynMpoBaHus W 3aluThbl
obopynoBaHus.

Moppasgen «O6LWme HAaCTPOMKNY.

O6LuMe HACTPOMKHM

PerynuposaHue no nokasaHusm
UCNpaBHOro AaTynka ¢ MakCUManbHbIM
NpUOPUTETOM

Temn. Bkn.
Harpesatens (T1 °C)

MucTepeanc oTkn.
Harpesatens (T1h °C)
Temn. BKN.
BeHTUNSTOpa (T2 °C)
McTepesunc oTkn.

BeHTUnATopa (T2h °C)

Mopor BkNYeHUA

80
ocyweHus (H %)

McTepeanc oTkn.

30
ocywenus (Hh %)

«TemnepaTypa BknoyeHus HarpesaTtens (T1, °C)»
«TemnepaTypa BknoyeHuns seHTungaropa (T2, °C)»
«l'nctepesuc otkntodeHus HarpesaTens (T1h, °C)»
«l'vctepesunc oTknodeHuns BeHTunaTopa (T2h, °C)»

,El,marpalvlma COOTBETCTBUA HACTPOEK COCTOAHUAM TepMOCTaTa npmueegeHa HMxe.
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HarpeEaTans Harpeeatens
BEMOUEH OTENHEH
* | Ti |-
—:-]T}—+
BesmwnsTop BesmwnATop
OTENREH BRMIOUEK

¢_|ﬂ\..(—

I'Ipw HanM4MM MNOAOKITIOYEHHOIO K TepMOCTaTy naTtymka TemnepaTtypbl U BNaXHOCTU
aKTMBUPYETCA PEXNUM KOHTPOSIA BITAXXHOCTW.

MapameTpbl «[Mopor BkntoveHus ocyweHusa (H %)» n «uctepesnc OTKMYEHNsST OCYLLIEHMUS
(Hh %)» cBA3aHbI ¢ pexxumamn paboTsl TepMocTaTta cneytoLmum obpasom:

i
Ooywesws Ooyweswe

EbLEMMIEHD BEMAISHD

+—|W‘.;—

I'Iop,pasp,enu «3awuTa aKkTMBHOIo O60pWJ,OBaHVI$|» n « CHmxeHne nsHoca»

3awmra akTMBHOro o6opyZioBaHuUA

XonoaHbli cTapT

Mopor 3anycka npwu
xonogHom ctaprte (T3 0
OC)

3aluTa oT neperpesa

Temnepatypa
oTKnoYeHus (T4 °C)

60

McTepesnc 3awuThbl
oT neperpesa (T4h 20
OC)

CHMXeHue n3Hoca

MwuH. Bpems
nepekxroYyeHns pene 30
(cek.)

Yekbokcbl «XoMnoaHbIv cTapT» U «3alwmta OT neperpeBa» akTUBMPYIOT COOTBETCTBYOLLME
pexumbl ynpaBneHus pene akTMBHOro obopyaoBaHusa TepmocTara.

MapameTpsbl «[lopor 3anycka npu xonogHom ctapte (T3, °C)», «TemnepaTypa OTKMOYEHMUS
(T4, °C)» n «I'nctepesnc 3awmtel oT neperpesa (T4h, °C)» cBsI3aHbl C COCTOSIHNEM perie akTUBHOIO
obopynoBaHusa TepMocTaTa crnegyrowmum obpasom:

65/103



Pykoeodcmeo no akcrniyamayuu PDU 2.4 &m

4)!T’_+

DEopy noBatme DEopy noBatme DEopy noBatme

OTENSIERD = T2 > EENEIMEHD OTENSIEHD
L T4-Tdh -f—

«CHmKeHne n3Hoca» Nno3BonsieT HacTpouTb «MUH. Bpemsi NepekntoYeHunst peney, TeM cambim
npoaneBas Cpok Cryx0Obl BEHTUNATOPA, HarpeBaTensi, akTMBHOrO 060py0BaHNSt U KOMMYTaLMNOHHbIX
pene.

Ha Bknagke «[daTumku» oToGpakatoTCsl HACTPOMKM U COCTOSIHUE OATYMKOB, MOAKIOYEHHbIX K
TepmocTary.

Kaxxgbin gaTyumk MOXeT ObITb BKITIOYEH MM BbIKIIOYEH, Takke ANs AaTYMKOB HacTpanBaeTCd
NPUOPUTET. npl/lopVITeT 3a4aéTcsi B3aMMOMCKITHOHatoLWMM CcrnocoboM: ABa gaTynka He MOTryT UMETb
OANHAKOBbLIN npuopuTeT.

«[daTuuk HapyxHOM TemnepaTypbl» BblOMpaeTCs M3 OATYMKOB, ANs KOTOPbIX AOMycKaeTcs
Hapy>kKHas yCTaHOBKa.

KHonka «[Mouck patyukoB 1-Wire» nossonsieT 3anyCTWTb CKaHMpOBaHWE LWWHbl 1-wire
TepMocTara.

MokasaHns paTuukoB oTobBpaxatoTca B Tabnuvue HacTpoek pfatyukoB. Ecnm gaTymk
hr3n4eckn He NOAKMYEH, HEMCNPABEH UMW BbIKNIOYEH — B None AaHHblx oTobpaxaeTcsa «NA».

[atyuk BrnoyeH MpuopuTeT MokasaHuA
T1 (1-wire, IN1) 4 w 25.8°C
T2 (1-wire, IN2) 3 w 26.1°C
TH (IN2) 2 ~ 26.9°C/33%Rh
INT 1 (min) |~ 25.8°C

PerynupoBaHWe No NoKasaHWAM MCNPABHOTO AaTYMKA ¢ MaKCMMANBHBIM NPUOPUTETOM

JaT4YuK HAPYKHON TEMNEpaTypLl T2 v

Mownck aat4ukos 1-Wire

Bknagka «[NogkntoveHne» nossondet yctaHoBuTb Modbus ID TepmocTaTa.
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ID ycTponcTBa 1

Bepcua MO 1.21
Wcnonbsosatb TFTP [

Beibepute daiin ]cbal?m He BblbpaH

BHumaHne! HacTtpoiiku nocriegosaTenbHOro nopra:
» CkopocTtb 115200
o CTOM-6UTHI 1
e BuTbl AaHHbIX 8
* YeTHOCTb HeT

Ons COXpaHeHNA HaCTpoeEK HeobxoaMMOo HaxaTb KHOMKY «anIMeHI/ITb», Angd BbiXxoga — KHOMKY
«OTmeHax. Ecnn nogkntoveHue n HaCTPOVIKVI BbIMOJTHEHbI NMPaBuUIibHO, TO Yepe3 HEKOTOPOE BpeEMA Ha
CTpaHuue «MOHI/ITOp» OTO6pa3l/ITC$I nnatwika ¢ CoOCTodHnem TepMOCTaTa.

Thermocontrol

i Tecscc
— ON: LOAD/FAN
Err: L

MNMenTCA OLWIMEKK

3pecsb:

Ti — TemnepaTtypa MCnNpaBHOro AaTtymka ¢ HanBbICLUMM NPUOPUTETOM,
H — 3Ha4YeHne OTHOCUTENBHON BAAXXHOCTH (€CNU AATUYNK BNAXHOCTUN BKITIOYEH),
Te — nokasaHus gatymka Hapy)XHOro Bo3ayxa (ecnu Aatyvk BelbpaH B HacTpowkax),
ON — oTobpaxatoTcs BKINIOYEHHbIE pene:

o LOAD - akTnBHOe 06opyaoBaHue,

o FAN — BeHTUNATOpP,

o HEAT — HarpeBarternb,
o Err— ownbku.

B HWXHel YacTn oTobpaXkaeTca COCTOSHME, KOTOPOE MOXET MPUHUMATL O4HO U3 CrieayHoLLmMX
3HAYEHUN:

«TemnepaTypa B HOpMeE»
«Harpes»
«OxnaxageHune»
«MmetoTcs oLnbKmM»

Pacwndposka kogoe ownMbok npMeegeHa B Tabnuue 9.2.
Tabnuua 9.2 — PacwundpoBka kKogoB ownMbOK TepMOCTaToB

Kop owmnbkun OTobpaxeHue oWMBOKMN B MEHIO TEpMOCTaTa
A Pexum oxumaaHus (aBapuinHbln pexum)
B Pexxum 3awmTtel oT neperpesa
C Pexum «xonogHoro ctapta»
D ABapus BeHTunaTopa 1
E ABapwua BeHTUNATOpaA 2
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Kopa owimnbku

OT1ob6paxeHue oWMOKN B MEHIO TepMOCTaTa

ABapus HarpeBaTens

ABapwua gatymnka temnepatypbl Tu1

I | e |m

ABapua gatynka temnepatypbl Tu2

ABapusa gaTumka Temnepatypbl Tu3

Mepexop Ha pe3epBHbIi BHYTPEHHWI 4aTYvK TeMNepaTypbl

ABapwsi HApYy)XHOro JaTtynka TeMmneparypbl

ABapVIFl OaTt4ynKa BI1aXXHOCTU

Hwuskasa Temnepatypa

Bbicokasi TemnepaTtypa

npeBbILueH ne BINna*HoCTun

0|O|TV |0 |Z2 |2 |™

Owwnbka kKoHUrypaumm

Ons nonyyeHus OONOMHWTENbHOW cnpaBkM no Tepmoctaty cMm. «Ludposor mopynb
ynpaesneHuns mukpoknumatoMm R-MCx-DMTH. PykoBogCcTBO Nno akcnnyatauumny.

10.3. NMogknroyeHne 3amka ¢ RFID-pyykon REM-LOCK-x

Onsa nogkntoyeHna REM-LOCK-x (ganee — 3amok):

1) B WEB-WHTepdelice Ha cTpaHuue «lMocnegoBaTtenbHble NOPTbI» BbiOpaTb NOPT, K
KoTopoMy OyaeT NOAKMYEH 3aMOK, U YCTaHOBUTbL NapameTpbl: Baudrate: 9600, 6ut
YETHOCTU — He OTMeYeH, 1 cTon-6uT, ANnHa AaHHbIX — 8, Npo3payHbLI MOPT — He
oTMeueH. HaxaTtb kHomMKy «[TpuMeHnTbY.

( Boixon

MOHUTOP Ro-4g5#1 [ESEELTVMN RS435#3  RS232

YcTpoicTea
HacTpoiku RS-485#2
KypHan
Tun
Homep annapatroro nopta
CeTb
OHTpONep
KowTponNey CkopocTb
Y4eTHble 3anvcu 115200 o
MpoToKObI YeTHOCTh
no parity -
Bpema
; Cton éuTb
Watchdog

1 v

CurHanusaums
[nvHa fanHbIx

MHTepdeickl 8 -

ol Mpo3apayHsIit nopT

Taimay

1

onpeca NpospasHoro nopTa (CexyHa)

Mopt
60001

2) MNoaknunTb YCTPOWCTBO K BbIOpaHHOMY MOpTy (CM. N.7.8);

3) MeperTn Ha cTpaHuLy «YcTponcTBa — BHelHMEe» 1 HaxaTb KHOMKy «+ [o6aBuTb».
[ns HOBOro ycTpowcTBa OTMETUTL ranoyky «BkniouéH», BeibpaTtb WwabnoH «REM-
3aMOK» M Ha3HauuTb MOPT, K KOTOPOMY MOAKMOYEH 3aMok. [py HeobxogmmocTu
MOXHO BBeCTH «Vmsa», oTmeTuTb «OTnpaska trap», «Email» n HazHaunTb «pynny».
HaxaTb KHOMKy «[MpuMeHnTbY.

4) [Ons n3ameHeHMs HaCTPOEK 3aMKa HaxaTb KHOMKy «HacTporkny.

B okHe HacTpoek 6yayT AOCTYNHbI:

ID yctporictBa (Modbus-agpec);

68/103



Pykoeodcmeo no akcrniyamayuu PDU 2.4 &m

o Bpewms oTkpbITUA aABepy;
° YaanéHHoe OTKpbITUe ABEepHU;
. YnpaBneHune kaptamu goctyna (npu gobaeneHun ycTponcTBa Heobxoanmo

cbpocuTb ero HaCTPOMKKM, HaXxxaB «Y4anuTb BCE KapTbl»).

Hactponku "RemLockindoor”

3

REM-LOCK-CARD

OTKpbITb iBEPb Henb38 0AHOBPEMEHHO OTKPbIBaTb Sonee 1 py4Ku

el 0] Homep kapTbl
InDoorManager 763534883 YAanuts

053BUTE KaRTY
YOanuTe BCe KapTsl

10.4. HacTpowuka 3amka ¢ RFID-pyukon REM-LOCK-x

3amkam, He Bxogdwmx B rpynny CKY[, mMoxHO [OobaBuTb KapTO4ku, OTKpbiBaAOLLME
COOTBETCTBYIOLLMI 3aMOK. [1r1s 9Toro He06xoaUMO BbIMOMHUTL NOCNEeA0BaTENbHOCTL AENCTBUN:

1) HaxaTb kHoMKy «[1o6aBuTb KapTy»;

2) B nosiBuBLIEMCS OKHe 3anonHuTb nonsd «PNO Bnagenbua» n «Homep kapTbly. Ons
aBTO3anosfiHeHNsa HoMmepa KapTbl NoAHecTU kapTy K cumTbiBaTento NOCIIE oTkpbITUA
OkHa gobaBneHus;

3) Haxatb kHony «[puMeHUTLY;

HobaBuTb KapTy
@O enageneua
Remer

HomMep KapThl
‘ 123456 ‘

4) B oKkHe HacTpoKKM 3amka oTobpasutcs fobaBneHHasi KapTa;
5) Tpwn HeobxogmmocTn fobaBuTh eLlé kapTol (He 6onee 100);
6) HaxaTb kHonKy «[TpUMEeHUTbY.

Ons yaaneHua OAHOMN KapTbl HaXaTb KHOMKY «Ypoanutb», ons yaoaneHnda BCcexX KapT Ha)XXaTb
KHOMKY «Ypganutb Bce KapTbi».

MpoBepuTb NOAKMIOYEHNE HaXXaTUEM Ha KHOMKY «OTKpbITb ABEPb» B HAacTpoOWKax 3amka Ha
cTpaHuue «YctponctBa — BHelwHue», 3aMOK AOMKEH OTKPbLITLCA Ha BpeMms, yKasaHHoe B rorne
«Bpems oTkpbITUA ABepu», a Ha cTpaHuue «MoHUTOP onepaTopa» AOMKHO U3MEHUTLCA COCTOSAAHUE

69/103



Pykoeodcmeo no akcrniyamayuu PDU 2.4 &m

3aMka. OTKpbITb OBEpb BO3MOXHO TaKkKe HaXaTWemM Ha MON3yHOK Ha KapTouyke YCTpoicTBa B
MOHWTOpPE onepaTopa.

® o

RemLockIndoor RemLockindoor

a8
=k

3atnokupoBaH Do
PasénokupoBaH

10.5. MogkntoyeHne CPDU

[nsa nogkntoyeHns ogHoro unm Heckonbkux CPDU Heobxoanmo:

B WEB-UHTepdence KoHTponnepa nepenTu Ha cTpaHuLy «YCTporcTBa — Po3eTkny»;
MoakntounTb kabenem k nopty RS-485 KoHTponnepa HoBbit CPDU. He gonyckaeTtcs
nogkntoveHne 6onee ogHoro Hosoro CPDU 3a ogHy onepauuio. Ecnv oo npoBefeHust
onepaumn k ocHoBHoMy KoHTponnepy yxe 6bin nogkntodéH CPDU, ux oTknoyeHne
He notpebyetcd. NogkniodeHne CPDU Ha dumsmyeckom ypoBHE BbINOMHSETCA B
COOTBETCTBMU C N.7.9;

HaxaTb KHOMKy «+ [obaeButb CPDU». B pesynbTaTe ycnewHoro noucka BO BCe
nameputenn Hoeoro CPDU OygeT 3anucaH agpec, a B ocHoBHol KoHTponnep 6yaet
3anucaHa KoHdurypaumst nogkntovéHHoro CPDU. B WEB-UHTepdoenice craHeT
OOCTYMHO COCTOSIHME perne U N3MepuTernbHbIX kaHanoB HoBoro CPDU. Ecnu oTBeTa
oT HoBoro CPDU He nony4eHo, To BbiBOAUTCHA coobuieHne «Owunbka. MNpoBepbTe
KOPPEKTHOCTb MoAkKmMoyeHus kabensi. YOeguTecb, YTO MOAKMOYEH TOMbKO OOWH
HenHnumanmampoBaHHbin CPDUy;

Cnegyowme CPDU nogkntoumTb aHanormyHo.

C6poc agpecos B CPDU un ounctka cnncka CPDU B ocHoBHOM KoHTponnepe

[nsa ncnonb3oBaHua CPDU, eguHoXabl COEANHEHHBIX C OCHOBHbIM KoHTponnepom no n.10.5,
B HOBOW KOHUrypaumm (okpyxeHun) nubo ¢ HoBbIM OCHOBHbIM KoHTponnepom Tpebyetca cbpoc

agpeca CPDU.

Mpun n3meHeHUN KoHUrypauum NOAKMIYEHHBLIX kK ocHoBHOMY KoHTponnepy CPDU TpebyeTtca
ouuncTtka cnncka CPDU B ocHoBHOM KoHTponnepe.

[na BbinonHeHns obeunx onepauuii He0BXOAUMO:

Y6eauntbes, uyto Bce CPDU, agpeca KoTopbix HE06X0ANMO COPOCUTbL, MOAKMOYEHDI K
OCHOBHOMY KoHTponnepy;

B WEB-UHTepdence KoHTponnepa neperTn Ha cTpaHnuy «YcTponcTea — Po3eTkuy;
HaxaTb kHonky «Cbpoc CPDUy;

B noseuBwemcs npurnaweHun «Mpu NOATBEPXAEHWM oOnepauun agpeca BCEX
noakntoyéHHeix CPDU OyayT cOpolueHbl, a gaHHble 060 Bcex CPDU B OCHOBHOM
KoHTponnepe — cTépTbi» HaxaTb «[loarBepanTtby Nnbo « OTMEHUTLY.

10.6. MopgknroyeHne HMI-gucnnea R-HTPx

K ogHomy nopTy RS-485 PDU MOXHO NOAKMOUYUTL TONbKO oavH aucnnen R-HTP. Onsa atoro:

Ha cTtpanuue «UHTepdeicbi» BbiBpaTb NMOPT, K KOTOPOMY MOAKIOYEH AMCNNER, U
YCTAHOBUTb MapameTpbl: ckopocTb — 9600, 4éTtHoCcTb — HeT, 1 cTon-6uT, AnvHa
OaHHBIX — 8, NPO3payHbI NOPT — HE OTMeYeH. HaxaTb KHONKY «[TpuMeHuUTb;

Ha cTtpaHuue «YcTporictBa — BHewHne» HaxaTb KHOMKy «+ [1o6aBuTby, BbIOpaThb
wabnoH «HMI-akpaH» 1 nopT, K KOTOPOMY NOAKMOYEH Ancnnen, Hanpumep, RS-485-
2, ykaszatb Modbus-agpec gucnnes;

HaxaTb KHOMKy Q pacronoXeHHy'o crpaea B CTPOKe AUChres;
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e B okHe HacTpoek BblGpaTb MCTOYHWMKM OaHHbIX (daT4MKM) ANt OTOOpaXkeHusl Ha
avcnnee. CoxpaHUTb U3MEHEHMsI.

10.7. MopknoYeHne NeHTOYHOM CUCTEeMbl OOHapyXXeHUsl NpoTeyku R-
WLX

Moaynb obHapyXeHus NpoTedkM UMeeT penenHbIn Bbixod, a Takke nopT RS-485/Modbus
(Tonbko ana R-WL-1S). MNogkntodeHne moayns k auckpetHomy Bxody PDU onvcaHo B nacnopTe Ha
R-WLx. Huxe aaHbl ykasaHusa no noaknioveHno mogyns k PDU:

e Ha cTtpaHuue «UHTepdpencbl» BbibpaTh NOPT, K KOTOPOMY MOAKMOYEH AUCMINEN, U
YCTaHOBUTb MapameTpbl: ckopocTb — 4800, 4éTtHocTb — HeT, 1 crton-6uT, AnuvHa
OaHHbIX — 8, Npo3payHbIi NOPT — HE OTMeYeH. HaxaTb KHOMKy «[puMeHnTbY;

e Ha cTtpaHuue «YcTtponctBa — BHelwHMe» HaxaTb KHOMKy «+ [o6aBuTb», BbiOpaTb
wabnoH «R-WL-1S» 1 nopT, K KOTOPOMY NOAKNIOYEH AMcnnen, Hanpumep, RS-485-2,
ykasaTb Modbus-agpec atoro moayns;

e HaxaTtb KHOMKy Q pacnonoXeHHYIo crpaBa B CTPOKE AUCNIes;
e B okHe HacTpoek BbIbpaTb MCTOYHUKM AaHHbIX (4AaT4ukM) Onst oTobpaxeHwst Ha
auncnnee. CoxpaHUTb N3MEHEHMS.

11. O6HOBNEHUe NporpaMmMHOro obecnevyeHuns
KoHTponnep noseonsieT npomssectn obHoeneHue MO u3 danna npoLmnBKY, pa3meLLEHHOro
Kak nokanbHo Ha [MK, Tak n Ha cepeepe TFTP.

®annbl ¢ OBHOBMEHUAMW OOCTYMHbI Ha CTpaHWLE TEeXHUYEeCKOW NOAOEPXKKWU, CCblNka Ha
koTopyto gaHa B n.0. MNepea ganeHenwWMn AeNCTBUAMM UX HAZo 3arpy3uTtb Ha [1K, ¢ koToporo 6yaet
npoussoauTbca obHoBneHne, nnbo Ha TFTP-cepsep.

11.1. O6HoBneHue MO ocHoBHOro KoHtponnepa us canna

Hwxe onucaHo obHoBneHue NO ocHoBHoro KoHTtponnepa PDU.

e [Ins nepexofa B pexxum ooHoeneHus N0 nepenitn B WEB-UHTepdelice Ha cTpaHuuy
«KoHTponnep». HaxaTb kHoMNKy «Pexnm obHoBneHus MO».

MOoHMUTOP

KoHTponnep
YCTpoACTBA ﬁ .

Mopgenb: R-MC3-32-4xS-A-MCL-1100-1.8
JKypHan Bepcus M0:1.5.3

AnnapaTHag pesusmnd: 'pdu-v2 3

S/N: 1700062

CeTb
PexumM o6HoBNeHUA N0 MepeaarpyauTtb

KoHTponnep
MMHOpT/SKCﬂOpT HaCcTpoOEK
YYeTHble 3anvcu

© Mpsroit Hepes TFTP
MpoTokonbI
BbiGepute dailn  daidn He BbiGpaH
Bpema
Watchdog -
CUrHanuz2almg

e OtkpoeTcsi okHO «O6HoBREeHMe MOy,
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O6HOBNEHNE NPOLUNBKMN

McnonesoeaTte TFTP

Boibepute daitn  dain He BbiGpaH

KypHan coofLueHui

B oTKpbIBLLEMCSH OKHE HaXkaTb Ha KHOMKYy «BbibepuTe dann» n 3agatb nyTb Kk danny
¢ 0. HaxaTtb kHoMKy «OTKPbITbY.

e Haxatb kHonky «OBHOBUTBLY.

Mocne 3aBepLieHuna obBHOBNEeHus Ha 3KpaHe noAaBuUTCcA yBeaomMmiieHne o 3aBepLleHnmn
NPOLUNBKN.

11.2. O6HoBneHue MO KoHTponnepa yepe3 TFTP

Mepen obHoBneHnem Ha cepeepe TFTP HeobxoamMmMo pasMecTuTb hann ¢ NPOLUMBKON, a B
KoHTponnepe HactpouTs IP-agpec n nopt cepsepa TFTP.

e Hactpoutb napametpbl TFTP-cepBepa;

MoHuWTOp RADIUS SNMP NTP SMTP TFTP Syslog
YCTpPOWCTBa .
Hactpowku TFTP
KypHar |P-agpec
10.251.2.69
Mopt
CeTb 69

KoHTponnep

Y4eTHble 3anvcu

MpoToKonbI

Ons nepexopa B pexuM obHoBneHus MO nepentun B WEB-UHTepdelice Ha cTpaHuLy
«KoHTponnep». HaxaTb kHOMNKy «Pexnm obHoBneHus MOy;

e [loctaButb ranoyky «Wcnonb3osatb TFTP», BBectM uma ddanna,

HaXaTb
«OBHOBUTLY;

O6HOBNEHME NPOLUMBKY

B icnonssoeate TFTP

®ann N0 BeeauTe umA daina

o [locne 3aBepLieHna OOHOBMEHUS Ha 3KpaHe nosaABuTCcA yseaomneHne o 3aBepieHnmn

MPOLLMBKY.
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11.3. O6HoBneHue MO nameputenbHbix moaynen n CPDU

Hwxxe onucaHo obHoBneHne BCTpoeHHoro MO namepuTensbHbiX (BCNOMOraTenbHbIX) Moaynen

Ha ocHoBHOM PDU w/unu CPDU. lMpoussogntca ogHoBpeMeHHOe OOHOBIeHue BCcexX Moaynewn,
ycTaHoBneHHbix B PDU unu 8 CPDU.

o [lepenTtn Ha cTpaHuly «YcCTponcTBa — Po03eTKu» U HaxaTb KHOMKY ’:' B NpaBoM
BEPXHEM yrny Tabnuubl po3eToK, BCTPOEHHbIX B OCHOBHOW GIOK unn BXoAdWmUX B
coctaB CPDU (B 3aBMCUMOCTM OT TOrO, kakme TpebyeTtcs obHOBUTL);

MoHWTOp ®asza/KoHTyp BHyTpeHHre  BHellHue

YCTpoOWCTEa
~ e
JKypHan
JlvHua  Mms Watchdog Bpems nepezanycka (cekyHp)
1 Socket1 2
CeTb
2 Socket2 2

e [loBTOpUTE NYHKTLI aHanorn4yHo pasgenam 11.1 wnun 11.2.
11.4. O6HoBneHue O TepmocTaTa

Hwxe onucaHbl gencrteus, Heobxoammele anst o6HosneHus MO TepmocTaTa.
e [lepenTn Ha cTpaHuly «YcTponcTea — BHelHWe», OTKPbITb HACTPOMKM TepMmocTaTa,

HaxaB 2 (B NpaBoW YacTn CTPOKN);
e B oTkpbiBLUEMCS OKHE NepenTn Ha BKNagky «loaknoyeHns».

HacTtpoiku "Thermocontrol”

PexumMbl ~
Hatunku Y4
MonkntoyeHus ~

1.26/3.1

Mcnonbsosate TFTP

BbiBepute aiin  daiin He BbiGpaH

Brumanmne! HacTpoiikiu nocnefoBaTeisHoro nopra;

OnuHa gaHHsIx: 8
YeTroOCTb: NO parity

e HaxaTb Ha KHOMKy «Bbibepute danny, ykasaTb NyTb K paisy ¢ NPOLUMBKON 1 HaXaTb
KHOMKY « OGHOBUTLY;

o [loxpaTbCa OKOHYaHWNA YCTaHOBKMU (conposomp,aeTc;I 3anosfiHeHnem nporpecc-6apa).

73/103



Pykoeodcmeo no akcrniyamayuu PDU 2.4 &m

12. PekomeHaauLmMmM no HaCTpomKe CUCTEM BepPXHEro ypoBHS

12.1. HacTpowmka pa6oTbi ¢ PDU B cucteme Zabbix

Ha cTtpaHuue 3arpy3ok KoHTponmepa MOXHO 3arpy3vTb YHMBEpCanbHbIW WabnoH Aans
ceTeBbIX ycTponcTe mapkn «kREM» — Template. REM_ALL.xml (ganee — LWa6noH).

MoctaBmTb PDU Ha MOHUTOPUWHT creayowmm obpasom:

1) Bontn B Zabbix, BBeas umMsa nonb3oBaTtens 1 naposb;
2) WmnopTtuposath LLabnoH B Zabbix cormacHo eé doMpMeHHOMY PYKOBOACTBY;
3) KnukHyTb «COOp AaHHbIX — Y3Mbl CETUY;

C [ A Hesaupueno

ZABBIX

MNanenu
MOHUTOPHHT
Yenyru
MHBEHTApM3aLMA

OTYETHI

COOp AaHHBIX

Ipynne! wabnoHos
Tpynne! yanoe cetw
LiaGnoHs
Yane cemm

Obcny»meanme
4) B OTKpbIBLUEMCH OKHE HaxaTb KHOMKy «Co3gaTb y3emn ceTu», PacrnofioXEHHYH B
BEpXHEM NEeBOM YrIy;
5) B OTKpbIBLLEMCS OKHE BBECTM UMS y3Mna CETU B COOTBETCTBYIOLLEM MOfE;
HoBei# y3en ceth

N

Yaencetn IPMI  Terwn Maxpocer Museutapuszauws  Lwdpoeanwe [NpecDpazosaqve 3HaYeHUA

—

MMA yana ceTy | REM R-MCS

Bugumoe nma

adnoHsl Bribpats

6) B none «lllabnoHbl» HaxaTb Ha «BbibpaTby;

MmR yana cetw | REM R-MCS

Bugumoe uma

LLIadnoHsl F Brifpats

7) B oTKpbIBLLEMCSI OKHE B CTPOKE Harne4vaTtaTb «power» U Bblopatb « Templates/Powery;
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LWaénoHel
Mpynna wadnoHa | power Beibpate
Templates
WA Templates/Power

YkaxuTe Kakoe-HuOy/ab ycnosue 8 (UNsTpe ANA NPOCMOTPA 3HAYSHWI

8) B BbiNaBLLeM cnucke oTMeTUTb NyHKT « Template_ REM_ALL», HaxaTb «BbibpaTb»;

LWa6noHel
Mpynna wadnoHa |RENLEIGESRNTTTESS Buibpats
MmA

APC Smart-UPS 2200 RM by SNMP

APC Smart-UPS 3000 XLM by SNMP

APC UPS Symmetra RX by SNMP

| Template_REM_ALL I
9) B none «[pynnbl y3noB ceTu» HaxaTb «BbibpaTby;

10) B oTkpbIBLIEMCS OKHE NOCTaBUTL ranoyky y «Powery n HaxaTtb «BbibpaTtby;
11) B none «MHTepdenchl» HaxaTtb «[JobaBnUTb;

Hoesil ysen cetw

¥Y3en cetw IPMI Terw  Maspocs ViHseHTapu3auma  LWndposaHue MNpeofpazosanne 3HaYeHui

Buawmoe nus

(WELELES Template REM_ALL X Boifpate
* FpyNNs! y2NOR caTy

Hurepdencst MHrepdedcs He 3358H0
| i;oéxaaufnl

12) B BbinaBwem cnucke BbibpaTb «SNMPy;

Hrrepdenc MHTepdedcH HE 3a0aHK

OobasuTe

OnucaHna AreuT

JMX
IPMI

Hadnwgenne yepes npoxcd | (53 npokcu) W

ANTUENPOEAHD |
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13) B nosiBMBLIEMCS MOfle BBoAA HacTpoek nogkntoveHus no SNMP Beectu IP-agpec
PDU, Bepcwuto npoTokona, onncaxme (npyu HeobxoaumocTw);

WHTepheRcs IP agpec

192.168.10.20

* Bepcua SNMP SNMF"vz v

* SNMP community | {3SMMP_COMMUNITY}

Makc. KEONWUYECTED NOBTOREHWRA ﬂ' 10

' Mcnons3osasue 00tedMHeH L 23NPOCos

14) B yanax cetv nosiButca gobaenenHbin PDU, K KOTOPOMY YyXe NPUMEHEH LabroH

MOHUTOpPWUHra;
@ ¥3en ceth foGaeneH
ounerp Y
[pynnil yaNoe ceTM | HaUHKTE NeYaTaTs ANA NOMCKa BriGpate CocToRkne AKTHBUPOBEHO [eakTEnposaHo
T O ———— Beidpate Hadnionexws uepes Cepssp | Mpoxen
vma Mpoxea
DNS Tern m Wnn
P er Conepur V|| BHadenue Yoanuts
lobasnTL
MopT E
Mua a BnemenTul fatbx  Topurmepst Tpadmkm ObxapyweHe  Be@ MWHrepdenc Mpoxeyn  Labnoss! CocToRHue: DocrynHocts  Wudbposanve arenta Mudo Ten
REMR-MC8  GnemenTsl Tpurrepsi Tpachuku Obxapywexwe Bed 192.168.10.20:161 Template REM_ALL AKTVEWPOBAHO =
AAHHBIX 449
e
Zabbix server SnemexTel Tpwrrepsl 59 Tpadmem 19 ObHapywexwe 5 Be@ 127.0.0.1:10050 Linux by Zabbix agent, AKTMBHPOEAHO E ﬂ IIH
AaHHBI 104 Zabbix server health
OTOGpaKEHO 2 M3 2 HARAEHHBIX
0 B&IGpaHD
»

15) AKTUBMPOBATb HYXXHbIE 3MEMEHTbI AAHHbIX.

[na aktuBauuu/geakTMBauuy 3N1EMEHTOB AaHHbIX B WabGnoHe (6yAeT NPpUMEHEHO KO BCEM
YCTPOWCTBaM, K KOTOpPbIM NpuBsidaH wabnoH) nepentn B «C60p AaHHbIX — LLabnoHbI»;
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ZABBIX WaGnaHe

Namenu

' MOHHTOPMHHT ¥ Mo

FHEBEHTAPHZALMA

OT4eT

COop NaHHbX
Tpynns walnoso Wae .
pynnkd yanog ceTH APC Smarl-LIFS 2200 RM

Llafinoew

16) B oTkpbiBLEMCA cChMcke HamTu wabnoH «Template REM_ALL», HaxaTb Ha
«ONemMeHTbl JaHHbIX»;

A U Wy e PO LTIE ISR T
COop paHHBIX DAHHLL 28
Tpynns! WwaGnoHos APC UPS Galaxy 3500 by SNMP Yano! C&TH  INEMEHTLI Tpurr
FaHHLI 26
TpyNAbI Y3N0E CETH
APC UPS Symmetra LX by SNMP VNl CETH  BNEMEHTH Towrr
LGN oHE AaHHBL 25
Y CeTH APC UPS Symmetra RM by SMNMP Yans! CETH  3NeMenThI Tpwrr
A aHHBIX
ObChy»MBaHWe
R APC UPS Symmetra RX by SNMP Warsl CETH  SNEMEHTHI Tpwrr
KoppenauwA cobumai L

il Template_REM_ALL ¥ans SNEMEeHTHI Tpwrm

caTH 1 DAHHGIN 448

OnoseweHun

17) B OTKpbIBLUEMCSI OKHE MOSIBATCS BCe 3NnemMeHTbl gaHHbix no OID u3 wabnoHa. Mo
ctonbuy «CocTosaHMe» BUOHO, aKTMBEH 3MEMEHT AaHHbIX UMK HET, TO eCTb ByaeT nu
Zabbix cobupaTtb gaHHble N0 JaHHOMY napameTpy;
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Wmr Tpurrepsl Kniou WHTepaan McTopua
Alarm status alarm m god
Controller name controllerName m 90d
CurrentTime currentTime m 90d
Firmware version fwVersion m god
Guard system status guard m 90d
Hit sensor hitSensor m god
Hardware revision hwRevision m 90d
PDU Bank Power-1 pduBankPower1 108 a0d
PDU Bank Power-2 pduBankPower2 105 90d
PDU Bank Power-3 pduBankPower3 10s 90d
PDU Bank Power-4 pduBankPowerd 108 aod
PDU Bank Power-5 pduBankPower5 105 90d
PDU Bank Power-8 pduBankPowerg 108 a0d
Input monitoring phase A Active Power. pduPowerPhaseAActivePower 305 90d
Input monitoring phase C Active Power. pduPowerPhaseActivePower 30s 90d
Input monitoring phase B Active Power. pduPowerPhaseBActivePower 30s a0d
System reboot status reboot bs 90d
Settings restore restore im a0d
Controller status status m god
Analog input index: 1 ainindex1 m 90d
Analog input index: 2 ainindex2 m a0d
Analog input index: 3 ainindex3 m 90d
18) [na maccoBom akTMBauuu/geakTusaumu

OWHaMUES U3MEHEHWA Tun Teru
365d SNMP arest AxTh
SNMP arext AKTABNPOBaHO
SNMP arest AKTVENDOEEHO
SNMP arest
365d SNMP arexT AKTMENPOBaHO
365d SNMP aresT AKTEMPOEEHO
SNMP arext AKTABNPOBaHO
385d SNMP arest AKTVENDOEEHO
365d SNMP arexT AKTMBMPOBaHO
365d SNMP arexT AKTMENPOBaHO
365d SNMP aresT AKTEMPOEEHO
365d SNMP arext AKTABNPOBaHO
385d SNMP arest
365d SNMP arexT AKTMBMPOBaHO
365d SNMP aresT AKTMENDOBEHO
365d SNMP arest AxTh HO
365d SNMP arext AKTABNPOBaHO
385d SNMP arest AKTVENDOEEHO
365d SNMP areHt
365d SNMP aresT [LeaKTHENPOBEHO
365d SNMP aresT [leaKTHEUPOBAHO
365d SNMP arexT [LeaKTMEMPOBAHO
MOXHO BblbpaTb MHTepecylowme

napameTpbl ¥ «AKTUBUPOBATEY UK « OTKMIOYNTBY UX;

- Condition address-2

T Condition address-3

Condition address-4

Condition wnit error code-1

- Condition unit error code-2

Condition unit error code-3

Cendition unit error code-4

4 bpano

Condition indax: 1

I Kom

I
AXTHEHMPOBATE II OTRnouuTs
| |

19) Ona npocMoTpa nony4aemblX AaHHbIX nepertu B «MoHuTopuHr — [locneaHue

OaHHbIe»;

78/103



Pykoeodcmeo no akcrniyamayuu PDU 2.4

ZABBIX

38N CaTH
REM R-MC3
REM R-MC3
REM R-MC3
REM R-MC3
REM R-MC32
REM R-MC3

REM R-MC3

[aHenu

MOHWTOPHHT
MpoGnem
Yanw cetn

MocnegHne AaHHbLie

Rem

3nemeHTbl JaHHbIX

Bee wabnods / Template_ REM_ALL  3nemMeHThl AaHHbIX 449 Tpwrr

Mpynne Wadnoxos Bulbpars

HELG LU Template_ REM_ALL X Buibpats

]

Koy

MpeofpasoBaHue 3Ha4YeHni BuiGpars

20) B oTkpbIBLIEMCSI OKHE HaxkaTb Ha MHTepecytowyo PDU;

ZABBIX

Manenu

MOHWTOPHHT
MpoGnemel
Yanbl cetu

MocneaHue AaHHLR

Kaptul ceTei

ODHapyxeHue

I pynnkl Y3N0OB CETH

Yane! cetm
Mmr
MoaduneTp BNUAET TONBKO HA OTUNETPOBAHHLIE 4

3Nbl CETH

REM R-MCS 19 §Zabbix server 104

component 104

21) B OTKPbIBLLEMCA OKHE 6yD,yT OTO6pa)KeHbI nocnegHme noly4YeHHble 3HaYeHUd,
BpemMA nocnegHen NpoOBEPKN, N3SMEHEHNE U CCbIJTIKA Ha FpaCbVIKI/I, €CIin X MOXHO

NOCTPOUTD;
Alarm status JE
Controller name

CurrenTima

Firmuware version
Guard system status 2]
Hardware revision

Hit sensor il

22) [nsa cmeHbl MHTEpBana NnpoBepKu No aneMeHTaMm JaHHbIX nepenTtn B « C6op AaHHbIX

— LLlaBnoHbI»;

23) BblbpaTb «3nemMeHTbl faHHbIX» WabnoHa « Template REM_ALL»y;
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MUy s FEIE LN T Sl 1 g
. CBop naHHbIX NAHHBD
Mpynnbl WabnoHos APC UPS Galaxy 3500 by SNMP W3 Tpurrepsl 22 Mpaduem
pynni! yanoe cemd
APC UPS Symmetra LX by SNMP YaNsl CETH  JNeMEHTH Tpwrrepol 22 Mpaduen
LlaGnosi AAHHBLLX
Yane ceti APC UPS Symmetra RM by SNMP YNl CBTH  SNeMeHTH TpHrrepe! Mpabue
ABHHBL
ObCmysMEaHue
APC UPS Symmetra RX by SNMP Yans! CATH  SNEMEHTE Tpurmepsl 22 Mpadwem
KoppenAumA columid .
PR Lglal = b
GHAPY - . .
OCpyREEg emplata_REM_ALL Vans SNEMEHTL TpHrTapsI paMEm
CETH 1 AHHE 44
OnoBewLeHHa

24) B OTKpPbIBLLUEMCS CMMCKE 3TIEMEHTOB AAHHBIX KIUKHYTh HYXXHBbIA;

COop AaHHBIX - CurrentTime currentTime
Mpynnes wabnoxos Firmware version fw\ersion
[pynnel Yanoe cem Guard system status guard
LUa6noHe! Hit sensor hitSensor
Yane! ceTH Hardware revision hwRevision

MaHenu

25) B oTKkpblBLIEMCH OKHE WM3MeHUTb napameTtp «WHTepBan oBGHOBNEHMS,

LUMdpoBOE 3HAYEHNE U MAapaMeTp «M» AN MUHYT UMK «S» AN CEeKyHS;
SnemeHTHI AdaHHbBIX
Bce watnone / Template_REM_ALL  3nemesThl JaHHBX 445 Tpurreps

SNEMEHT faHHbl  TerwW penobpaboTia

WMmA | Hit sansor
Tan | SMMP aredr
*Hnd | hitSensor
Tun wxchbopMauMy | YMcnoeofd (LBNOE NONGHWTEN:}
"SMMP 21D | 1.3.6.1.4.1.52964.1.1.1.4.0

EQsHMLE M3MEPEHNA

* WHTepaan uﬁdna:len'n{l 10s

26) HaxaTtb «OB6HOBUTb» N y6eanTbCH, YTO UHTEPBan U3MEHWCS.

— Alarm siamus aarm
. C6op faHHbIX

Controller name controllerName
Mpynnkl wabnoxHos

CurrentTime currentTime
Tpynnel y3N0B CETH

Firmware version fwWersion
LLiaGnous

Guard system status guard

Yanki CETH

Hit sens tsen
OBcny»msaHue hitSensor

13. TpaHcnopTUpPOBKa U XpaHeHue

ykasaB

PDU B ynakoBaHHOM BuWAe [oryckaeT TpaHCNopTUpOBaHWE BCEMW BMAAMW TpaHcnopTa,
KpoMe HeoTannmBaemblX U HerepMeTU3MpPOBaHHbLIX OTCEKOB CaMonéTa, npu yCcroBuM 3awuTbl OT

npamMmoro BO34ENCTBNA aTMOC(beprIX OCajkKoB, B yCIOBUAX:
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e TemnepaTypa okpyxatowiero sosgyxa (—5...+60) °C;
e OTHOCKTENBHAadA BNaXxHOCTb Bo3ayxa o 95 % npu temnepatype +35 °C;

e MexaHuyeckne BO3OEWCTBUS He [JOMKHbI MpeBblwaTtb ycrosus rpynnbl N2
OCT P 52931-2008.

14. TexHu4yeckoe obcnyxmBaHue

PDU He HyxpaeTcs B TEXHUMYECKOM OBCMyXuBaHWM B TEeYEHME NacrnopTHOro nepuoga
akcnnyaTaumu. VcknoyeHvem MOryT SBAATbCA BWHTOBbIE KMNEMMHMKW, KOTOpble Heobxoaumo
NOATArMBAaTL NPU yXyALWEHUN KOHTaKTa.
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MpunoxeHue A. Pernctpbl Modbus

A.1. Tvunbl noaaepXXuBaeMbiX KOMaHA

KomaHpa | Kop OnucaHue
RC 0x01 | YTeHue TekyLLero cocTosiHuA ynpasnsieMbix po3eTok (Read Coils)
RDI 0x02 | YteHue TekyLLero coctossHUA AnckpeTHbIX Bxoaos (Read Discrete Inputs)

RHR 0x03 | YteHue pernctpoB xpaHeHunsa (Read Holding Registers)

RIR 0x04 | YrteHue peructpos (Read Input Registers)

WSC 0x05 | NameHeHne cocTosaHus ynpaensaemon po3eTkn (Write Single Coils)

WSR 0x06 | NameHeHne oagHoro pernctpa (Write Single Holding Register)

WMC OXOF | NameHeHne cocTosHU HecKomnbkux ynpasnsembix poseTtok (Write Multiple
Coils)

WMR 0x10 | N3ameHeHne Heckonbkux permctpoB (Write Multiple Holding Registers)

A.2. PopmMaT AaHHbIX

BOOL — gnckpeTHoe 3HayeHune «Bkn/BbIkn»
U16 - be33HnakoBoe 16-6uTHOE Lenoe Ynucrno
S16 - 32-6MTHOE LIEeN0e YMNCO CO 3HAKOM

F32 - 32-6uTHOE umncro ¢ NnaBatoLLen To4KoM no ctaHgapTam IEEE

A.3. ObpaboTka ownbokK

01 - MpuHATLIV koA (PYHKUMK HE MOXeT BbITb 0bpaboTaH.
02 - Agpec fgaHHbIX, ykasaHHbIV B 3anpoce, HeJOCTYMeH.

03 - 3HadveHue, copepkalleecs B Mofe [AaHHbIX 3anpoca, SABMseTCs HegonyCTMMON
BENUYNHON.

bl04 - HeBoccTaHaBnMBaeMasi owmMbka nMena MecTo, noka BegomMoe yCTpOVICTBO nblTaroCb
BbIMOJTHUTb 3aneGOBaHHOG neuncrTeue.
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A.4. OnucaHue perucTpos

A.4.1. Peructpbl ynpaBnsieMbiX po3eTokK

dusnyeckum agpec HasBaHue ®dopmar
KomaHabl OnucaHue perucrpa
Modbus perucrpa AaHHbIX
0x0000 RC/WSC/WMC RELAY1 BOOL CoctosiHne poseTku 1
0x0001 RC/WSC/WMC RELAY2 BOOL CocTosiHne poseTku 2
0x0002 RC/WSC/WMC RELAY3 BOOL CocTosiHne po3eTku 3
0x0029 RC/WSC/WMC RELAY42 BOOL AC;CTO”””e poseTin
A.4.2. Peructpbl ynpaBnsiembix po3setok (CPDU1)
dusnyeckumn agpec HasBaHue ®dopmart
KomaHgbl OnucaHue perucrpa
Modbus peructpa AaHHbIX
0X0050 RC/WSC/WMC C1-RELAY1 gooL | COcToRHme posetku 1y
CPDU1
0X0051 RC/WSC/WMC C1-RELAY2 BooL | COCTORHMe poseTkn 2y
CPDU1
0X0052 RC/WSC/WMC C1-RELAY3 gooL | CocToAHue poseTkm 3y
CPDU1
0X0079 RC/WSC/WMC C1-RELAY42 BooL | COCTORHMe poseTku 42y
CPDU1
A.4.3. Perucrtpbl AUCKPETHLIX BXOAOB
Punsmnyecknmn agpec HasBaHue ®dopmart
KomaHgbl OnucaHue perucrtpa
Modbus perucrtpa BaHHbIX
0x0400 RDI DIN1 BOOL CocTosiHne anckpeTHoro Bxoaa 1
0x0401 RDI DIN2 BOOL CocTosiHne anckpeTHOro Bxoaa 2
0x0402 RDI DIN3 BOOL CocTosiHne anckpeTHoro Bxoaa 3
0x0403 RDI DIN4 BOOL CocTosiHue anckpeTHoro Bxoaa 4
0x0404 RDI DIN5 BOOL CocTosiHne anckpeTHoro Bxoaa 5
0x0405 RDI DIN6 BOOL CocTosiHue anckpeTHOro Bxoaa 6
0x0406 RDI DIN7 BOOL CocTosiHue anckpeTHoro Bxoada 7
0x0407 RDI DIN8 BOOL CocTosiHne anckpeTHoro Bxoaa 8
0x0408 RDI DIN9 BOOL CocTosiHue gnckpeTHoro Bxoaa 9
0x0409 RDI DIN10 BOOL CocTtosiHne agnckpeTHoro Bxoga 10
0x040A RDI DIN11 BOOL CocTosiHne anckpetHoro Bxoga 11
0x040B RDI DIN12 BOOL CocTosiHne anckpeTHoro Bxoga 12
A.4.4. Pernctpbl aHanoroBbiX BXoA0B
Pusmyeckum agpec HasBaHue ®dopmar
Komanabl OnucaHue perucrtpa
Modbus peructpa AaHHbIX
0x0600 RIR AIN1 ule6 CocTosiHne aHanorosoro exoaa 1, MA
0x0601 RIR AIN2 ul16 CocTosiHMe aHanoroBoro Bxoaa 2, MA
0x0602 RIR AIN3 ul16 CocTosiHMe aHanoroBoro Bxoaa 3, MA
0x0603 RIR AIN4 ule6 CocTosiHne aHanorosoro exoaa 4, MA

A.4.5. Peructpbl coctossiHua KoHTponnepa
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Rem

Pusmnyecknn agpec HasBaHue ®dopmar
KomaHabl OnucaHue perucrtpa
Modbus peructpa AaHHbIX
0x0700 RHR HW_REV Ul6 AnnapaTHasa peBu3ns KOHTponnepa
0x0701 RHR FW MAJ U16 Bepcusa MO KoHTponnepa, ctapluiee
- yncno
0x0702 RHR FW MIN U16 Bepcus MO KoHTponnepa, cpeaHee
- yncno
00703 RHR FW MICR U16 Bepcus MO KoHTponnepa, mnaalee
- ynucno
0x0704 RHR RESERVED ui6
0x0705 RHR RESERVED uU16
0X0706 RHR STATUS U16 CTaTyc KOHTpOJjnepa: 0 - Normal, 1 —
Almin, 2 — Almaj
00707 RHR ALARM U16 CoctosHue aBapuu: 0 — aBapust
oTtcyTcTByeT, 1 - aBapusi
00708 RHR GUARD U16 CocTtosHue oxpaHbl: 0 — CHAT C OXpaHbl,
1 — Ha oxpaHe

A.4.6. Perucrpbl uamepeHui Ha BBoAe NUTaHus
dusnyeckumn agpec ®dopmart
KomaHabi HasBaHue perucrtpa OnucaHue peructpa

Modbus OaHHbIX
0x0800 RIR PHASE_NUM uU16 Yucno das
0x0801 RIR PHASE_A_VOLT ul6 HanpsixeHue Ha dase A, 10-B
0x0802 RIR PHASE B VOLT Ul6 HanpsikeHue Ha dase B, 10-B
0x0803 RIR PHASE _C VOLT Ul6 HanpsixeHue Ha dase C, 10-B
0x0804 RIR PHASE_A_CURR uie6 Tok cpasel A, 100-A
0x0805 RIR PHASE_B_CURR ui16 Tok cpasel B, 100-A
0x0806 RIR PHASE_C_CURR ui16 Tok cpasel C, 100-A
0x0807 RIR PHASE_A_POW Ul | AKTVBHAA MOLLHOCTL (pasel A,

- = 10-xkBT

AKTMBHas MOLHOCTb (hasbl B,

0x0808 RIR PHASE_B_POW ui16

- - 10-xkBT
0x0809 RIR PHASE_C_POW Ule | AKTMBHaT MolwHocTe dhasel C,

- = 10-kBT
0x080A RIR TOTAL_POWER U16 fg_":g'fp*'a’" AKTVIBHAA MOLIHOCT®,
0x080B RIR BANK_NUM Ul6 Yucno koHTypoB
0x080C RIR BANK 1 VOLT Ul6 HanpsikeHue Ha koHType 1, 10-B
0x080D RIR BANK 2 VOLT uUl6 HanpskeHue Ha koHType 2, 10-B
0x080E RIR BANK_3_VOLT ul6 HanpsixeHue Ha koHType 3, 10-B
0x080F RIR BANK_4_VOLT ul6 HanpsixeHune Ha koHType 4, 10-B
0x0810 RIR BANK_5_VOLT ul6 HanpsixeHue Ha koHType 5, 10-B
0x0811 RIR BANK_6_VOLT ul6 HanpsixeHue Ha koHType 6, 10-B
0x0812 RIR BANK_1_CURR ul6 Tok koHTypa 1, 100-A
0x0813 RIR BANK_2_CURR ul6 Tok koHTypa 2, 100-A
0x0814 RIR BANK 3 CURR uUl6 Tok koHTypa 3, 100-A
0x0815 RIR BANK 4 CURR uUl6 Tok koHTypa 4, 100-A
0x0816 RIR BANK 5 CURR uUl6 Tok koHTypa 5, 100-A
0x0817 RIR BANK 6 CURR Ul6 Tok koHTypa 6, 100-A
0x0818 RIR BANK_1_POW u16 '?‘S_TEBB:” MOLWHOCTE KOHTYPa 1,
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Rem

Pusmnyecknn agpec dopmat
KomaHabl HasBaHue peructpa OnucaHue peructpa
Modbus OaHHbIX
0x0819 RIR BANK 2 POW U16 AKTVBHasa MOLLHOCTb KOHTYpa 2,
- 10-kBT
OXO81A RIR BANK 3 POW U16 AKTVBHasa MOLLHOCTb KOHTYpa 3,
- 10-kBT
00818 RIR BANK 4 POW U16 AKTUBHas MOLLHOCTb KOHTypa 4,
- = 10-kBT
0X081C RIR BANK 5 POW U16 AKTUBHas MOLLHOCTb KOHTypa 5,
- = 10-kBT
0x081D RIR BANK_6_POW U16 AKTVBHas MOLLHOCTb KOHTYypa 6,
10-kBT
0X081E RIR BANK_1 ACTIVE_ENERGY | Ule | /\KTvBHa aHeprus korTypa 1,
- - kBT-4-10
0X081F RIR BANK_2_ACTIVE_ENERGY Ule | A\KTVBHaRA SHEPTUA KOHTYPa 2,
- - kB1-4-10
0X0820 RIR BANK_3 ACTIVE_ENERGY | U16 | /\KTVBHAA 3HEpIa KoHTypa 3,
kB1-4-10
0x0821 RIR BANK_ 4 ACTIVE_ENERGY | Ule | /\KTvBHaZ aHeprus koHTypa 4,
kBT-4-10
0x0822 RIR BANK_5_ACTIVE_ENERGY | Ul | /\KTMBHas 3HEpIWA koHTypa 5,
- - kB1-4-10
0x0823 RIR BANK_6_ACTIVE_ENERGY Ule | AKTVBHas SHEPTUA KOHTYPa 6,
- - kB1-4-10
0x0824
- RIR RESERVED
0x082F
AKTMBHas aHeprusa dasbl A,
0x0830 RIR PHASE_A_ACTIVE_ENERGY ui16
kB1-4-10
AkTrBHas aHeprmsa dasbl B,
0x0831 RIR PHASE_B_ACTIVE_ENERGY ui16
kBT4-10
AkTrBHas aHeprusa dasbl C,
0x0832 RIR PHASE_C_ACTIVE_ENERGY ui16
- = - kBT4-10
0x0833
- RIR RESERVED uie6
0x0838
0x0839 RIR TOTAL_ACTIVE_ENERGY Ule | CYMMaPHas aKTvBHas SHEprus,
- - kBT-4-10
A.4.7. Perucrtpbl U3MepeHUI Ha po3eTKax
dusnyeckumn agpec ®dopmart
KomaHabl | HasBaHue peructpa OnucaHue perucrtpa
Modbus AaHHbIX
0x0000 RIR LOAD_NUM ul6 Yucno poseTok
0x0001 RIR LOAD_1_VOLTAGE ui16 HanpsikeHue Ha poseTke 1, 10-B
0x0002 RIR LOAD_2_ VOLTAGE ui16 HanpsikeHue Ha poseTke 2, 10-B
0x0003
- RIR
0x0029
0x002A RIR LOAD 42 VOLTAGE HanpsikeHne Ha poseTke 42, 10-B
0x002B
- RIR RESERVED
0x0038
0x0039 RIR LOAD_1_CURRENT Tok Ha poseTke 1, 100-A
0x003A RIR LOAD_2 CURRENT Tok Ha poseTke 2, 100-A
0x003B RIR
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Pusmnyecknn agpec ®dopmar
KomaHnabl | Ha3BaHue peructpa OnucaHue perucrtpa
Modbus AaHHbIX
0x0061
0x0062 RIR LOAD_42_CURRENT Tok Ha poseTke 42, 100-A
0x0063
- RIR RESERVED
0x0070
00071 RIR LOAD 1 POWER AKTMBHas MOLLHOCTb Ha po3eTke 1,
- 10-kBT
0x0072 RIR LOAD_2_POWER AKTMBHas MOLLHOCTb Ha PO3eTKe 2,
10-kBT
0x0073
- RIR
0x0099
OX009A RIR LOAD_42_POWER AKTMBHas MOLLHOCTb Ha po3eTke 42,
10-kBT
0x009B
- RIR RESERVED
0x00A8
0X00A9 RIR LOAD_1_ENERGY Ul | AKTVBHaR oHepris Ha poseTke 1,
- kBT4-10
OX00AA RIR LOAD 2 ENERGY U16 AKTUBHasA 3Heprus Ha poseTke 2
- - kB1-4:10
0x00AB
- RIR ui6
0x00D1
0X00D2 RIR LOAD_42_ENERGY u16 AKTUBHERA SHEPIVA Ha POIETKE 42,
- - kB1-4:10
A.4.8. Peructpbl KOHAMUMOHepoB Rem
Pusunyeckum dopmart
KomaHabl HasBaHue perucrtpa OnucaHue peructpa
appec Modbus AaHHbIX
[NopsakoBbIn HOMep
0x0CO00 RHR/WSR/WMR COND_ID uU16 KOHOMLMOHEpa B CrcKe
BHELLHWUX YCTPOMNCTB
0x0C01 RHR/WSR/WMR COND_ON_OFF uU16 BkntoyeHne koHaMUMOHepa
0x0C02 RHR COND_T_EVAPOR ul6 TemnepaTypa ucnapwurtens, °C
0x0C03 RHR COND_T_COND ui6 TemnepaTypa koHOeHcaTopa, °C
0Xx0C04 RHR COND_T_INDOOR u16 Temneparypa BHyTpeHHero
- - 6noka, °C
0x0C05 RHR COND_STATUS U16 Craryc ycrpowctsa: 0 — Normal,
- 1 - Alarm min, 2 — Alarm maj
0x0C06 RHR COND_ERR uU16 Macka aBapui koHOMLUMOHEPa
0x0C07 RHR COND_TEMP_RET U16 Temneparypa vcxopsiero
- - BO3ayxa
0Xx0C08 RHR COND_TEMP_SUP u16 Temneparypa BxoAsLIero
- - BO3ayxa
0x0C09 RHR COND_HUM_RET u16 BriaxknocTe ucxoaawero
- - BO3ayxa
0XOCOA RHR/WSR/WMR COND_OFF PT u16 Temneparypa orknioeHus
oxnagutens, °C

86/103




Pykoeodcmeo no akcrniyamayuu PDU 2.4

Rem

Pusmnyeckumn dopmat
KomaHabl Ha3BaHue perucrtpa OnucaHue peructpa
appec Modbus OaHHbIX
0X0COB RHR/WSR/WMR COND_HYST u16 rucrepeaic oTkioueHIs
oxnagutens, °C
0Xx0COC RHR/WSR/WMR | COND_HEAT OFF_PT u16 Temneparypa sinioueHus
- - - HarpeBa, °C
0x0COD RHR/WSRMWMR |  COND_HEAT_HYST U16 FucTepesve Brtoqenns
- - Harpesa, °C
OXOCOE RHR/WSRWMR | COND_FAN_OFF_PT u16 Temneparypa okniouetus
BHYTPEHHero BeHTunsTopa, °C
Ox0COF RHR/WSR/WMR COND_HUM_SET Ul6 YcTaBka BNaXXHOCTU
0x0C10 RHR/WSR/WMR COND_SENS_SET U16 Aonyctumas norpelrocte
YCTaHOBKM BNaXHOCTU
0x0C11 RHR/WSR/WMR COND_TEMP_SET uil6 YcTaBka TemnepaTypbl
0x0C12 RHR/WSR/WMR | COND_TEMP_SENS_SET u16 Aonyctvmas norpewrocte
- - - YCTaHOBK/ TemnepaTypsbl
0x0C13 RHR/WSR/WMR | COND_HIGH_TEMP_SET ul6 BepxHui npegen temnepartypbl
0x0C14 RHR/WSR/WMR | COND_LOW_TEMP_SET ul6 HwxHWIn Nnpegen Temnepatypbl
0x0C15 RHR/WSR/WMR | COND_HIGH_HUM_SET ul6 BepxHui npeaen BnaxHocTu
0x0C16 RHR/WSR/WMR | COND_LOW_HUM_SET ul6 HwxHWIN Nnpegen BNaxHocTn
A.4.9. Perucrtpbl BHellHero gatTymka temnepartypbl RS-T1
Pusunyeckumn ®dopmar
KomaHngbl HasBaHue peructpa OnucaHue peructpa
apgpec Modbus OaHHbIX
MopsiAKoBbIN HOMEP AaTynka
0x0EOQ0 RHR/WSR/WMR TEMP_EXT_ID ul6 Temnepatypbl B CUCKE BHELUHUX
YCTPOWCTB
OXOEO1 RHR TEMP_EXT_VALUE u16 TemnepaTypa BHELIHEro AT mka
Temnepartypsl, °C * 10
0X0E02 RHR/WSR/WMR | TEMP_EXT_ALMIN_L U16 Hipkiui iopor NpeAynpexaeHis no
- - - Temnepartype, °C
0X0E03 RHR/WSR/WMR | TEMP_EXT_ALMIN_H u16 BepxHuit nopor npeAynpexaeHus
- - - no temneparype, °C
OXOE04 RHR/WSR/WMR | TEMP_EXT ALMAJ_L u16 HuwxHu nopor Tpesory no
- - - Temnepartype, °C
0XOEO5 RHR/WSR/WMR | TEMP_EXT_ALMAJ_H u16 BepxHuit nopor pesoru no
Temnepartype, °C
Ox0EQ06 RHR/WSR/WMR TEMP_EXT_HYST ul6 crepesnc, °C
A.4.10. Pernctpbl NEHTOYHOro AaTymka npoteykn RS-WL-1S
Pusmyeckum ®dopmar
KomaHabl HasBaHue peructpa OnucaHue perucrpa
appec Modbus AaHHbIX
[NopsakoBbIN HOMEP AaTymka
0x1000 RHR/WSR/WMR FLOOD_ID ui16 NPOTEYKN B CMIUCKE BHELLIHUX
YCTPOWCTB
Cratyc npoteyku: 0 — HeT
0x1001 RHR FLOOD_DETECTED ul6 npoTeyku, 1 — obHapyxeHa
npoTeuka
Cratyc curHanmsauum: 0 —
0x1002 RHR FLOOD_ALARM_DETECTED uUl6 curHanusaums oTkmnodeHa, 1 —
CUrHanusauusi BKIoYeHa
CkopocTb nepeaayn, nepeas
0x1003 RHR/WSR/WMR FLOOD_BAUD_MAJ ule6
yacTb, 6ut/c
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dPusmnyeckumn ®dopmar
KomaHabi HasBaHue peructpa OnucaHue peructpa
appec Modbus AaHHbIX
0x1004 RHR/WSR/WMR FLOOD_BAUD_MIN ule | CKOPOCTe nepepauu, BTopas
yacTtb, but/c
0x1005 RHR/WSR/WMR FLOOD_ALARM_DELAY ule6 3agepxka curHanusaumm, ¢
0x1006 RHR/WSR/WMR FLOOD_ADDRESS Ul | A\APSCYCTPOUCTBA Ha LMHe
- Modbus
A.4.11. Peructpbl Rem 3amka REM-LOCK-x
Pusmnyeckumn Popmat
KomaHabl HasBaHue perucrtpa OnucaHue perucrpa
appec Modbus OaHHbIX
0x1100 RHR/WSR/WMR LOCK_ID U16 MopsAKoBLIM HOMEp 3amka B Crncke
BHELLUHWX YCTPOWCTB
0x1101 RHR RESERVED Ul6
Cratyc pyuyku: O — HeT cBAsun, 1 —
0x1102 RHR LOCK_STATUS Ul6 3abnoknpoBaHa, 2 —
pasbnokmpoBaHa, 3 - OTKpbITa
0x1103 RHR LOCK_OPEN U16 CraTtyc 3amka: 0 — 3abnokvpoBaH, 1
- pa3bnokmpoBaH
0x1104 RHR RESERVED Ul6
0x1105 RHR/WSR/WMR LOCK_ADDRESS ui16 Appec ycTtponcTea Ha winHe Modbus
0x1106 RHR/WSR/WMR | LOCK_WAIT_OPENING Ul6 3agepxka OTKpbITUSI 3aMKa, C
A.4.12. Peructpbl Tepmoctata R-MCx-DMTH
Pdusmyeckum ®dopmat
KomaHpgbl HasBaHue perncrtpa OnucaHune perucrTpa
appec Modbus OaHHbIX
0x1200 RHR/WSR/WMR THERM_ID Ule | NOPAAKOBbIV HOMEp TepmocTaTa B
- CNncke BHELWHNX YCTPOUCTB
0 *
0x1201 RHR THERM_DS1 U16 Ig""”epawpa parunka Tut, °C
0, *
0x1202 RHR THERM_DS2 U16 Ig""”epawpa natumka Tu2, °C
Temnepatypa JaTymka
0x1203 RHR THERM_TEMP ul6 TemnepaTypbl U BNa)KHOCTU, °C
* 10
0x1204 RHR THERM_HUMID Ul6 BnaxHocTtb, % * 10
0x1205 RHR THERM_EXT VAL Ul | NoKasanva Temneparypol
- - Hapy>xHoro gart4uka, °C * 10
0x1206 RHR THERM INT VAL U16 [Moka3aHnsa OCHOBHOrO (aKTMBHOIO)
- = natuuka (BHyTpu wkada), °C * 10
0x1207 RHR THERM_ACTIVE_STATE ule | COCTORHVE pene aktvsHoro
- - obopynoBaHus
0x1208 RHR THERM_FAN_STATE ule CocTosiHue pene B
0x1209 RHR THERM_HEAT_STATE ul6 CocTtosHue pene HarpesaTtens
0X120A RHR/WSR/WMR THERM_ADDRESS ule | \APECTepmocTarTa Ha e
Modbus
0x120B RHR/WSR/WMR THERM_ON_OFF Ut | BRMOUMTE/BLIKTIONUTE OOMeH
- - AaHHbIMU C TEPMOCTATOM
(o] *
0x120C RHR/WSR/WMR THERM_TEMP_MAX u16 gﬂo”””Ma“b”a” Temneparypa, °C
0 *
0x120D RHR/WSR/WMR THERM_TEMP_MIN u16 gﬂoaKC”Ma“b”a” Temneparypa, °C
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dPusmnyeckumn dopmat
KomaHnabl HasBaHue peructpa OnucaHue perucrtpa
appec Modbus OaHHbIX
0X120E RHR/WSR/WMR THERM_HUM_HYST Ul | |VCTEPESUC OTHOCHTENbHON
BnaxHoctu, % * 10
0x120F RHR/WSR/WMR THERM_HUM_MAX Ule | Makoumanshbii yposen
- - OTHOCUTENBLHON BnaxHocTn, % * 10
0x1210 RHR/WSR/WMR |  THERM_HUM_ALARM Ul | AABAPUWMHBIA ypoBSHD
- - OTHOCUTENBbHON BNaXHocTn, % * 10
0x1212 RHR/WSR/WMR | THERM_SENS_PRIO1 U16 | [JaTuvk c nproputeTom 1
0x1213 RHR/WSR/WMR | THERM_SENS_PRIO2 U16 | [JaTuvk c nproputeTom 2
0x1214 RHR/WSR/WMR |  THERM_SENS_PRIO3 U16 | [atumk c npropuTeTom 3
0x1215 RHR/WSR/WMR RESERVED U16
0x1216 RHR/WSR/WMR THERM_SENS_EXT Ule | HaPYXHbIA paTunk
TeMI'IepaTypbl
0x1217 RHR/WSR/WMR | THERM_SENS_ENABLED ul6 Bkn/Bbikn gatyunkos
0x1218 RHR/WSR/WMR | THERM_RELAY_MIN_SW ule | MuHumancHoe spems
- = nepekioYeHus pere, ¢
0x1219 RHR/WSR/WMR THERM_OTP_ENABLED uil6 Bkn/Bbikn 3awuTbl OT Neperpesa
0x121A RHR/WSR/WMR THERM_OTP_LEVEL Ule | MakoumanbHas remneparypa
neperpesa, °C * 10
0x121B RHR/WSR/WMR THERM_OTP_HYST ute | g‘f‘fgewc salmTLl OT Neperpesa,
0x121C RHR/WSR/WMR | THERM_COLD_START_EN uil6 Bkn/Bbikn xonogHoro ctapta
0x121D RHR/WSR/WMR | THERM_COLD_START_LVL | U16 ng "f:%pawpa XOnoAHoro crapra,
0x1220 RHR/WSR/WMR THERM_FAN_HYST uil6 'mcTepesuc oxnaxaerus, °C * 10
0x1221 RHR/WSR/WMR THERM_HEAT_HYST u16 'nctepesuc HarpesaTens, °C * 10
A.4.13. PerucTtpbl gatymMka Temnepartypbl U BnaxHoctn RSHT-1
Pusunyeckum dopmart
KomaHngbl HasBaHue peructpa OnucaHue perucrtpa
appec Modbus AaHHbIX
[MopsiaKkoBbLIN HOMEP AaTyMKa
0x1400 RHR/WSR/WMR RSHT1_ID uUl6 RSHT-1 B cnmMcke ANCKPETHbIX
BXOA0OB
0x1401 RHR RSHT1_TEMP U16 | Temnepatypa, °C * 10
0x1402 RHR RSHT1_HUM Ul6 | BnaxHoctb, % * 10
0x1403 RHRWSR/WMR | RSHTL TEMP HIGH MAJ | Ule | CoPXHuvinopor 1pesoru no
Temnepartype, °C * 10
0x1404 RHRAWSRIWMR | RSHTL TEMP_HIGH_MIN | U1 | DCPXHAVITIOPOT npeaynpexzaenys
no Temnepartype, °C * 10
0x1405 RHR/WSR/WMR | RSHT1_TEMP_LOW_MAJ | Ul | /PKH¥ nopor Tpesorv mo
- - - Temnepartype, °C * 10
0x1406 RHRAWSR/WMR | RSHTL_TEMP_LOW_MIN | U1 | HVKHAV nOPOr npeaynpexaenis
- - - no temnepartype, °C * 10
0x1407 RHR/WSR/WMR | RSHT1 HUMID_HIGH_MAJ | U1g | CEPXHuv nopor Tpesoru no
BRna)xHoctn, % * 10
RSHT1_ BepxHuii nopor npeaynpexaneHns
0x1408 RHR/WSR/WMR HUMID_HIGH_MIN u16 no BnaxHoctu, % * 10
0x1409 RHRAWSR/WMR | RSHT1_HUMID_LOW_MAJ | U1 | HWKHu# nopor Tpesoru no
- - - Bna)xHocTn, % * 10
O0X140A RHR/WSR/WMR | RSHT1_ HUMID_LOW_MIN | Ul | _V/PKHWM NOPOT MpeaynpexaeHus
- - - no BnaxHoctu, % * 10
0x140B RHR/WSR/WMR RSHT1_TEMP_HYST u16 ictepesnc Temnepatypel, °C * 10
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Pusunyeckumn dopmat
KomaHgbl Ha3BaHue perucrtpa OnucaHue perucrpa
appec Modbus OaHHbIX
0x140C RHR/WSR/WMR RSHT1_HUMID_HYST ui6 Mmctepesnc BnaxHocTn, % * 10
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MpunoxeHune b. APl ru6kon norukun (Python)

B.1. Moaynb rem_api

HaHHbli  Moaoynb HeobxoaMm B NOGOM  ckpunte —

OH npedocTaBnseT YHKUUM

HULManusaummn n genHuuanusaummn API, 6e3 KOTopbiX CKPUNT HE Ha4yHeT paboTy C KOHTPOJIIEPOM.
[MoMMMO 3TOro, B HEM €CTb (DYHKLMSA NIOrMpoBaHns, KOTopasi HanpaensieT coobLLEHUS B 10T XXypHara
ckpuntoB. OnucaHue yHKUMIA NpeacTaeneHo B Tabnuue b.1.

Tabnuua b.1 — Onucanune yHKUMIA MOAYNsa rem_api

Homep | HazBaHue AprymeHTbl OnucaHue
1. init() Het Hauano pa6oTtebl c APl Remer, 6e3 unHuyuanusayuu He 6yoym
pabomamsb ¢pyHKyuu Apyaux modynel REM API. Bosspaiyaet
True B cnyyae ycnexa, Bbl3blBaeT OLIMOKY, B Cryyae Heyaauu.
2. deinit() Het OxkoHuaHue paboTbl ¢ APl Remer. lNMocne genHnumnanusaumm He
OynyT paboTatb dyHKUMM opyrux mogynen. Bosspaiyaet True.
3. log(...) string_obj — cTpoka, BeiBog, coobuueHus “string” B nor B )XypHan CKpUnToB.
KOTOpPY Heobxoanmo BosBpaluaert True.
BbIBECTU B Nnor

Mpumep ucnonb3oBaHUA:

Cm. CMm. Owubka! HeeepHasi ccbisika 3aKnaokKu..

B.3. Moaynb rem_inputs.

B.2. Moaynb rem_sockets

Moagynb npegocTaBnsieT BO3MOXHOCTb HacTpamBaTb po3eTkm PDU u CPDU, a Takke

CHMNTbIBATb NX COCTOAHUA N NOKa3aHNA VI3MepVITeJ'Iel7I.

Onwucanve yHKUUn Moaynsa npeacrasneHo B Tabnuue b.2.1.

Tabnuua b.2.1 — Onucanun dyHKuMA Moayns rem_sockets

Homep HasBaHue AprymeHTblI OnucaHue
1. get_all(...) pdu_idx_obj — Homep MonyyaeT cnmcok o6bekToB socket, onucaHne KOTOpPOro
PDU npuseaeHo B Tabnuue 6.2.2. AnemeHThl 3TOrO cnncka — Bce
06bekTbl, NpeacTaBnsowme po3etkn KoHTponnepa (ecnu
pdu_idx == 0) nnn CPDU ¢ nugekcom pdu_idx (pdu_idx > 0).
2. get(...) 1. pdu_idx_obj — BosBpalLaeT 06bekT socket, npeacTaBnSoOWMN po3eTKY
Homep PDU KoHTtponnepa (CPDU) no nHaekcy pdu_idx. Homep po3eTku
2. socket_idx_obj — HaunHaeTcs ¢ 0.
HOMep PO3€eTKM
3. save(...) O6bekT socket_obj, ¢ CoxpaHsieT HacTpowikn po3eTku. BosepaluaerT:
KOTOpbIM BeeTcH -1 — Ecnu TMn nepegaHHoro B yHKLMIO 06bekTa He
paboTta aBnseTcs TunomM «socket»
-2 — Ecnn no Kakon-To Npuy4nHe He yaanocb COXpaHUTb
HACTPOWKN PO3ETKMN (BHYTPEHHSIA oLwInbKa)
0 — YcnewHoe coxpaHeHne

O6bekT socket cogepXnUT OTYET O COCTOSIHUM PO3ETKU (M3MEPEHHbIE TOK, HaMpsKEHWE U
MOLLHOCTb) 1 ee HacTpolku. MogpobHoe onvcaHue B Tabnmue 5.2.2.

Tabnuua B.2.2 — OnucaHue obbekTta socket

Homep HasBaHue Tun OnucaHue

1. name String Mmsa poseTkn (Makcumym 20 CMMBOIOB)

2. enabled boolean | Hactpoiika, oTBevaroLas 3a BKIIFOYEHNE U BbIKITHOYEHUE PO3ETKU

3. restart_time_sec Integer | Bpemsi nepe3anycka po3eTku Bo Bpemsi paboTsl Ping Watchdog,
yka3blBaeTcs B CeKyHaax (MakcumanbHoe 3HaveHne — 255)
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Homep HasBaHue Tun OnucaHue

4, watchdog_enabled | boolean | Hactpoiika, oTBevatoLwas 3a BKIIHOYEHNE U UCKITHOYEHUE PO3ETKUN B
mMoHuTOopuHre Ping Watchdog

5. status Integer | CtaTyc poseTku:
PDU_STATUS_NORMAL — Hopma
PDU_STATUS_ALMIN — HesHaunTenbHasa aBapus
PDU_STATUS_ALMAJ - Kputnyeckas aBapus
PDU_STATUS_INFO — NHdopMaLMOHHbI

6. has_control boolean | ®nar, noka3bIBaOLLMIN MOXHO NN yNpaBnsATh (BKNOYATL/BbIKMOYaTh)
po3eTkoun

7. no_connection boolean | ®nar, nokasbiBaloLWMIA €CTb NK CBA3b C po3eTkon. Ecnu dnar True, cBaA3b €
po3eTKoW noTepsiHa

8. current float Tok Ha po3eTke, A

9. voltage float HanpsikeHue Ha po3eTke, B

10. power float MoLlHoCTb Ha poseTke, KBT

Mpumep ucnonb3oBaHUA:

Cm. Owubka! HeeepHasi ccbiika 3aKnaokKu..

B.3. Moaynb rem_inputs

Mogyne npefocTtaBnsieT BO3MOXHOCTb CUYMTbIBATb COCTOSIHUSI BHYTPEHHMX YCTPOWCTB, TO
ecTb umdposbix BxogoB DIN, aHanoroBbix BxogoB AIN n gatunka yaoapa (akcenepometpa). Kpome
TOro, AOCTYMHbI AN U3MEHEHNSI X HACTPOMKM.

Onucanune dyHKUMI npeacTaeneHo B Tabnuue 6.3.1.

Tabnuua B6.3.1 — Onucanue yHKUMA MOAYNS rem_inputs

Homep | HazBaHue AprymeHTbl OnucaHue
1. get_all(...) | subsystem_idx_obj — Homep | Mony4yaeT cnncok 06beKTOB input, NpeacTaBNALWMX OATYNKN
noacucTeMbl noacucTemel subsystem.
Homepa noacucrem:
ONBOARD_SENSORS — BcTpoeHHble B nnaTy CeHcopbl
(oaTtunk yoapa)
DINS — [nckpeTHble BXoAbl
AINS — AHanoroeble BXOAbl
Onucaxune obbekTa input npueeneHo B Tabnuue 5.3.2
2. get(...) 1. subsystem_idx_obj — MonyyaeTt 06bekT input. COOTBETCTBYET BHYTPEHHEMY
HOMep nogcucTeMmbl YCTPOWCTBY C 3adaHHbIM UHAEeKcoM input_idX n3 ykasaHHOMN
2. input_idx_obj — Homep NnoACMCTEMON.
Bxoda (HauuHaetcs ¢ 0)
3. save(...) input_obj — o6bexT, DyHKLUMSA NPUHUMAET B Ka4ecTBe aprymeHTa obbekT input u
XPaHALWNIA HACTPOWKN NPUMEHSIET B KOHTPOMEpPe HAaCTPOWKN COOTBETCTBYIOLLLENO
BHYTPEHHEero ycTpoicTaa 3TOMY 06BEKTY BHYTPEHHErO YCTPONCTBA.
Tabnuua b.3.2 — OnncaHne obbekTa input
Homep HassaHue Tun OnucaHue
1. name string HasBaHue BHyTpeHHero ycTponcrtaa
2. subsystem integer | Tun ycTpowcTtBa:
ONBOARD_SENSORS — BcTpoeHHble B nnaTy CeHcopbl (AaTtyunk yaapa)
DINS — [nckpeTHble BXoAbl
AINS — AHarnoroBsble BXOAbl
3. type integer | WabnoH yctponcrea.
Hns ecmpoeHHbIX ceHcopos:
HIT_DETECTOR — [JaTtuyuk yaapa
Ana duckpemHozo exooda:
DIN_DOOR_NC - [1epb, H3
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Temneparypsil, °C

Homep HasBaHue Tun OnucaHue
DIN_DOOR_NO - [igepb, HO
DIN_SENSOR_IR — JaTuuk ABvxeHus
DIN_SENSOR_SMOKE — [Jatuuk gpima
DIN_PULSE_COUNTER — CyeTunk nmnynbLcoB
DIN_SENSOR_FLOOD_NO - faTtuuk npoTeykn, HO
DIN_SENSOR_FLOOD_NC — flatyuk npoteyku, H3
DIN_RSHT1 — fatuynk TemnepaTtypbl U BAaXXHOCTH
DIN_INPUT_NO - Bxog, HO
DIN_INPUT_NC - Bxog, H3
HAnsa aHanozoeo20 exoda:
AIN_SENSOR_SMOKE — latuuk gbima
AIN_NAMUR_DOOR — NAMUR gBepb
AIN_SENSOR_FLOOD - [laT41K NpoTeYKKn, aHanorosbIn
AIN_BLOCKER — AHanoroBblivi ko4 paboTbl 3NeKTPOHHOTO 3aMKa
4. enabled boolean | Ecnu True, TO yCTPOWCTBO BKIOYEHO
5. monitor boolean | Ecnu True, To ycTpoiicTBO oToBpakaeTca B MaHEN MOHUTOPUHIA
6. send_emails boolean | Ecnu True, To ycTponcTtso byaet otcbinate Email-ysegomnenus npu
N3MEHEHUWN COCTOAHUSA
7. send-traps boolean | Ecnu True, To ycTponcTtso byaeT oTchinath trap-ysegoMneHus npu
N3MEHEHNN COCTOAHUS
8. group integer | pynna ycTponcTea:
PDU_GROUP_24 7 - 24/7
PDU_GROUP_GUARD - OxpaHa
PDU_GROUP_INFO — UHdopmauunoHHasa
PDU_GROUP_ENTRANCE — BxogHas
9. status integer | CtaTyc ycTpoicTaa:
PDU_STATUS_NORMAL - Hopma
PDU_STATUS_ALMIN — HesHaunTenbHasa aBapusi
PDU_STATUS_ALMAJ — Kputnyeckas aBapus
PDU_STATUS_INFO — MHdopMaurOHHbIN
10. msg string CoobLLeHre 0 COCTOSIHUM YCTPOCTBA
11. msr string CoobueHne 06 namepeHusx ycTponcTea
12. settings_loaded boolean | Ecnu True, To HaCTPONKM YCTPOMCTBA 3arpy>XeHbl B 06bekT. He y Bcex
OaTYMKOB €CTb HACTPOWKN (CM. HUXE)
13. state_loaded boolean | Ecnu True, To cOCTOsIHME YyCTPOWCTBA 3arpyxeHo B 06bekT. CocTosiHne
oTOOpaxkaeTcst TONbKO ANS BKIMOYEHHbIX B HACTPOMKaxX AaT4YMKOB
impact_duration integer HacTtpoinku gaTymka yaapa: onutenbHOCTb yaapa, ¢
14. impact_strength integer | HacTtponku gatymka yaapa: cuna ygapa, ycn. eq.
15. temp_alarm_high | float HacTponku gatymka TemnepaTypbl U BNaXXHOCTW: BEPXHASA rpaHnua
aBapuiHow TemnepaTypebl, °C
temp_alarm_low float HacTponku gatyvka TemnepaTypbl U BNaXXHOCTU: HWKHAS rpaHvua
aBapuHow TemnepaTtypsl, °C
temp_warn_high float HacTponku gaTymka TemnepaTtypbl ¥ BNaXXHOCTU: BEPXHASA rpaHuLa
Temnepartypbl npeaynpexaeHus, °C
temp_warn_low float HacTponku gatymka Temnepatypbl 1 BIaXKHOCTU: HUXKHSASA rpaHuua
Temnepartypbl npegynpexaeHust, °C
humid_alarm_high | float HacTtponku gatymka TemnepaTypbl ¥ BNaXXHOCTU: BEPXHASA rpaHuLa
aBapuviHon BriaxxHocTn, %
humid_alarm_low | float HacTponku faTymka Temnepatypbl 1 BaXXHOCTU: HUXKHSASA rpaHuua
aBapUNHON BNaXHOCTH,
humid_warn_high | float HacTponku faTymka Temnepatypbl 1 BNaXXHOCTU: BEPXHSASA rpaHuLa
BMNaXXHOCTU NpeaynpexaeHns, %
humid_warn_low float HacTponku gatymka TemnepaTtypbl 1 BIaXKHOCTU: HUXKHSASA rpaHuua
BMNaXXHOCTU NpeaynpexaeHns, %
temp_hyst float HacTtponku gatymka Temnepartypbl 1 BaXXHOCTU: rMcTepesunc
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Homep HasBaHue Tun OnucaHue
humid_hyst float HacTponku gatymka TemnepaTypbl U BNaXHOCTU: TMCTEPE3NC BNAXHOCTH,
%
16. value float 3HayeHure, cunTbiBaeMoe aHanoroBbiM BXOA0M
17. triggered boolean | Ecnu True, To cocTosiHue ANCKpeTHOro Bxoaa Obino n3MeHeHo
18. hit_detected boolean | Ecnu True, To gatunk yaapa 3adukcuposan ygap
19. temp float 3HayeHve TemnepaTypbl, MU3MepseMoe AaTYMKOM TeMnepaTypbl U
BIiaXHocTu, °C
hyst float 3HayeHne BNaXxHOCTU, n3MepsieMoe AaT4MKoM TeMnepaTtyphbl 1
BnaxxHocTtun, %

Mpumep ncnonb3oBaHUA:

CKpUNT KOHTPONUPYET COCTOAHME AaTyvKa AbiMa, AaTymKa yaapa v gatyvka TemnepaTypbl 1
BriaxkHocTu. Mpu npeBbileHMM Mopora no TemnepaType, KoTopas noflydeHa ¢ gatyumka RSHT1,
BbIK/TIOYAETCS pO3eTKa, B KOTOPYHO BKIOYEH HarpeBaTenb. Ecnu TemnepaTtypa nagaeT HUXKe Opyroro

nopora, po3eTka, HaOGOpOT, BKITHO4aeTCcA.

Ecnn B TeyeHumn 5 npoxo4oB UUKMa 3amMedYeH ygap Ha Agatyuke yaapa, TO BbIBOAUTCA

CcOoO0OLEeHNE O TOM, YTO Ha4anochb 3eMreTpdaceHmne.

Takke CKpUNT BKIHO4YaeT yCTpOI?ICTBO NnoXXapoTyLweHnda Ha po3eTke 5, ecnu aHanoroBbIf

AaT4yuK gbiMa 06Hapy>|<vu1 3adbIMNNeHNE, N OTKINKO4YaeT ero, ecii 3agbiMIieHNA HEeT.

import time
import rem api

import rem inputs

rem api.init()

rem api.log("script 1 started")

counter = 0

fire detector threshold = 20 #mA
while True:

hit detector = rem inputs.get(rem inputs.ONBOARD SENSORS, 1)
if isinstance (hit detector, rem inputs.input):

if hit detector.type == rem inputs.HIT DETECTOR and
hit detector.enabled and hit detector.state loaded:

if hit detector.hit detected and
hit detector.impact strength > 10 and hit detector counter > 5:

rem api.log("Earthquake started!")

elif hit detector.hit detected and
hit detector.impact strength > 10:

hit detector counter += 1
elif

hit detector counter = 0

rshtl = rem inputs.get(rem inputs.DINS, 1)
if isinstance(rshtl, rem inputs.input):
socket = rem sockets.get (0, 0)

if rshtl.type == rem inputs.DIN RSHT1 and rshtl.enabled and
rshtl.state loaded:

if rshtl.temp > 45.0:
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# OTkiouaeM po3eTKy 1, B KOTOPYK BKJIIOUEH

HarpeBaTesb
socket.enabled = False
elif rshtl.temp < 20.0:
# BkJjouaeM pos3eTky 1, B KOTOPYK BKJIOUEH
HarpeBaTesb
socket.enabled = True
fire detector = rem inputs.get(rem inputs.AINS, 2)

if isinstance(fire detector, rem inputs.input):

if fire detector.type == rem inputs.AIN SENSOR SMOKE and
fire detector.enabled and fire detector.state loaded:

socket = rem sockets.get (0, 4)
if fire detector.value < fire detector threshold:

# BxJOUaeM YCJIOBHOE YCTPOMCTBO IMNOXAPOTYIEHMS Ha
IATOM PO3eTKe

socket.enabled = True

rem api.log("Fire started at facility!")
else:

socket.enabled = False

rem api.log("Fire was extinguished!")

time.sleep (5)

B.4. Mogynb rem_devices

Moayne nossonsder paboTtaTtb CO BHELWHWUMW YCTPOWCTBaMW, MNOAKMIOYEeHHbIMU Kk PDU.

MogpasymeBaeTcs kak CYMTbIBaHNE COCTOSIHWUIA, TaK U ynpaBneHne HacTponkamm yCTPOWUCTB.

OnucaHune yHKUMI NpeacTaBneHo B Tabnuue 6.4.1.

Tabnuua Bb.4.1 — Onucanue dyHkumM Mmogyns rem_devices

Homep HasBaHue AprymeHTbl OnucaHue

1. get_all() Het Mony4aeT cnucok o6bekToB device, onucaHue
KOoTOporo npueegeHo B Tabnuue 6.4.2.
HacTponku yCTPpONCTB U COCTOSAHUS HE
3arpyxaiorcsi.

2. get(...) device_idx_obj — Homep BHeLLHero Mony4aeTt o6bekT device. CooTBETCTBYET

YyCTPOWCTBa B HACTPOMKax BHELLUHEMY YCTPOWCTBY C 3ag4aHHbIM UHAEKCOM.
(HaumHaeTcs c 0)

3. save(...) device_obj — o6bekT Tuna device CoxpaHsieT HaCTPOWKN COOTBETCTBYHOLLLETO
BHELLHero yCTpONCTBa B COOTBETCTBUM CO
3Ha4YeHnsIMU, nepedaHHbIMKU ¢ 06bekToM device
Tabnuua b.4.2 — OnucaHue obbekTa device

Homep HasBaHue Tun OnucaHue

1. name string Ha3sBaHue BHyTpeHHero ycTpoincTaa

2. type integer | Tun ycTpowcTtBa:

THERMOMETER — TepmomeTp

EMETER — E-meTp (He nogaepxvBaeTtcs)
CONDITIONER - KonguunoHep
THERMOSTAT — TepmocTtart

LOCK — REM-3amok

DISPLAY — HMI-gncnnew (BOCTyMNHbI TONBKO HACTPOWKN)
FLOOD — [JaTumk npoTeyku
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Rem

Homep

HasBaHue

Tun

OnucaHue

ATS - ABP

bus

integer

CepuiiHbln NOPT, K KOTOPOMY NOAKIIOYEHO YCTPONCTBO:
BUS_1W — 1-Wire

BUS_RS485_1 — RS485-1

BUS_RS485_2 — RS485-2

BUS_RS485_3 — RS485-3

BUS_RS232 — RS232

group

integer

'pynna ycTpowcTsa:

PDU_GROUP_24 7 - 24/7
PDU_GROUP_GUARD - OxpaHa
PDU_GROUP_INFO — MHdopmaunoHHasa
PDU_GROUP_ENTRANCE — BxogHas

enabled

boolean

Ecnun True, To yCTPOWCTBO BKNIOYEHO

o

monitoring

boolean

Ecnn True, 10O yCTpOVICTBO 0To6pa>KaeTc;| B NaHesin MOHUTOPUHIa

send_emails

boolean

Ecnu True, To ycTporicTeo 6yaeT otcbinate Email-yBegomnenns npu
N3MEHEHNN COCTOAHNSA

send_traps

boolean

Ecnu True, To ycTponcTeo byaeTt oTcbinaTh trap-yBeaoMmneHus npu
N3MEHEHUN COCTOSIHUSA

uri

integer

YHUKanbHbIN nageHTUdUKaTop yCTponcTea

10.

status

integer

CraTtyc ycTpoinicTBa:

PDU_STATUS_NORMAL - Hopma
PDU_STATUS_ALMIN — HesHaunTenbHasa aBapusi
PDU_STATUS_ALMAJ — Kputnyeckas aBapus
PDU_STATUS_INFO — NHdhopMaLMOHHbIN

11.

msg

string

CoobLeHre 0 COCTOSIHNM YCTPOMCTBA

12.

state_loaded

boolean

Ecnun True, To cocTosiHMe yCTporcTBa 3arpyxeHo B 06bekT. CocTosiHue
€CTb TOMbKO Y YCTPOWCTB, KOTOPbIE BKIMOYEHBI B HACTPOMKax

13.

almin_|

almin_h

almaj_|

almaj_h

integer

HacTponku TepmomMeTpa: HWXHAS rpaHvua Temnepartypbl
npenynpexgexHus, °C

HacTtponku TepMoMeTpa: BEpXHAS rpaHuLa TemnepaTypbl
npenynpexgexus, °C

HacTponku TepmomMeTpa: HKHAS rpaHvLa aBapunHon Temneparypsl, °C

HacTpoliku TepmomeTpa: BepXHSA rpaHuLa aBapuiiHoi TemnepaTypsbl, °C

14.

model

running

cooling_stop_pt

cooling_hyst

heating_stop_pt

heating_hyst

int_fan_stop_pt

temp_set_pt

temp_sens_set_pt

humid_set_pt

humid_sens_set_pt

high_temp_set_pt

low_temp_set_pt

high_humid_set_pt

integer

HacTtponku KoHaMLMOHepa: Moaenb
0 — Mogenb REM5
1 — Mogens REM5U

HacTpoliku KoHAMUMOHepa: HacTporika paboTbl
0 — BblkntodeH
1 — BkritoueH

HacTponku KoHAMLMOHepa: BEPXHASA rpaHnLa TemnepaTypsbl
oxnaxaenwus, °C

HacTpolikn KoHOMUMOHepa: rMcTepesnc TeMnepaTypbl oxnaxaeHus, °C

HacTpoliku koHAULMOHEpPaA: HWKHAS rpaHuLa TeMnepaTypbl Harpesa, °C

HacTpolikn KoHaMUMOHepa: rMcTepeanc TemnepaTypbl Harpeea, °C

HacTponkn koHOMUMOHEepa: TemnepaTypa OCTaHOBKU BHYTPEHHErO
BeHTunATopa, °C

HacTpoliikn KoHaMUMOHepa: ycTaHoBNeHHas Temnepatypa, 10 - °C

HacTponkn koHguLmMOHepa: rmctepesnc yCTaHOBJ'IeHHOl‘;I TemMnepartypbl,
10-°C

HacTpolikv KoHaMUMOHepa: yCTaHoBNEeHHas BNaxHoCTb, 10 - %

HacTponkn koHOMLMOHEpa: rMcTepesnc yCTaHOBNEHHOW BRiaxHocTH, 10 -
%

HacTponku koHanumMoHepa: MakcumanbHas Temnepartypa, 10 -°C

HacTponku koHgnumoHepa: MuHMManbHas Temnepartypa, 10 -°C

HacTtpoiiku koHauLmMoHepa: MakcuMarnbHas BnaxHocTb, 10 - %
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Rem

Homep HasBaHue Tun OnucaHue
low_humid_set_pt HacTponku koHaMLMoHepa: MUHUManbHas BNaxkHOCTb, 10 - %
15. running integer | HacTpoWnku TepmocTtaTa: HacTpoika paboThbl
0 — BblIkntodeH
1 — BknitoueH
temp_max_|Ivl HacTponku TepmocTaTta: MakcumarnbHasa Temnepartypa, 10 - °C
temp_min_lvl HacTponku TepmocTaTa: MUHMManbHas TemnepaTtypa, 10 - °C
humid_hyst HacTponku TepmocTarta: rucrepesnc BraxHocTtn, 10 - %
humid_max_lIvl HacTponku TepmocTaTa: aBapuiHas BraxHocTb, 10 - %
humid_alarm_|Ivl HacTponku TepmocTaTa: BnaxHOCTb npeaynpexaexns, 10 - %
sensors_priority[4] HacTponku TepmocTtaTa: npuopuTeT Aatymkos (1...4)
sensor_ext HacTponku TepmocTaTa: BHELLHWE AaTurKn
0 — BkntoyeH T1
1 — BknitoyeH T2
255 — Hukakow He BKNtoYveH
sensors_enabled HacTtponku TepmocTaTa: BKIHOYEHHbIE JAaTYUKN
abcd,
a—1, ecnn T1 BKkNOYEH
b — 1, ecnn T2 BkntoyeH
c —1, ecnn TH BkntoYeH
d -1, ecnu INT BkntoyeH
relay_min_sw_time HacTponku TepmocTaTa: MMHMMarnbHOe BpeMsl NEPEKYEHNs pene, C
otp_enabled HacTtpoliku TepmocTtata: paboTa 3awuThbl OT Neperpesa
0 — BbikntoveHa
1 — BkntoveHa
otp_lvl HacTponku TepmocTaTa: TemnepaTypa BKIIOYEHWS 3awnThbl OT
neperpesa, 10-°C
otp_hyst HacTtponku TepmocTara: rucrepesnc 3awuTtbl oT neperpesa, 10 -°C
cold_start_enabled HacTtpoiku TepmocTtaTa: paboTta XonogHoro crapta
0 — BolkntoveHa
1 — BkntoyeHa
cold_start_|Ivl HacTponku TepmocTaTa: TemnepaTypa XonogHoro ctapta, 10-°C
fan_hyst HacTtponku TepmocTara: ructepesnc seHtungaropa, 10 -°C
heat_hyst HacTpoikn TepmocTarta: ructepesmc Harpesatens, 10 -°C
16. id integer | Hactponkn REM-3amka: agpec ycTtporictea Ha wuHe Modbus
open_delay HacTtponkn REM-3amka: BpeMsi OTKpbITUSI 3aMKa, C
17. id integer | HacTtpoiku gaTymka npoTeyku: agpec ycTponcTea Ha wnHe Modbus
baud HacTtpolnku gaTymka NpoTeykM: CKOpoCTb Ha wnHe Modbus
alarm_delay HacTponkn gatymka NpoTeYKn: 3agepkka curHanmsaumm, ¢
18. id integer | Hactponku ABP: agpec yctponcTtea Ha wnHe Modbus
priority_line Hactponku ABP: npropuTteTHas nuHus
0 — IlnHma A
1-JlvHna B
2 — ABTOMaTMYeECKUIA BbIGOP
u_min_a HacTponkn ABP: HWXHAS rpaHuua HanpskeHnsa Ha nuHum A, BonbT
u_min_b HacTtponku ABP: HUXHAS rpaHyLa HanpskeHUs Ha nuHumn B, BonbT
u_max_a HacTpoinkn ABP: BepxHsist rpaHunua HanpsikeHust Ha nuHum A, BonbT
u_max_b HacTpoinkn ABP: BepxHsist rpaHunua HanpsikeHust Ha nuHum B, BonbT
nonsyn_enable boolean | Hactpoiikn ABP: ecnu True, paspelueHa paboTta ¢ HeCUHyCoMaanbHOM
ceTblo
toggle_prior_on_disp HacTpoiikn ABP: ecnu True, BKMtoYeHa BO3MOXHOCTb BblGopa
NPUOPUTETHON JIMHUM HA CTaHULE MOHUTOPUHra
current_max float HacTpownkn ABP: aBapuiiHoe 3HaveHune Toka, A
current_warn HacTtponku ABP: 3HauyeHune Toka no npegynpexaeHuio, A
hyst integer | Hactpownku ABP: ructepeanc Toka, A
prior_delay Hactpownkn ABP: 3agepxka cMeHbl NPUOPUTETHOW NIUHUMN
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Homep HasBaHue Tun OnucaHue
quality_sens HacTtponku ABP: kauecTBO YyBCTBUTENLHOCTMN MO TOKY
0 — Huskoe
1 - CpeaHee
2 — Beicokoe
19. value float CocTtosiHne TepmomeTpa: TemnepaTypa, °C
20. error integer | CocTosiHMe KOHAMLMOHepa: chnar owmbok
evaporator_temp CocTosiHMe KoHaMUMOHepa: TeMnepaTypa ucnapexus, 10 - °C
condenser_temp CocTosiHMe KoHAMUMOHepa: TeMnepaTypa oxnaxaeHus, 10 - °C
indoor_temp CocTosiHne KoHAMUMOHepa: TeMnepaTypa BHYTPEHHsS, 10 - °C
ret_air_temp CocTosiHne KoHOMUMOHepa: TeMnepaTypa Bo3BpaTta Bo3gyxa, °C
supply_air_temp CocTosiHne koHaMUMOHepa: TemnepaTypa Bxoda Bo3ayxa, °C
ret_air_humid CocTosiHMe KoHANUMOHepa: BNaXHOCTb BO3BpaTa Bo3ayxa, %
21. t1_temp float CoctosiHne TepmocTara: Temnepartypa T1, °C
t2_temp CocTtosHne TepmocTaTta: TemnepaTypa T2, °C
th_temp CocTosiHne TepmocTara: Temneparypa TH, °C
th_humid CocTtosiHne TepmocTaTta: BnaxHoctb TH, %
t_ext_value CocTtosHne TepmocTarta: TemnepaTypa TExt, °C
t_int_value CocTtosiHne TepmocTara: Temneparypa TINT, °C
active_state boolean | CoctosiHne TepmocTtara: ecnu True, To TepmocTaTt paboTaeT
fan_state CocTosiHne TepmocTara: ecnu True, To BEHTUNSITOp paboTaeT
heat_state CocTtosHune TepmocTaTta: ecnu True, TO HarpeeaTternb paboTaeT
22. card integer | CoctosiHne REM-3amka: npunoxeHHas kapTa
error CocTtosiHne REM-3amka: donar owmnbkm
status CocrtosHne REM-3amka: ctaTtyc
open CoctosiHne REM-3amka: 3aKkpbIT/OTKpbIT
23. flood_detected boolean | CocTosiHMe gaTumka NpoTeyku: ecnum True, TO 3aMeyeHa npoTeyka
alarm_detected CocTosiHMe gaTtymka npoTeyku: ecnu True, TO 3ameveHa Tpesora
24, active_line integer | CoctosHne ABP: akTnBHasa nuHns
0 —Hert
1-A
2-B
a_voltage CocTtosiHne ABP: HanpsikeHne Ha nuHun A
b_voltage CocTtosiHne ABP: HanpsbkeHve Ha nuHumn B
output_current float CocTtosiHne ABP: BbixogHou Tok, A
a_freq CocTtosiHne ABP: yactoTa Ha nuHum A, Ty,
b_freq CoctosiHne ABP: yactoTa Ha nuHum B, Ty,

anI Mep NCnoJib3oBaHUA:

CKpUNT OCyLIeCTBNSeT poTauuilo KOHOWLUMOHEPOB MO BPEMEHW, a TakkKe OTCrexuBaeT
TemnepaTtypy BHyTpY TepMolLKada BKIoYaeT (DOpCUPOBaHHBIA PEXUM paboTbl KOHAULMOHEPOB MpY
NpeBbILLIEHUM MaKcUMarbHOM TeMmnepaTypbl.

import rem devices
import rem api

import time

# Vuuumyanusupyem API
rem api.init ()

rem api.log("Conditioner rotation script started!")

# KoHbmurypaumus

TEMP THRESHOLD = 50 # MakcumalslbHasd TeMmneparypa, Trp. lenbcus
HYSTERESIS = 1 # Tucrepesuc TeMmIepaTypH

SWITCH INTERVAL = 3600 # 1 wac - mHTepBajy poTaumumu
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# TyloBaJsibHBEIE TepPEeMeHHHE

last switch time = 0 # Bpemsa mnocJjenHey poTauuu
active conditioner idx = 0 # lHmexc paboTammero KOHIMUMOHEpPa
both running = False # ®jar Toro, uTo oba 3amnyueHH (TeMmIepaTypa

foJiblle MaKCUMaJILHOM)

# OyHKUMS noJydyaeT ofa KOHOMUMOHEpa
def get conditioners():
devices = rem devices.get all()
conditioners = []
for dev in devices:
if dev.type == rem devices.CONDITIONER:
conditioners.append (dev)

return conditioners

# OyHKUMS yCTaHABIMBAET COCTOSHME KOHIMLMOHEpa
def set conditioner state(conditioner, state):
conditioner.running = state

rem api.log(f"Setting conditioner {conditioner.name} to {'ON' if
state else 'OFF'}"™)

rem devices.save (conditioner)

# @yHKLU/IH yCTaHaBJiMBaeT COCTOAHME KOHIMIIMOHEPOB B 3aBUMCHMMOCTNM OT
TeMIIepaTypel M COCTOAHMA pPOTalUM

def manage conditioners (conditioners):

global last switch time, active conditioner idx, both running

current time = time.time ()

max temp = max(c.indoor temp / 10 for ¢ in conditioners)

# IpoBepseM TeMIepaTypy Ha [IPEeBHIIEHME MAaKCHMAaJIbHON’
if max temp > TEMP THRESHOLD + HYSTERESIS:
if not both running:

rem api.log(f"High temperature detected ({max_temp}°C),
enabling all conditioners")

for conditioner in conditioners:
set conditioner state (conditioner, 1)
both running = True

# Ecom He OGoJsblle MakKCMMAaJIbHOM, OpoBepseMm paboTawnT Ju oba
KOHIOMUIVOHEPA M MOXHO JIM OTKJIOUMTBE OIVH

elif max temp < TEMP THRESHOLD - HYSTERESIS and both running:

rem api.log (f"Temperature normalized ({max temp}°C), returning
to rotation mode")

both running = False
# OrkimmouaeMm oba
for conditioner in conditioners:
set conditioner state (conditioner, O0)

# BkJOUAEM HYXHBIA
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set conditioner state(conditioners[active conditioner idx], 1)

last switch time = current time

# OOrluHasg porauus, He OBUIO HAPYUWEHMS TEMIEPaTypPHOTO peXuMa
if not both running:

# [poBepseM NOPUIJIO JIM BPEeMs CMEHEH

if current time - last switch time >= SWITCH INTERVAL:

# BrIKJIIOUAEM AKTUBHBIM KOHIOMIIVIOHED

set conditioner state(conditioners[active conditioner idx], 0)

# BxJOUaeM HeaKTUBHBI

active conditioner idx = (active conditioner idx + 1) %
len (conditioners)

rem api.log(f"Switching to conditioner
{conditioners[active conditioner idx].name}")

set conditioner state(conditioners[active conditioner idx], 1)

# OBHOBJISIEM BpeMs POTAaLUM

last switch time = current time

def main () :

global last switch time, active conditioner idx

# [ToryuaeM BCe KOHIOMUMVOHEPE M IIpOBepdAeM, 4YTO MX He MeHble IOBYX

conditioners = get conditioners()

if len(conditioners) < 2:

rem api.log("Error: Need at least 2 conditioners for

rotation")
return
rem api.log(f"Found {len(conditioners)} conditioners")
# VHMUMaIMsauusa - CHavajla BHKJIOYaeM BCE KOHIMUIMOHEPH

for conditioner in conditioners:

set conditioner state (conditioner, 0)

# BxJIOUAEM [EepPBHM KOHOULMOHEP
set conditioner state(conditioners[active conditioner idx], 1)
last switch time = time.time ()

rem api.log(f"Starting with conditioner
{conditioners[active conditioner idx].name}")

# OCHOBHOM LMKJI, OOHOBJIEHME COCTOSHUS — KaXIYyl MUHYTY
while True:
try:

manage conditioners (conditioners)
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if  name

main ()

time.sleep (60)

except Exception as e:

rem api.log(f"Error in main loop:

time.sleep (60)

== " main_ ":

Rem

{str(e)}")

B.5. Moaynb rem_scripts

MOD,yJ'Ib no3BonidAeT paGOTaTb C 3arpyXeHHbIM1 CKpunTtamu, 3arpyxatb CKpuUnTbl, OTKIO4YaTb,

nepenMMeHoBbIiBaTb UX N yOanATb.

OnucaHune dyHKUM NpeacTaeneHo B Tabnmue b.5.1.

Tabnuua b.5.1 — dyHKUMKM Moaynsa rem_scripts

rem api.ini

TARGET SCRI
FALLBACK SC

Homep HasBaHue AprymeHTbl OnucaHue

1. get_all() Het Mony4yaeT cnucok o6bekToB script, onucaHue
KoTOoporo npuseaeHo B Tabnuue 6.5.2.

2. get(...) script_idx_obj — Homep ckpunTta B Mony4yaeTt o06bekT script. CooTBETCTBYET

HacTpowikax (HaunHaeTcs ¢ 0) CKPUMTY C 3a4aHHbIM MHOEKCOM.

3. save(...) script_obj — o6bekT Tuna script CoxpaHsieT HaCTPOWKM COOTBETCTBYIOLLENO
CKpUMTa B COOTBETCTBUU CO 3HAYEHNAMM,
nepegaHHbIMN C 0GBbEKTOM Script

4. remove(...) script_obj — o6bekT Trna script YpanseT ckpyunT U3 KOHUrypaumm u ¢
¢annoBon cucTeMb

5. load_tftp(...) script_name_obj — nmsa ckpunTa Ha 3arpyxaem CKpunT nopj, ykasaHHbIM UMEHEM C

TFTP-cepBepe TFTP-cepBepa u gobaensieTt ero B
KOHUrypaumto
6. load_storage(...) | 1 — script_name_obj — nmsa ckpunta 3arpyaem CKpunT nog yka3aHHbIM UMEHEM CO
Ha HakonuTene BHELLHEro HaKonuTens nog WHAEKCOM
2 — storage_idx_obj — nHgexc storage_idx n gobaBnsieT ero B KOHMrypauuto
HakonuTens (Ha4YMHaeTcs C Hyns)
Tabnuua B.5.2 — OnucaHue obbekTa script Mmogynsi rem_scripts
Homep HasBaHue Tun OnucaHue
1. name String Wwmsa ckpunTa. Npy nameHeHnn npnmeHsieTcs cpasy, HeT HeobxoanmMocTu
BbI3blBaTb save()
2. enabled boolean | HacTtpoika, oTBevatoLLas 3a BKNOYEHME W BbIKMOYEHUE CKpUMTa.
MpumeHseTcsa cpady, HeT Heo6x0AUMOCTM BbI3biBaTb save()
3. comment String KommeHTapwuii K cKkpunTy, MakcuManbHasa agnnHa — 20 CMBOIIOB.
Mpumep ncnonb3oBaHUA:
import rem scripts
import rem sockets
import rem api
import time

# MHuumanmsvpyem APT

t()

# Konburypaumsa

PT = "traffic light.py"

RIPT = "cleanup.py"
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CHECK_INTERVAL = 60

# OYHKUMS [OJydYaeT CKPUIT [0 MMEHU
def get script(name) :
scripts = rem scripts.get all()
for script in scripts:
if script.name == name:
return script

return None

# QdyHKLMS BKJOUAET BCE POBETKM KOHTPOJIIEpa
def enable all sockets():
try:
sockets = rem sockets.get all(0)
for socket in sockets:
if socket.has control and not socket.enabled:
rem api.log(f"Enabling socket {socket.name}")
socket.enabled = True
rem sockets.save (socket)
except Exception as e:

rem api.log(f"Error enabling sockets: {str(e)}")

def main () :

last state = None

while True:
try:
# IlpoBepdeM CTATyC HYXHOT'O CKPMUIITA
target script = get script (TARGET SCRIPT)
fallback script = get script (FALLBACK SCRIPT)

if target script is None:

rem api.log(f"Warning: Target script {TARGET SCRIPT}
not found")

else:

current state = not target script.enabled

# EcCaM CcTaTyC HYXHOT'O CKPUITA M3IMEHMUIICS
if current state != last state:
if current state:
# OTOT CKPUNT BHIKJIOUUIIN

rem api.log(f"Target script {TARGET SCRIPT} is
disabled, activating fallback")

# BximouaeM IPYyTOM CKPUIT

if fallback script and not
fallback script.enabled:

fallback script.enabled = True
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rem api.log(f"Enabled fallback script
{FALLBACK SCRIPT}")

# BrJouaeM BCEe PO3ETKU

enable all sockets()
else:

# Cxpunt Bce eme paboTaer

rem api.log(f"Target script {TARGET SCRIPT} is
enabled, returning to normal operation")

last state = current state
time.sleep (CHECK INTERVAL)
except Exception as e:
rem api.log(f"Error in main loop: {str(e)}")

time.sleep (CHECK INTERVAL)

if name == " main ":

rem api.log("Starting script monitor")

main ()
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