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1. BBepgeHwue

OTO pyKOBOACTBO MO YCTAHOBKE U HAcTpouKe (ganee — PJ, pykoBoACTBO MO aKcnfyaTauum)
WHTENNeKTyanbHbIX GIIoKoB pacnpefenenus nutanus REM™ BToporo n Gomee craplumx cepwit
(nanee — PDU B obwem, nméo PDU2, nmoo PDU3 un T1.4.). B koHTEkcTe onucaHust doyHKUUIA
ocHoBHoro KoHtponnepa PDU Takke OygeTt ncnonb3oBatbesi TepMuH « KoHTponnep».

PDU npegHasHaveH ans opraHmsaumm nNUTaHNS cepBepHbIX CTOEeK n
TENEKOMMYHUKALMOHHbIX LIKadoB, MOHUTOPUHra napameTpoB 3MeKTponuTaHuda, cbopa AaHHbIX C
NOAKMIOYEHHBIX AaTYMKOB, OpraHU3auum nokanbHOW OXPaHHO-MOXapHOW CUrHanmnsaumm, KOHTporns n
nogaepxaHnss Mukpoknumata. OCHOBHbIM KaHanom cBaA3n KoHTponnepa €BRAsieTCA NPOBOAHOM
nHtepdenc(ol) Ethernet. NogaepxuBaetcs nepeaayva AaHHbIX NO NPOTOKONAM:

e SNMP v1, v2c, v3;

e Modbus TCP;

e YaanéHHoe BeAeHWe XypHaroB Nno NpoTokony syslog;

e MoHutopuHr n ynpasneHune yepes WEB-UHTepdenc no nportokonam HTTP wu
HTTPs;

e OrTnpaska coobweHuint no SMTP (c wudpoBaHmem ana nyénmyHbix Email-cepsepos,
Hanpumep, mail.ru);

e AsTtopusaums B WEB-UHTepdelice yepes RADIUS;

e O6HoBneHue 4yepe3s WEB-UHTepdenc n TFTP;

e CuHxpoHuzauums spemerHn ¢ NTP-cepBepoM;

e YnpaBneHue yepes3 uHTepdenc komaHgHowm cTtpoku (CLI, ot aHrnm. command line
interface) no npotokony SSH.

ﬂ,]‘lﬂ paclmnpeHnda KonndecTtea yrnpaBiaeMblX PO3ETOK MOXHO NOAKIMIOYNTb AONOJTHUTENNbHbIE
KackagHble 6rokn po3eTok (nanee — Cascade PDU nnn CPDU).

C PDU2 n PDU4 moxHO ucnonb3oBaTb ceTteBov agantep RS-LAN21G, nogkntoums ero K
USB-uHTepdericy KoHTponnepa. 3To gaeTt JOCTyn KO BTOpoMy ceTeBoMy uHTepdency LAN 2,
KOTOpbIN MOXeT paboTaTb NMMOO B M3ONMPOBAHHOM PEXMME, NMMOO B pEXMME CETEBOrO0 MOCTa
(Hanpumep, Ona nocnegoBaTeNbHOrO MOAKMYEHUA Heckonbkux PDU K ogHOMY MOpTYy CETEBOro
kommyTtaTopa). B PDU3 B HekoTOpbiX MoOAUMMUKALMAX e€CTb BCTPOEHHbI BTOPOW CeTeBOW
nHtepdenc LAN2, obnagatowmii aHanormyHbiM pyHkumoHanom LAN2 PDU2 n PDUA.

Moannepxka IPv6 nossonsieT KoHTponnepy paclwumputb agpecHoe NpocTpaHCTBO U NOBbICUTb
COBMECTUMOCTb M 6e30MacHOCTb CETEBbLIX NOAKTHOYEHIA.

MopaepXka HECKOMbKUX YYETHbIX 3anucer C pas’fuUyHbIMW PO iMU U YPOBHAMM JOCTyna
nossonseTr obecneuntb MMBKOCTb YNpaBrieHWsi, MOBbICUTb YpPOBEHb ©e30MacHOCTU CUCTEMBbI U
onTMMM3MpoBaTb paboynin npouecc, NpedocTaBnss KaXkAoW Y4YeTHOW 3anncu BO3MOXHOCTb
BbINONHATL 3a4a4n B COOTBETCTBMM C €€ NOSTHOMOYNSMN.

KoHTponnep obnagaeTt (pyHKUMOHANBbHOCTBIO CUCTEMBI KOHTPONSA U YNpPaBrieHUs SOCTYNOM
(manee CKY[), uto gaeT BO3MOXHOCTb HaAeXHO W yAOOHO ynpaBnsiTb AOCTYNOM COTPYOHWUKOB M
nocetutenemn, obecneunBas 6e30MacHOCTb M KOHTPOSb BCEX TOYEK BXOAA.

dyHKUMA cTOpOXa NO AOCTYNHOCTU YCTPOUCTB B ceTn (Ping Watchdog) ¢ HacTpavBaembiM
neproaomM onpoca MOoXeT NPOM3BOAWTL Nepesarpysky 3aBucLLero o6opyaoBaHus.

BCTpOGHHbIIZ aucnnen nossonsieT KOHTpOJNIMpoBaTb COCTOAHME PO3ETOK, OaT4YUKOB,
NOOKITHOYEHHBIX BHELUHNX yCTpOVICTB.

PDU3 n PDU4 nopgpepxuatT TexHonormwo ComPWR npu ucnonb3oBaHuUM KOTOPOW —
CPDU un PDU, coegnHeHHble no nuHum nutadusa 12B moryT obecneunTtb pe3epBHOE nNuTaHue, nnbo
nony4artb NUTaHMe OT COCeAHEro MOAynNs B criydae aBapum (cm. n. 7.9).

PDU3 noggepxuBaeT «ropsvyto 3ameHy» (aHrn. Hot-Plug) — KoHTponnep MOXHO n3Brneyvb
M3 yctponctea 0e3 OTKIIOYEHMS MUTAHUSA, U YCTaHOBWUTbL HOBbIM KoHTponnep, nu6o CPDU.
KoHdpurypaumst PDU n ceTeBble HacTpoliku coxpaHsitoTes B PDU (cm. n.7.10.):

Ha KoHTponnepe MOXHO wucnonb3oBaTb MNoONb3oBaTenbCckue Cckpuntbl (Hebonblune
nporpaMmel), HanncaHHble Ha a3bike Python (cm. n.7.14).
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Mopnepxka USB-HakonuTenem nossonseT 3arpyxaTb Ha/c KoHTponmnepa HacTpouku,
XypHanbl 1 nonb3oBaTenbckne gannbl (CM. n.7.15).

MogenbHbI psia, KpaTKMe yKasaHusi MO HacTPOMKEe, KOMMMEKT MOCTaBKM U rapaHTuiHble
obsasaTenbcTBa npvBedeHbl B nacrnopTe W KpaTtkoMm pykoBoAcTBe MO akcnnyatauuu ([acnopT).
B pasgene «TexHnyeckas nogaepxka» no CCbIfKe HMKE MOXHO 3arpy3vTb crnieaytome dannoi:

HacTtosiwee P3 nocnegHen Bepcuuy;

Macnopt PDU;

MocnegHne oGHOBNEHMSI NPOrPaMMHOro obecneveHus;
MIB-dann anga pabotsl no SNMP;

LLlabnoH ans cuctembl Zabbix;

YepTtexu PDU.

https://www.cmo.ru/support/tp rem/rem2mc/

2. YKazaHuda no TexHuke 6e3onacHoCTU

Hactoswee P3O cogepXuT ykasaHwsi, KOTOpble OOSMKHbl BbIMOMHATLCA MPU  MOHTaxe,
aKcnnyaTaumm n TexHmdeckom obenyxumsaHumn PDU.

MoaTomy nepen MOHTaXOM M BBOAOM B 3KCMfyaTauuid OHU 00A3aTenbHO AOMMKHbI ObITh
n3yyeHbl 06CNyXunBawLMM NepcoHanom unu notpebutenem. PO gomkHo 6biTb JOCTYMHO Ha MecTe
akcnnyaTtaumm PDU. TNpu BbinonHeHun paboT AOMmkHbI cTporo cobntogateca TpeboBaHusa MTHE u
MY3 v ykasaHus, npuseaéHHble B PykoBoacTBe.

OnacHocTb nopaxeHus — anekTtpudeckum  Tokom!  Kateropumyeckn  SAMNPELWAETCA
OeMOoHTUpoBaTb Ha paboTtawuwem obopydoBaHuM OGnokupylowme WM npegoxpaHvuTenbHble
YyCTpOMCTBA.

TexHunyeckoe 060]'Iy)KI/IBaHVIe npon3BoaAnUTb TOJIbKO NpU OTKITIOYEHHOM OT SJ'IeKTpI/I‘-IeCKOVI
cetn O60pyﬂ,OBaHl/|M. Cpa3y XXe No OKOH4YaHWuun pa60T OOMMKHbl ObITb CHOBa YCTaHOBJI€HbI U
BKITHO4EHbl BCe AEMOHTUPOBAaHHbIE 3aLNTHbIE U NpeaoXpaHUTENbHbIE yCTpOIZCTBa.

HecobniogeHve ykasaHuii no TexHuke Ge3omnacHOCTU MOXEeT NoBrieyvb 3a cobol onacHble
nocrneacTBust AN 340POBbS UM XKM3HM YerioBeka, a Takke co3daTb ONacHOCTb Afs OKpyXalollen
cpenbl 1 0bopyaoBaHus.

HecobntogeHue ykaszaHui no TexHuke 6e3onacHOCTM BeAET K aHHYNIMPOBaHMIO BCEX MPaB Ha
BO3MeLLeHune yuepba.
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Bce  nogknoyeHust  BHELWHMX  Lenen  OOIDKHbl  MpPOM3BOAUTLCA B CTPOron
nocrnenoBaTtesfibHOCTM, ykaszaHHom B P3; B cnyvyae HenpaBunbHOro noakntoyeHns PDU
npeanpuaTUe-M3roToBMUTENb HE HECET OTBETCTBEHHOCTU 3a Bhileawmnn n3 ctpos PDU 1 cTopoHHee
obopyaoBaHue.

Mepea Havanom nobbix nogkntoveHun PDU gomkeH ObiTb HAOEXHO 3a3eMJIEH.

‘
‘
AP

He ponyckainTte nonagaHus snarv BHyTpb PDU.

3. TpeboBaHus K 06CnyxunBaroLemMy nepcoHany

lMepcoHan, BbIMONHSAOLWMIA MOHTaX 060OpYAOBaHNSA, a TaKkke TeXHUYeckoe obcnyxunsaHme un
SKCMfyaTauuio, AomkeH u3yuntb PO, wnmeTb pgonyck K paboTam C 9neKkTpoycTaHOBKamu
HanpsxeHuem go 1000 B n obnagatb Heobxogumown kBanudurkaumen ons BbINOMHEHNS YKa3aHHbIX
BMAoB paboT. OTBETCTBEHHOCTb 3a TEXHWKY 6€30MacHOCTU NpW BbIMNONHEHMM paboT Bo3naraeTcs Ha
pykoBoguTens paboT B COOTBETCTBUM C HOPMaTUBHbIMW [OKYMEHTaMU W OEWCTBYIOLLUM
3akoHogatensctBoM P®. Ecnn y 3akasumMka OTCYTCTBYeT KBanuumumpoBaHHbLIN nepcoHarn,
HeobXx0AMMO MpuMBMEeYb  CNeuuanu3npoBaHHYKD  OpraHm3auuio, UMEKLYy  MUMUEH3NI0  Ha
NPOM3BOACTBO AaHHbIX BUOOB paborT.

4. UcnonHeHuA n nopsaaok hopMmupoBaHMsa apTUKyna

PDU moxeT umeTb OOHO M3 TPEX UCMIONHEHWUI:

1) otpenbHbI KoHTponnep,
2) ropusoHTanbHbIA MoAynb AnvMHon 440 mm B 19’ CTONKY,
3) BepTuKanbHbIA MOAynb AnvHon ot 440 go 2100 mm.
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Pykoeodcmeo no akcrinyamayuu PDU 2..4 &m

4.1. Mopsaok hopMmupoBaHMUA apTUKyna

R-XoMCX1-X5-X3-X4-X5-Xg-X7-Xg-Xg

O603HayeHVe uBeTa Kpacku (Npy HanmMumm):
B — yepHbIn, W — 6enbii u 1.4.

Tvn BUNKM Ha KOHLE LUHYpa (MpW ero Hanuymu):
S — Schuko ang R-16**;

C14 - |IEC 60320 C14 ana R-10**;

C20 - IEC 60320 C20;

2P — IEC 60309 «2P+ = »:

3PN — IEC 60309 «3P+N+ = »;

A(B) — npun HanMuumM aBTOMaTU4YECKOro BBOAA pe3epBa C ABYMSI BUIIKaMu
BBOAaA NUTaHUA, rge A n B nioboe 3HayeHne 13 BbiLLEONUCaHHOro
(C14(C20), S(C20) v 7.4.)

BBog nutaHus:

0.1..5 lnnHa npoBoga B meTpax

K — konoaka knemmHas;

X — pa3bém Ha nepepHen naHenu usgenus (C14 gna R-10; C20 ana R-16)**;

Z — pa3béM Ha 3agHel cteHke usgenus (C14 gna R-10; C20 gns R-16);

C(D) — npu HannM4Mn aBTOMaTMYECKOro BBOAA pe3epBa C ABYMS BUIKaMu BBOAA
nutaHus, rae C n D no6oe 3HaveHne us BoiweonucanHoro (3(3), 3(1.8), 3(Z) n
T.4.)

Lindpbl, 0603HavaroLme ANnHY KOHTposepa B MM (6€3 MOHTaXHbIX KDOHLUTENHOB):
oT 127mm go 2100mm.

Mogaynu ynpaBneHus n namepeHusi:

MCL - n3mepeHue aHepronoTpebrneHus Ha BBOAE MUTaHMA M MO po3eTkam (rpynnam
pO3eTOK) C ynpaBneHuem no posetkam (rpynnam po3eTok);

MCI - nsmepeHue aHepronoTpebneHns Ha BBOAE NUTaHWUs C yNpaBreHnem no po3eTkam
(rpynnam po3eTok);

ML - namepeHune sHepronoTpebrneHuss Ha BBOAE MNWUTaHUS U MO pPo3eTkaM (rpynnam
po3eToK);

MI - namepeHue sHepronotTpebneHns Ha BBOAE NUTAHUS;

MC - ynpaBneHue no poseTtkawm;

M - namepeHue aHepronoTpebneHus nNo posetkam (rpynnam po3eToK) C ynpaBneHUuem no
poseTkam (rpynnam po3eTok) (Toneko ang 440);

Be3 cumBona — 6e3amoaynbHas yHKUUSI yNpaBneHnsi No po3eTkam;

B 3aBUCUMOCTU OT Hanuuusi mogynen ykaseieaetcsi: MCL, nn6o MCI, nnéo ML, nm6o M,
nnéo MC

[dononHntenbHble KOMMOHEHTbI™
A — aBTOMAaT 3awWuTbl 16 A
T — aBTOMaTuyeckuin BBog pesepsa (ABP)

KonunuyectBoO 1 TMN po3eTok*

NXxLS — Schuko;

NxLC13- IEC 60320 C13;

NxLC19- IEC 60320 C19;

roe:

N — 4ncno kaHanoB ynpasneHust /unm naMepeHust 4ns AaHHOTO TUMa Po3eTOoK (rpynn po3eTok),
(napameTp Nx He ykasblBaeTcsl, ecrnv st 4aHHOTo Tuna PO3ETOK TONbKO OAMH KaHan);

L — 4ncrno po3eTok B rpynne NoAKMoYEHHbIX Ha KaxKablid KaHan ynpaBrneHns u/unm namepeHuns
(napameTp L He yka3bliBaeTCsl, eCrnv Ha KaXkablii KaHan NodKnioYeHa oaMHOYHas po3eTka);

MpU HaIu4yuu HECKOJIbKUX MUIo8 3/1EKMPUYECKUX PO3eMOK yKa3bigarom

NXLS-NxLC13 nn6o NxLS-NxLC19 nnu6o NxLC13-NxLC19 nnu6o NxLS-NxLC13-NxLC19;

npy MNOAKIMIOYEHUWN K KaHamny ynpaBneHusi W/Unu WU3MEpPEeHUst HECKONbKMX TWUMOB PO3ETOK
yKa3blBatoT:

NXx(LS-LC13), nm6o NX(LS-LC19), nnbo Nx(LC13-LC19), nmbo Nx(LS-LC13-LC19).

HomuHanbHbIN TOK B aMmnepax U KonnyecTso has™:
10-10A(1~); 16 —16 A(1~); 32 - 32 A (1~); 3x16 — 16 A (3~); 3x32 — 32 A (3~).

Undpa, obosHavatoLwas moandukaumo KoHTponnepa
Ot 1 po8.

Cepus KoHTponnepa (Bepcusi NporpaMmMHoro obecnevyeHus):
oT 2 oo 9.

Toprosasa mapka REM

* Ons ucnonHeHui 6e3 6r10KOB CUIOBbLIX Pa3bEMOB CUMBOSbI X2, X3, Xa, X5 4ONYyCKaeTCs He yKa3blBaTb
** [lonyckaeTcs He yKa3blBaTb
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Pykoeodcmeo no akcrinyamayuu PDU 2..4 &m

5. YKasaHus no MOHTaxy

5.1. MoHTax KkabenbHoro BBoaa

BapunaHTbl MOHTaxka kabenbHOro BBoga npeactasneHol Ha Puc. 5.1. Komnnektywowme ans
MOHTa)a BXOAAT B KOMMIIEKT MOCTaBKW.

Puc. 5.1 - BapnaHTbl MOHTaxa kabenbHbIX BBOOOB
5.2. MoHTaX ropM3oHTanbHbIX 6110KOB

Mopsagok MOHTaXa ropM3oHTanbHbIX OOKOB NpeacTaBneH Ha Puc. 5.2,

Uspgenusa pgnuHon 220Mm yctaHaenusatoTcd B 10” KOHCTpyKTUBBLI. W3genua anvHon 440Mm
ycTaHaBnmBaTcs B 19” KOHCTPYKTUBBI.

MonTax N3genus MonTax N3penusa

Ha cTaHgapTHble 19” KOHCTPYKTUBbI Ha opraHamsepbl C OTBEPCTUAMM ans
DOE3MHCTPYMEHTANbHOIO  MOHTaXa  npu
MOMOLLIY MOHTaXHbIX LUTUATOB.

8/103



Rem

MoHTax KOHTponnepa yOoaneHHOoro ynpasneHna 1 MOHUTOPUHIa Ha MOHTaXHYH0 NaHersb

Pykoeodcmeo no akcrinyamayuu PDU 2..4

Puc. 5.2 - Nopsiaok MOHTa)a ropnsoHTarbHbIX 6110KOB

5.3. MoHTax BepTUKanbHbIX 6110KOB

Mopsagok MoHTaxa BepTuKanbeHbIX 6510KOB NpeacTasneH Ha Puc. 5.3.

YcTaHoBKa Ha MoHTax N3genus Ha
WN3penve kpoHwTenHa opraHansepbl C OTBEPCTUAMM
YHUBEPCanbHOro Ans 6e3nHCTpyMEHTanbHOro MOHTaxa

npu NOMOLLUN MOHTaXHbIX LIJTI/Iq)TOB

MoHTax N3genna Ha weennepsl

IOHUTOBbLIE B LWKadax LWMPUHOMN

600 MM NPU MOMOLLIN MOHTaXHbIX
LWTndToB 1 WIBENNEPHbIX

KPOHLLTENHOB
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Pykoeodcmeo no akcrinyamayuu PDU 2..4 &m

MoHTax N3pgenusa Ha MonTax N3genua B ctonkn CTK
LUBENNEPLI OHUTOBbLIE NPV NOMOLLIX NMNAACTUH MOHTaXHbIX

B LWKadax wupuHon 800 Mmm

Puc. 5.3 - Nopsiaok MOHTaXxa BepTuKanbHbIX O510KoB

6. MNMopspok noaknro4veHusa Kk Kontponnepy PDU
6.1. CxemMbl NogKkno4YeHUn

CxemMa nogkniodeHus [aTynkoB W BHeWHWX YycTtpornctB Kk PDU B makcumanbHbIX
MoaMdUKaUMsX MNpyvBeAeHa Ha PUCYHKaX Huxe. YacTb pasbemMoOB B HEKOTOPbIX MoAanduKaLmsix
MOXeT He YycTaHaBnuBaTtbcd. [leped HadYanom paboTbl Heobxogumo 3asemnutb PDU, a Takke
3a3eMnnUTb NOAKMYaeMble YCTPONCTBA, €CINN 3TO NO3BONAET UX KOHCTPYKLUSI.
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Pykoeodcmeo o akcrinyamayuu PDU 2.4 &m

BerpoeHHbie pene

RSx - nocrien. nopsl Bxoa: DI7-12, Al3-4 3A 154 15A
| l (]

DIGITALIANALOG INPUTS

k I /™ D
Etharnot 12V OND B3 A3 GNO RX TX DND DB GND DI DF GND AM +12V AR DN DITY GND ‘\—/

5] 2 st

LINK SERVER [ B RS485-1 RS485-2 DIGITAL[/O] AN, INPUTS @ srL @ putt | @ jour2
lce
poc L
naryukm HacTpoek I_, CeTb
1Wire (R ] ]
) Yep/Cui — L L AHanoroesle ~220B
7 E— e | | o1 06 sxomm Alf-2 N
KpacHbih OMCKpEeTHLIE BXOABLI/BbIX. Harpyaku P1,2
Hep/Cuk Pmax = 3kBt/kanan
Ch I e
KpacHsii +12VO
M nz
Mopakniouexne gatynkos k DIO 10K
o - o 2
555% &%
Q 000
Alx ©
1 MNogkniyeHne NoXapHeIx W3gewarened
UUTTUD YepHbiid —~ 1k (AaTYnKoB AbIMa)
B [ s = +12vo—_} 7
it KpacHiit - + ry
N WenarensHa 1,8k 1,8¢ 1,8k 10k
QUL YepHslii — ycTaHoska
ed0000 W - =10 S oKono
B I ——— N F Kowrponnepa / U1/ U2 Un
RS-HT1 LBUXEHWA, Alx O 1 1 fa 1
(BnaxHocTi N NPOTEYKY, ... MoaknioyeHne OXpaHHbIX N3BeLLaTtenen
Temneparypbl) bea KOHTpONS (naTmkos aBepen)
wnenpa © KOHTponem wneida - cxema NAMUR

Puc. 6.1.1 Cxema nogknioveHnst 4aTYMKOB 1 BHELWHKX ycTporcTe PDU 2
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Pykoeodcmeo no akcrinyamayuu PDU 2..4

RS485-1 RS485-2
1 GND 1 1-Wire

2 GND 2 -

USB Storage/ Micro SD 3 B 3 -

Web Camera KoHTaKThI 4 A 4 -

BBEPX 5 +12V 5 B

6 +12v 6 A
OO oo 7 GND
8 +12v

usB-2 USB-3 SD
—
LANI LAN2

|| o [T | e Ty o
o & )| A
LINK SERVER %ﬁ_ UNK SERVER | 4 HIGHPOWERTVIA 4 | | +WiRE 4 INfouTs (\’:ﬂ;;‘. '\i@f; (\’!}j
Cbpoc
HacTpoek

HdaTtyuukn
1Wire (R)

CN ———

Moakntodenne gatymkos k DIO

C

XKentelin
KpacHblia
Yep/CvH

HenTblin
KpacHblit
Yep/CuH

OunckpeTHble

BXoAabl/Bbix. D1-2

A

O GND
O D2
O +5V

YepHbli —
HKenTblin
KpacHbili

YepHblil —
XKenrtolit
KpacHbilii

RS-HT1
(BN@XHOCTU U
Temneparypsbl)

O GND
QO Dx
O +12V

BbIX.
1

BbIX.

N T+

LBWKEHWS,
NPOTEYKM, ...
6e3 koHTpons
wnenda

AHanoroskle
Bxoabl Al1-2
A

1]

+12VO

10k

Alx O
[MopknioyeHue noxapHbix M3BeLarenemn
1k (BartyukoBs Abima)

+12V

wenatensHa 1,8k 1,8k 10k
ycTaHoBKa
oKono
KoHTponnepa 2 Nn

!

MopknoyeHne oxpaHHbIX M3BELLaTenen
(0aTYMKOB ABEPEN)

!

Alx O

C KOHTponeM wnenda - cxema NAMUR

Puc. 6.1.2 Cxema NoaknoyYeHns AaT4nKoB U BHELLHNX yCcTporcTB kK PDU3
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Pykoeodcmeo no akcrinyamayuu PDU 2..4

+12V0

N1
10k

Alx O
MoaknioyeHne noXapHbIX naselatenei

1k (AaT4MKoB AbiMa)
+12V
KenaTensHa 1,8k | [1,8k 1,8k 10k
ycTaHoBKa
okono
KoHTponnepa M1 N2 Mn
Alx O 1 1 1

MoaknioYeEHNE OXPaHHbIX M3BELLATENEN
(paT4umMkoB aBepei)
¢ koHTponem wnenda - cxema NAMUR

[a] [a) >
Z - ﬁ Z x &
Onoo + o0 +
o0 000
YepHblit =
HKenTbiid | 1 BbIX.
KpacHeii +
YepHblit J -
HKentbii N BEIX.
KpacHsii +
RS-HT1 OBUXKEHWA,
(BJ'Ia)KHOCTM n NPOTEYKH, ...
Temnepatypbl) 6e3 koHTponsa
wnendga

MoagkntoueHue gatymkos k DIO

[OuckpeTHele
BXOAbl/BbiX. D1-2
Latyumkm
Uep/Cur 1Wire (R)
KpacHblii __\lj
HKenTeli
Yep/CuH
v -
AHanorosble HKenteiid
Bxogbl Al1-2 1 o
2 _
3 _
[ Injouts 4 |1-vlre[ |  Rsass-2 "
LI F I
8 ‘i g 5 B
Lnu 412V AN D2 DI & <12V G SV D é .
T DEFAULT e | = o5
LAN Y 5
use - B
=B — - 5| +iav
LMK SEVER | o RsiEST T
| 1 GND
C6poc > 0
HaCcTpoek
3 B
4 A
5 +12V
6 +12v

Puc. 6.1.3 Cxema NoaknoyYeHnss 4aTYMKOB U BHELUHNX yCTporcTB kK PDU4
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Pykoeodcmeo no akcrinyamayuu PDU 2..4

Rem

6.2. OnucaHue pazbémoB PDU 2

Pasbém KoHTakT | HasHauyeHue
Ethernet [NogkntoyeHne K nokanbHOW ceTu
USB JIokanbHbIM AOCTYN K KOHCONBbHOMY MHTEpdency
RS485-1 Al JInHna A wnHbl RS-485
Bl JInHna B wnHbl RS-485
GND O0BLWmMIn KOHTaKT
+12V Mutanue 12B Pmax(nukoBoe) = 15BT
RS485-2 A2 JInHua A wuHbl RS-485
n 1l-wire B2 JInHua B wuHbl RS-485
GND OOLWMIn KOHTaKT
Data JInHus aanHbIX 1-Wire
5V Mutanne 5B Pmax(nukosoe) = 5Bt
DIGITAL /O, GND OOLWMIN KOHTaKT
ANALOG INPUTS D1 OunckpeTHbIn BXxoa/Bbixoq 1
(HWXxHUIN pag) D2 [unckpeTHbIn BXoa/Bbixoq 2
GND OOBLWMIN KOHTaKT
D3 [unckpeTHbIn BXxoa/Bbixoa 3
D4 OunckpeTHbIN BXoa/Bbixoq 4
DIGITAL /O, GND OOLWMIN KOHTaKT
ANALOG INPUTS D5 OunckpeTHbIn BXoa/Bbixoa 5
(HWXxHUIN pag) D6 [unckpeTHbIn BXxoa/Bbixoa 6
All AHanorosbiii Bxof 1
+12V MuTtanne 12B Pmax(nukoBoe) = 12BT ¢ nporpamMmmHbIM
OTKIIOYEHNEM
Al2 AHanorosbI BXop 2
RS-485-3 +12V Mutanne 12B Pmax(nukoBoe) = 15BT ¢ nporpaMmHbIM
OTKIIOYEHNEM
GND OOLWMIN KOHTaKT
B3 JInHna B wnHbl RS-485
A3 JInHna A wnHbl RS-485
RS-232 GND OOLWMIN KOHTaKT
RX JInHna npnéma gaHHbIX
X JInHna nepegayvm gaHHbIX
DIGITAL/ANALOG | DI10 OuckpeTtHbin Bxog 10
INPUTS (BepxHum DI9 OuckpeTHbin Bxoa 9
pan) GND OBLWMIN KOHTAKT
DI8 OuckpeTHbIn BXOA 8
DI7 OuvckpeTHbIn BXOA 7
GND O6LWnin KOHTaKT
DIGITAL/ANALOG Al4 AHanoroBbi Bxoa 4
INPUTS (BepxHui +12V Mutanne 12B Pmax(nukoBoe) = 12BT ¢ nporpaMmHbIM
psa) OTKINOYEHNEM
Al3 AHanorosbI BXog 3
DI12 OwvckpeTHbIn Bxoa 12
DI11 OuvckpeTHbin Bxog 11
GND OOLWMIN KOHTaKT
Alarm NO HopmanbHO pa3oMKHYTbIA KOHTAKT CUrHarnbLHOro perne
COM O6LWNN KOHTAKT CUrHaNbLHOro pene
NC HopmanbHO 3aMKHYTbIV KOHTaKT CUrHanNbLHOro pene
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Pykoeodcmeo no akcrinyamayuu PDU 2..4 &m

Pasbém KoHTakT | HazHauyeHue
OuUT1 COM1 O6LwmIn KOHTaKT ynpasnsiemoro perne 1

NO1l HopmanbHO pa3oMKHYTbIM KOHTAKT ynpaengemoro pene 1
ouT2 COM2 O6LMIN KOHTaKT ynpaBnsieMoro perne 2

NO2 HopmanbHO pa3oMKHYThIN KOHTaKT ynpaBnsieMoro perne 2

6.3. OnucaHue pazbémoB PDU3 n PDU4

Pa3bém KoHTakT | HasHa4yeHue
LAN/LAN1 - Ethernet 10/100 Base-T
LAN2 P99 - Ethernet 100/1000 Base-T
USB-C USB-kamepbl, ceTeBble agantepbl, FLASH HocuTtenu ¢
pasbeMmom USB-C, paccuntaHHble Ha nuTaHne 5B ¢ Tokom o 1A
RS485-1 1,2 OOBLWMIN KOHTaKT
3 JInHna B wnHbl RS-485
4 JInHua A wuHbl RS-485
5,6 MuTtanne 12B Pmax(nukoBoe) = 12BT ¢ nporpamMmmHbIM
OTKIIOYEHNEM
RS485-2 1 JInHusa aanHbIX 1-Wire
(n 1-wire) 2,3,4 He ucnonba.
5 JInHna A wnHbl RS-485
6 JIHua B wuHbl RS-485
7 OOLWMIN KOHTaKT
8 Mutanne 12B Pmax(nukoBoe) = 12BT ¢ nporpaMMHbIM
OTKIIOYEHNEM
1 Wire Data JInHna paHHbIX 1-Wire
+5V MNutanue 5B
GND OOLWMIN KOHTaKT
+12V Mutanne 12B Pmax(nukoBoe) = 12BT ¢ nporpaMmHbIM
OTKIIOYEHNEM
IN/OUTS GND OOLLUKMI KOHTaKT
D1 OunckpeTHbin Bxoa/Bbixoq 1
D2 JuckpeTHbIn BXoa/Bbixoq 2
All AHanoroBbi Bxop 1
+12V Mutanue 12B Pmax(nukosoe) = 1.2BT ana PDU3 1 10BT ons
PDU4 ¢ nporpaMMHbIM OTKIIOYEHNEM
Al2 AHanorosbIn BXop 2
usB-2 P9 - USB-kamepsbl, ceTeBble agantepbl, FLASH HocuTenu ¢
pasbemMoM USB-A, paccynTaHHble Ha nutaHne 5B ¢ Tokom go 1A
usB-3 PP - USB-kamepbl, ceTeBble anantepbl, FLASH HocuTenm ¢
pasbemMoM USB-A, paccunTaHHble Ha nutaHune 5B ¢ Tokom go 1A
sp FPY) - Pa3beM Anst NOAKoYeHWs HocuTenen nHdopMaLmumn

(PDU3) — pa3bembl MMEITCS TONBKO Ha HEKOTOpbIx Mogensax PDU3

6.4. TlNopknroyeHne NUTaAHUA

Mepen BknoYeHWeM criegyeT MPOBEPUTb TexHudeckoe cocTosiHe PDU  BHeLHUM
OCMOTpOM. YBeamuTbCs, YTO COCTaBHble YacTW He MOKPbIThl PA3bI0 UMM BMaro, HaaéxXHo
3aKpenneH.bl.

MopgknoyeHne nuUTaHuMa OnNs  UCMAOMHEHUMW CO  LUHYPOM C  BWNKOW  MpoucxoauT
HEeNoOCpPeACTBEHHO MOAKMNIOYEHNEM K CETU MepemMeHHoro Toka HanpsbkeHnem 230 wnn 400 B
yactoTtom 50 'y,
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Rem

[lns ncnonHeHun ¢ KNeMMHOWM KONOAKOW NOAKMOYEHNE NPOUCXOANT cornacHo Puc. 6.4.

Pykoeodcmeo no akcrinyamayuu PDU 2..4

BHUMAHMUE! Bce MoHTaXHble paboTbl MPOBOAATCA TONMLKO C 06eCTOYEHHbIMKU Kabensmu.

KnemmHasa konogka
MpuKMMHasA naacTMHa

/BMHT M3 Kabens
7 i ; Q\
() .
— | O

Puc. 6.4 - Bua cnepean Ha PDU B 06nacTu KNeMMHOW KONTOAKN CO CHATOW 3arnyLLKOn

[nsa npucoeanHeHus K G1OKy po3eToK AOMYyCKaeTCsl MCMOMb30BaTb TPEXMPOBOAHLINA kabenb
B pe3nHoBown unu NBX-n3onaumnmn co crneayrowmm cedeHnem npoBoaoB:

* [nsa ogHodasHbIX UCNOSTHEHWI N BXOOHBLIM TOKOM 16A — 3x1 5MM?;
* [Insa ogHodasHbIX CNOSTHEHUIA N BXOAHLIM TOKOM 32A — 3x4mMm>;
« [nsa TpexdasHbiX UCNOHEHUA N BXO4HLIM TOKOM 16A — 5x2,5MM”;

» [na TpexdasHbix MCNONHEHUIN N BXOOHBIM TOKOM 32A — 5x4MM>.

OpHodpasHoe ncnonHeHue TpexdasHoe ucnonHeHne
N (ronyboin) L1 (kopnyHeBbIN)
PE (kento-3eneHbiv L2 (yepHbIn)
L (kopu4HeBbIn) L3 (cepbin)

N (rony6oin)

PE (kento-3eneHbin)

MponssecTun pasgenky NpoBoaoB.
MpopeTb kabenb B 3apaHee NpoAenaHHoe OTBEpPCTME B KabernbHOM BBOAE.
3acbukcmpoBaTb NpOBOAA B pa3beéMax KNEMMHOW KONOAKKW, cobntogast asHoCTb.
3adukcmpoBaTb kabenb NPMKUMHON NNACTUHON, 3aBepHYTb BUHTLI M3.
OkoHuaTenbHyt0 CO0OpPKY NPOBECTM B NOCNeoBaTeNbHOCTU, 0bpaTHOM pa3bopke.

agrwNE

6.5. Mopgknio4vyeHue faTYNKOB K aHANoOroBbIM BXogam

CornacHo n.6.1 K aHanoroebIM BXxogam KOHTponnepa MoryTt ObITb MNOAKITHOYEHbI:

e T[loxapHble vM3BellaTenu (gatyvkyi gpima) criegyowmx tunos — UM212-26, UIM212-
26y, NM212-3M, UM-212-3C;
o OxpaHHble mM3BelwaTenu (gaTyMKkM OBEpen) HOPManbHO 3aMKHYTOrO M HOpMarbHO

PA30MKHYTOIo T1na;
(] MH(bpaKpaCHble naccuBHble mM3BellaTenm (,D,aT‘-IMKI/I ﬂ,BI/I)KeHI/IFl) cnegyrowmx TUNOB:

Panug-5, NMupon-4;
e [atumkum npoteykn Boabl «h20-KoHtakt NEW» ncn.2.
MpumeuaHue. MNogaepxusaetcsa paboTta He Bonee 2 noxapHbIX M3BeLLaTenen (4aTynMKoB
apima).
MNpn nogknovYeHMn OaTYMKOB K aHasroroBbiM BXO4am MOMMMO KOHTPONsS caMux OaTvyMKOB
obecneunBaeTcs KOHTPOSb COCTOSAHUSA Wnenda Ha 0bpbIB 1 KOPOTKOE 3aMblKaHuUE.

[ns nuTaHma gatymMkoB He0B6XoaMMO ncnonb3oBaTb NUHUK +12 B KoHTponnepa.
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Pykoeodcmeo no akcrinyamayuu PDU 2..4 &m

MakcumanbHbIn TOK Ha nobOM M3 aHanoroBbiX BXOAOB He AOMMKEH npeBbiwatbh 25 MA.
B cnyyae ero npeBbllleHNa NPOM3ONAET 3alLMTHOE OTKMoYeHne nuHnm +12 B KoHTponnepa.

MpeBbilleHne TOKa Ha aHaroroBOM BXOA4E MOXET MPUBECTU K BbiXoay M3 CTpoOA
KoHTponnepa!

Hactpovika gatumkos B WEB-UHTepdence onncaHa B n.8.1.6.
6.6. MopgkniovyeHne AUCKPETHbIX/UMPPOBLIX 4ATYUKOB

B cooTtBeTcTBUM € N.6.1 K AUCKPETHbIM BXxoAam KoHTponnepa MoryT ObiTb NOAKIHOYEHbI:

o KHOMKM, Tymbrepbl M yCTPOMCTBA C KOHTAKTaMW HOPMarbHO 3aMKHYTOro W
HOpMarbHO Pa3OMKHYTOro TuNa;

e VHdpakpacHble [daTyuMkym [OBWKEHUS C BbIXOAOM TuMa «OOLIUA  KONEKTop»,
Hanpumep, UKO-1-1U;

e [laTuMkm NpoTeYKM BOAblI C BbIXOAOM TuMa «OOLLMI KOMMEKTOP», C HOPMAasbHO
3aMKHYTbBIMWU WX HOPMAarbHO Pa3OMKHYTbIMWM KOHTaKTamu, Hanpumep, «HenTyH
SW» 005, «h20-KoHTakt NEW» ucn. 2;

e Lindpposble gatunkn TemnepaTtypbl 1 BriaxHOCTM Bo3gyxa RS-HT1.

anI AaHHOM NOAKITHYEHUN KOHTPOJIb COCTOAHUA u.meﬂdna Ha O6prB N KOPOTKOE 3aMblKaHne
HEBO3MOXEH.

Hactpolika gatumkos B WEB-UNHTepdence onncaHa B n.8.1.6.
6.7. lNMoaknro4YeHMe N HaCTpomKa AaT4YMKOB 1-wire

KoHTponnep ocHaléH ogHUM MHTepdencomM 1-wire, K KOTOPOMY MOXET ObITb NOAKMHOYEHO
Ao 10 patyunkoB Temnepatypbl RS-T1.

nOpﬂ}J,OK nogKn4YeHnda 0aT4ynKoB:

6.7.1. B WEB-UHTepdelice Ha cTpaHuue «YcTpoincTBa — BHellHne» gobaBuTb HoOBOE
YCTPONCTBO, HaxaB «+ [Jo6aBuTb», BblOpaTh AN Hero wabnoH «RS-T1», 3agatb
UMS 1 HaXaTb KHOMKY «puMeHnTbY.

6.7.2. [Mopgkmountb gaTymk K KoHTponnepy cornacHo n.6.1.

6.7.3. [Ona nogkntoyeHus Heckonbkux gatymko RS-T1 B WMHY pekomeHayeTca
ucnonb3oBaTtb kneMmmHukn RS-3T. (cM. HLXe).

6.7.4. B WEB-UNHTepdence Ha cTpaHuue «MOHUTOP» NPOKOHTPONMPOBaThL NOSBEHNE
AaHHbIX OT gobasneHHOro Aatyuka. MNpu nosBReHUN HagnNncy «YCTPONCTBO He
0BHapyXeHOo» Ha NNUTKe JAaTyvka NPOBEPUTb U NCMPaBUTb KOPPEKTHOCTb €ro
NoAKMNIoYEeHNS.

6.8. lNMoaknroyeHue BHELWHUX YCTPOUCTB (C nHTepdencamm RS-232, RS-
485)

KoHTponnep ocHaweéH nHtepdencamm RS-485 n RS-232 ana nogknoyeHus crneayrowmx
BHELLHUX YCTPOWCTB.
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Tun ycTponcTBa Mogenb

KoHanumoHep REM,;
REM-5U

Tepmoctat Rem-MC-DMTH

CPDU Jlo6ble CPDU TM «REM»

3amok ¢ RFID-pyykon REM-LOCK-CARD
REM-LOCK-CARD-IP65

HMI-gncnnen R-HTPx

JleHTO4Hasa cucTema KoOHTpons R-WLSx

NpoTEYKM

ABP NMio6bie ABP REM™, nogaepxusatowme
MOHUTOPMHF No RS-485

B pexume «npo3payHbii NOpT» NOAAEPXKMBAOTCA BCE YCTPOMCTBA, coBMecTumble ¢ 10,

paboTaoLlnm Yepes «Npo3payHblii NOpT»

Mpumeyanue. Ecnn KoHTponnep ocHawéH BCTPOEHHbIM AUCNNEEM WNn UMeeT yHKLUK
MOHUTOPWHIa napameTpoB NuTaHus, To K RS-485-1 BO3MOXHO noakntodeHne Tonbko CPDU.

MopT RS-232 nopgaepxmBaeT NOAKIHOYEHMNE TONbKO OAHOIO YCTPOMCTRA.

6.8.1. [lopsiaoK NOAKNIOYEHNSA BHELLHMUX YCTPOWUCTB.

Y6eautbces, 4To KoHTponnep n nogkniovaemble yCTPOUCTBA NOAKNIOYEHbI K OQHOMY KOHTYpPY
3azemneHuns. lNogknounTb YCTPOWUCTBO K KoHTponnepy cornacHo Tabnuue 6.8 u cnegylowmm
yKasaHusaM:

e Ons noaknoyeHns k nopty RS-232 Heobxoaumo coeanHenmne nunnin GND, Tx, Rx;

e Ans nogkntoveHust Kk nopty RS-485 ogHoro ycTpoiicTBa, yaanéHHoro Ha paccTosiHme
MeHee 2 M, AOCTaTOYHO coeAnHeHUs nuHni A n B;

e OnsA noakntyeHus kK nopTy RS-485 Gonee ogHoro yctpowcTBa wu/wunu ycTpomncTea,
yAanéHHOro Ha pacctosiHe 6Gonee 2 M, MOMUMO coeauvHeHust nuHuA A un B,
Heobxogmmo coeguHeHmne nuunii GND. B Havane nuHum cBA3n mexay curHanamm A
n B Heobxoguma yctaHoBka peanctopa 120 Om co ctopoHbl KoHTponnepa. Mpu
anvHe nuHum Gonee 20 M nMGO MNpYM MCMONB30BaHUM HECKOSBKUX YCTPOWCTB,
MOOKIMIOYEHHBIX K OOHOW LUMHE, HeobOxoAuMMa YCTaHOBKa [OMOMHMTENBHOrO
pesncTopa Ha nocregHem ycTponcTee B nuHuW. Mpu nogknioveHnn Kk KoHTponnepy
HECKOSMbKUX YCTPOWCTB [A0MycKaeTCA TOMbKO MOCHeAoBaTeNbHOE WX COeOUHEHWe
(apyr 3a gpyrom). NogknoyeHne NO TOMONOMMK «3Be34a» He OOMYCKaeTCs;

Pekomernayemas He pekomerayemas
TONONOIruA cetTn TONONOTMUA CeTn
0—&[ © L .

(O ) @) O
0—'1 L J @ 0}
QO—0 C{)—t

) Q 0O
Q @)

O Yaen cetn RS-485
@ Yaen c noAKMOMEeHHBIM COMACYOLWUM PE3NCTOPOM (‘TepmuHaTopom”)

e [Ons MNOAKMIOYEHUA Heckonbkux pydyek u  HMI-gucnneeB pekomeHayeTcs
ncrnonb3oBaHne kabenen, BxoAdwMx B  Komnnekt 3amkoB REM-LOCK,
nepexoaHnKoB REM™ wu CTaHAapTHbIX naT4y-kopaoB RJ45 (cm. Puc. 6.8) npwu
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ycrnosum, 4Tto obwas anvHa kabenen He npesbiwaeT 20 M. Npu cymmapHon gnuvHe,
npesbiwatoen 20 m, Tpebyetca pa3paboTka LUMHHbBIX CoeauUHEHUI Ha ocHoBe n. 0.

R=120 Om 0,125W
ancnnen R-HTPx o T - g
o= Eg] s KOHTponnep

~H2v12)
:(f;'} KoHuTponnep
s PDU3

T

RS-4RJ45

xabens REM-LOCK

—~ s.
' ) LWnHy RS485
3amxku REM-LOCK a RS-TRIAS

TepMMHaTop MoxNsHo
120 Om NPOAOAXHTL

Puc. 6.8 - PekomeHgoBaHHasi cxema opraHusaums wiuHel RS-485 npu cymmapHon gnvHe L <20m

Tabnuua 6.8 - PekomeHgoBaHHOE nogkntoveHne nposogoB RS-485 k pazbémy RJ45

Ne LiBeT BUTOM Napbl LiBeT kabensa OnucaHue P
nUHa cTaHgapTHoOro REM-LOCK
RJ45 naTy-Kkopaa
1 Beno-opaHxeBbli Kopu4yHeBbivi 1-Wire (Tonbko ans
PDU 3) rl L
2 OpaHxeBbin OpaHxeBbin Peseps
3 Beno-3enéHoin CuHnin DO- (ynpaBneHue |
3aMKOM: 3aMKHYTb A
Ha DO+ ansi ,!,
OTKpbITKSA)
4 CuHun Benbin DO+ e =
5 Beno-cuHumn 3enéHbin B = =2 E
6 3enéHbin XKéntein A 2 -
7 Beno-kopnyHeBbI YéEpHbIn GND = = >
8 Kopu4HeBbi KpacHbi +12V

e [lpy nogknyeHunm YCTPOMCTB C BHEWHWUM MWTaHWeM uHTepdenca (Hanpumep,
JNEHTOYHBIX AATYMKOB MpPOTEYkM) Heobxoammo coeamHutb nuHum GND, A, B, +V
mMexay KoHTponnepom 1 yCTponcTBOM.

e [logkntodeHue 3amka ¢ RFID-pyykon REM-LOCK-x (ganee — 3amok) k PDU2:

o Mogknountb 3amok k nuHMsm A n B BeibpaHHoro csoboaHoro nopta RS-
485;
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o Mexay nuHuammn A n B atoro nopta yctaHosuTb peauctop 120 Om 0,25 Br.
PesucTtop yctraHaBnmBaeTcs B BUHTOBbIE KNEMMbl OTBETHOM 4YacTu pa3beéma
BMeCTe C NPOBOAHMKaMM OT 3aMKa;

o [lutanne 3amka REM-LOCK-CARD-IP65 BO3MOXHO TONbKO OT BHELLHErO
CeTeBOro UCTOYHMKA nuTaHua 12 B ¢ makcnMmanbHbIM BbIXOOHBIM TOKOM
oonee 1 A. lNMutaHne Taknx 3amkoB oT KoHTpornnepa HEBO3MOXHO;

o TMMutanne REM-LOCK-CARD o1 KoHTponmnepa MOXeT OCYLLIEeCTBMATbCA
TONbKO Yepe3 pa3beM Ceporo LuBeTa W/WUMM C MapKUPOBKOM «MOJTHUSY,
O3HavalwLWmn BO3MOXHOCTb MOAKMYEHNs N0 12V cyMMapHOW Harpysku o
10W;

o [Mpu oTcytcTBMM Ha KoHTpomnepe TakMx pasbEeMOB ANs NMUTaHMS 3aMKOB
REM-LOCK-CARD Heob6xoauMmMo ncrnonb3oBaTh BHELLHUIN CETEBOW UCTOYHMUK
nutaHna 12 B ¢ makcumanbHbIM BbIXOAHbIM TOKOM 6onee 0,5 A;

o [Honyckaetcs ogHoBpemeHHoe nogkntodeHne 10 (gecatn) 3amkoB REM-
LOCK-CARD k ogHomy nopty KoHTponnepa.

o [logkntodeHne 3amka kK PDU3 n PDU4 ocywecTtBnseTca Hanpsamyto B pasbem RJ45
(RS-485-2), nnbo yepes passeTBuUTENb RJI45, MOOKMIOYEHHBIA K 3TOMY pa3beMy,
ONsl NOOKMIOYEHMS HECKOMNBbKNX BHELLHUX YCTPOWCTB (3aMKOB).

6.8.2. B WEB-UHTepdelice Ha cTpaHuLe «YcTpoincTBa — BHellHMe» npon3Bectu
HacTpoWKM no n. 9.

6.9. Mopkno4vyeHue CPDU

Bce CPDU nogkntovatoTcs napannenbHo K wnHe RS-485-1 ocHoBHoro KoHTponnepa, k
koHTakTam A1, B1, GND. [ns ucnonb3oBanusa dyHkumm ComPWR (Ha coBMecTUMbIX YCTpOWCTBaXx)
Takke HeoOXOAMMO MOAKIMHOYMTE WKHY +12 B (k Bbixogam € Pha(nuk) = 15 W). MNogpobHee npo
ComPWR B n.7.9. Hmxe Ha Puc. 6.9 nokasaHa cxema noakntodenHmna CPDU k PDU2 n PDU3.
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Cxema nogkntoveHuss CPDU k PDU 2

120R 0.152W
1@ @ A1
1@ B1
1D GND KoHTponnep
1@ [ r|+12v
= 1 GND
2 GND
CPDU1 3 B
2 4 A
= 5 +12V
- . . 6 +12V
% CPDU4
rorrrn B[] % 3
Cxema nogknoveHma CPDU k PDU 3/4
m % KoHTponnep
- 1 GND
m 2 GND
CPDU1 3 B
- 4 A
= 5 +12V
1 . . . 6 +12V
% CPDU4
rorrn e[ % g

Puc. 6.9 - Cxema nogkntoyerHuss CPDU

6.10. MogkniovyeHne o60pynoBaHUs K yrpaBrnsieMbiM pPo3eTKam
MopkntoyeHne K yrnpaBnseMblM pPO3eTKam OCYLLECTBMSeTCS B COOTBETCTBYHOLUUA pasbeém

Schuko, C13 nubo C19. OrtknoyaTb pasbémM uYepe3d UHTepdenc KoHTponnepa nepen
NOAKIIYEHNEM He TpebyeTcs.

6.11. Opranusaumusa nHtepcenca LAN 2 gna PDU2 n PDU4

[ns opraHmsaumm nHtepdpenca LAN 2, nogoepxmsaroLlero nepegady gaHHbIX Ha CKOPOCTH
no 1Gbit/s, Heobxogumo nogknounte k KoHTponnepy agantep RS-LAN21G. Agantep OGyger
onpenenéH aBToMatuyeckn B TedeHme 5 c. CeTeBble HACTPOVkK onncaHbl B M.8.5.
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6.12. Hactpouka PDU2 n PDU4 yepe3 USB

KoHtponnep PDU2 MOXHO noAknoouuTb Hanpamyto K komnbtotepy USB-kabenem. Twun
pasbéMa Ha cTtopoHe KoHnTponnepa — USB-C, Ha cTopoHe kommnbioTepa — USB-A wunu -C.
Heobxogumble HacTporkn ans goctyna k WEB-UHTepdency npusegeHsl B n.8.13.

6.13. OpraHnusauums uHtepdenca LAN 2 ana PDU3

KoHtponnep PDU3 B Mmogudumkaumax M2, M3 obnagaer BCTPOEHHbIM CeTeBbIM
nHtepgencom LAN 2 n goctyneH no ymonyaHuio. CeTeBble HACTPOWMKM ONucaHbl B n.8.5.

7. CBepgeHusi o hyHKUMOHUPOBaHUN

7.1. CocTosiHMe faTyMKoB, yCTpOUCTB U KOHTponnepa B Lieniom

7.1.1. TlokasaHus, nony4yaemble OT AaTYNKOB M YCTPOWCTB, ABMAOTCSH BUHAPHBIMU
coctosiHuamu (0, 1) onsa ANCKPeTHbIX 4aTYMKOB NMBO LUPOBLIMU NOKa3aHNSAMMN
ANsi aHanoroBbIX 4aTYMKOB, AATUYNKOB 1-wire 1 LMdpPOBLIX YCTPONCTB (Hanpuvep,
10,5 mA, nim 12,1 B, unun 1234,6 kBT-4). MO KoHTponnepa aHanusmpyet
COCTOSIHWE JAaTYMKOB U YCTPONCTB B COOTBETCTBUM C Puc. 7.1.

7.1.2. Tlpn noAKNIOYEHUN U HaYaNbHOW HACTPOMKE KaXXAOMY JaTUYMKy npucBavsBaeTcs
WwabnoH, B COOTBETCTBMU C KOTOPbIM ONpeaenseTcs ero TekyLee COCTOSIHNE:

e Normal — 3HayeHuns, NonyyYeHHble OT AaTymKa, B Npegenax Hopmbl;

e Almin (alarm min.) — HapyweHue, TexXHOMOrM4Yeckoe MnpeBbllleHne nopora
cpabaTbiBaHMA gaTumKa;

e Almaj (alarm major) — aBapwus, 3HaunTenbLHOE NpeBbilleHne nopora cpabaTbiBaHWA
AaTuuka.

LWa6noH npeactaenseT coboii COBOKYMHOCTb rpaHULL NMepekrnoYeHUss COCTOSHUI, a Takke
rucTepesnc Ans 3aluuTbl OT «apebesra» nepeknoyeHunii coctosHuin. Mpumep npvBeaéH B Tabnuue
7.1.

Tabnuvua 7.1 - LabnoH guckpeTHOro gatynka gbiMa

BepxHss OnucaHue cocTosiHUS (TEKCTOBOE) CocTosiHue
rpaHuua

COCTOSIHUA

0,5 MA OO6pbiB Wnenda Almin

2 MA OK Normal

15 MA 3agbiMneHne Almaj

oonee 15 MA | 3ambikaHue winenda Almin

'McTepesnc nepeknoyeHns mexgy coctodaHmamm 1,05 x [3HayveHue rpaHuubl] npu

Bo3pacTaHum nokasaHma u 0,95 x [3HaveHune rpaHuubl] NpY YMEHbLUEHUN MOoKa3aHuA.

OnwucaH 5%-n ructepesuc

LLla6roHbl 3anporpaMMypoBaHbl MPOU3BOAUTENEM.
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CoctosaHne KoHTponnepa B UenoM onpeaensieTcss CyMMOW COCTOSIHUIA MNOOKMHOYEHHbIX
0aTyYMKOB, PEXMMOM OXpaHbl U HacTponkamun KoHTponnepa.

Kondwrypauws
Oatdue 1
»  LatnoH
[NoKazaHve o «—_| COCTOAHWE o o —
Oarduea Oarduea
CocToAHWE
» [UCTEpeINC | KOHTDOMNEPA
MokazaHue o arank 2
Oarduea
MokazaHue o Daran N
Oarduea

Puc. 7.1 - Anarpamma cyHkumoHuposaHus MO

7.2. PeXumbl oxpaHbl

KoHTponnep MoxeT HaxoauTbCst B OOHOM U3 TPEX PEXMMOB OXPaHbl:

e «CHAT Cc oxpaHbl». B aToM pexunMe o06pabaTbiBalOTCA COCTOSAHUA TOMNBLKO
cpabaTbiBaHVsA AaTYMKOB rpynnbl «24 yaca» (CM. N.7.3), Hanpumep, AaTYMKOB AbIMa;

e «Ha oxpaHe». B aToM pexume obOpabaTbiBalOTCS COCTOSIHUS cpabaTbiBaHUS
JatyukoB rpynn «24 daca», «OxpaHa» u «BxogHoi», Hanpumep, [aTyYMKOB
BMGpaUnn 1 OTKPbITUS OBEPEN;

e «TpeBora». B atom pexume B XXypHamn 3anucbiBalOTCH COCTOSAHMSA cpaboTaBLumX
AaTyukoB 1 paccbinatotes ysegomnerus (Email, SNMP Trap n 1.n.).

MpumeyaHue. KoHTponnep He nepengét m3 pexmma «CHAT C oxpaHbl» B pexum «Ha
oxpaHe», ecnum XoTa Obl OAWMH M3 AAaTYMKOB WM YCTPOWCTB M3 rpynnbl «OxpaHa» HaxoasaTcs B
coctosiHun Almin nnn Almaj.

7.3. Twvnbl paTymKkoB

I'Ipep,yCMOTpeHo YyeTbipe Thna AaT4ynKoB:

e «24 vaca» (“24 hours”) — U3MEHEHWS COCTOSIHUS [AaTYMKOB OTCNEXUBAKOTCS
noctosiHHO. pu nepexoae gatyvka B COCTOSIHME OTKIOHeHue (Almin) unv aBapwms
(Almaj) KoHTponnep u3 nioboro pexnma nepexognT B COCTOsIHUE « TpeBoray;

o «WHpopmaumonHbiiy  (“Informational’) — wn3MeHeHMs COCTOSHUSA [aT4YMKOB He
NPUBOAST K U3MEHEHMI0 cocTosiHuS KoHTponnepa;

e «OxpaHa» (“Guard”’) — n3MEeHEeHUs1 COCTOSIHMSA OAaTYMKOB OTCIEXUBAKOTCS TOJNbKO B
pexume pabotel KoHTponnepa «Ha oxpaHe». [pu nepexoge fatuvka B COCTOsIHME
otknoHeHue (Almin) nnn aBapua (Almaj) KoHtponnep mns pexuma «Ha oxpaHe»
nepexoauT B cOCTosiHME « TpeBoray;

e «BxogHon» (“Entrance”) — TuN oxpaHHOro Aatyuka, aHanormyHoro tuny «OxpaHay,
CO crnegyrLwmmMm 0COOEHHOCTAMM:
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o [ocne nocraHoBkn KoHTponnepa B pexum «OxpaHa» COCTOSIHME AaTyuka
3TOW rpynnbl HE aHanM3npyeTcsi B TedeHne 3alaHHOro MHTepBana BpeMeHH,
4yTOObl Y Nonb3oBaTens Obina BO3MOXHOCTb BbIATM C 00bEKTa, He Bbi3biBas
cpabaTbiBaHMsa curHanusauuu;

o [lMpn Haxoxpenun KoHTponnepa B pexumme «OxpaHa» cpabaTtbiBaHue
JatuMka npuBed€T Kk nepexogy KoHTponnepa B coctodHue «TpeBora» He
cpasy, a C 3aJaHHOMN 3aJepXXKOW, JaBas MOMb30BaTEN0 BPeEMS AN CHATUS
KoHTponnepa ¢ oxpaHbl Npy NpUXoae Ha OObLEKT.

7.4. YnpaBneHue po3eTKamu

YnpaBneHue poseTkamu ocyulectsnseTrca npu nomowwm CLI no nportokony SSH, WEB-
UHTepdenca, npyn nomowmn SET-3anpocos SNMP u moHuTopuHra no npotokony Modbus RTU/TCP.

7.5. UHpukauuns

WHankaumsa pabotel KoHTponnepa pabotaet cnegyrowmm obpasom.
WHankaTop LINK:

e [locTosHHO ropuT 3enéHbiM — Kabenb NOAKITHOYEH;
e Muraet 3enéHbiM — AET Nepefaya AaHHbIX;
e He roput — kabenb OTKNIOYEH UM HEUCTIPABEH.

WHuankatop SERVER:
e 3apesepBupoBaH Ang dyayLwmx NpUMeHeHNN.
WHaunkaTtop STAT:

e He roput — oOTKMOYEHO ceTeBOe nuTaHMe /[ BKIMIOYEH pexuMm rnybokoro
aHeprocbepexeHus (ans Mogenu co BCTPOEHHOW baTapeen);

e [opuT 3enéHblM — cocTosiHNE « CHAT C OXpaHbI»;

e Muraet 3enéHbiM — cocTosiHne «Ha oxpaHey;

e Mwuvraetr no ouepeam KpacHbiM W 3€eMé€HbIM — MPU MOCTaHOBKE Ha OXpaHy
aKTMBMPOBaH BXOAHOM Aatyuk. Jlnbo BxogHoW gaTymk cpaboTan B pexnme OXpaHbl;
MwuraeT KpacHbIM ¢ YacToTon 2 ', — cocTosiHue «TpeBoray;

Muraet kpacHbiM N pa3, ganee naysa 1 ¢, ganee N pasz u 1. ., rae N — kog, oLunGKu.

MHamnkaTopbl peneriHbix BbixogoB SRL, Ha KoHtponnepe PDU2 (oTtcytctByeT Ha PDU3 u
PDUA4):

e [OpuUT 3eNéHbIM — pene 3aMKHYTO;

¢ He roput — pene pazoMKHyTO;

e Mwuvraet kpacHbiIM — oOWMOKa KOMMYyTauum (3apes3epBMPOBaHO Ans Bepcun
KoHTponnepa co BCTPOEHHbIMU KaHanamy U3mMepeHuns Hanps>keHns u Toka).

7.6. Moaynb usmepeHusi napaMmeTpoB INEKTPONUTAHUA C AUCTIIEEM

Oucnnen u knaeBuaTypa ycTaHaBnuBalTca Tonbko Ha PDU2 u PDU4 ¢ dyHkuunen
n3MepeHns napameTpoB anekTponuTaHus no sxody, PDU ¢ dyHkumnen ABP, onucaHHbiM B N.7.7, U
Ha PDU 3.

7.6.1. PaboTa c knaBmMaTypomn
HaBwurauus no MeH0 OCyLLECTBIAETCS C MOMOLLbIO KHOMOK:
1) <Enter/Esc>: ObicTpoe HaxaTue — BXo4 B NOAMEHI, NPOOOIPKUTENBHOE HaxaTue —
BbIXOA;

2) <UP>: nepexopf k criegytoLlemy NogMeHI0 U napameTpy;
3) <DOWN->: nepexop K npeablayLiemy NogMeHIo unv napameTpy.

7.6.2. OJkpaHHoe meHo PDU2 n PDU4 ¢ oyHKUMEN N3MepeHns napameTpoB
anekTponuTaHusa no exogy n PDU 3
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Ha ocHoBHOM akpaHe gucnnesi oTobpaxarlTcs 3Ha4YeHUs1 BXOAHbIX NapameTpoB (Tekyliue
HanpsbkeHue, ToK U MowHocTe — aanee U, |, P). B PDU 3 npu npoctoe 6onbwe 10 MuHyT (MO
YMOn4aHuio, BpeMs OTKMo4veHus HactpauBaetcs B CLI) Bkniouaetcs cTpaHuua Screensaver C
YMEHbLUEHHOW APKOCTBIO U MUHUMarnbHOW MHOpMaLMen Ha aKpaHe.

MoameHto noapobHom HpopmaLmmn cogepxar:

MOHUTOPUHI COCTOSHMSA N NOTPEBNEHNS NO KaXXAOMY KOHTYPY MUTaHUS U MPOCMOTP
aeTtanbHon nHgpopmaums (U, |, P) no kaxxgoMy KOHTYpY NMUTaHUS;

MOHUTOPUHI COCTOSIHUS U MOTPeOneHuss No Kakaon po3eTke (rpynne po3eTok)
Harpy3ok, (oTobpaxeHue cocTosHuA rpynn poseTok (Bkn/Bblikn) u npokpyTka
aetanbHon nHpopmaums (U, |, P) no kaxxgon poseTtke/rpynne po3eTok);

CocTosiHMe JaTUYNKOB N BHELLUHUX YCTPOWNCTB;

Obwasn nHdopmauusa o KoHTponnepe — mogernb, cepuiiHbiin Homep, Bepecust MO un
annapartHas peBu3us;

MHudopmauus o ceTeBbix HacTporkax. B skpaHHom wmeHiwo PDU 3 pgoctynHo
pefakTMpoBaHme ceTeBbIX HACTPOEK.

Hwxke Ha KapTUHKax npunBeneHbl CXeMbl (byHKLI,VIOHI/IpOBaHI/IH M BHeLWHero snaa aKpaHHOro

MEHIO.
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OcHoBHOE MeHI
230V 400V
L1 3.58kW
229V 15.3A
225V L2 1.94kW
18.6 A 223V B.7A
4.19 kW L3 2.66kW
231V 11.5A
8.11kW
MOHWUTOPUHT NoTpeBAeHNA NO KOHTYPam
230V 16A 400V 16A
L1 L1 L2 L3
Bank 1 Lol banc L Bank 1 Bank 1 Bank 1
3.50kW 3.50kW 1.94kkW 2.66kW
229V 15.3A L 2 Bank 1 229V 15.3A 223V 8.7A 231V 11.5A
L 3 Bank 1
230V 32A 400V 32A
L1 L1 L2 L3
Bank 1 Bank 1 Bank 1 Bank 1
3. 50kW 3.50kW 1.94kW 2.66kW
229V 15.3A 229V 15.3A 223V 8.7A 231V 11.5A
Bank 2 Bank 2 Bank 2 Bank 2
1.87kW 1.87kW 2.11kW 8.58kW
228V 4.7A 228V 4.7A 226V 9.3A 238V 3.5A
L m—
MOHWUTOPWHT rPYNN po3eTok
LOADE1 ON
LOADE2 ON LOAD 1 LOAD 2 LOAD 3 LOAD 10
LOADE3 OFF
LOAD#S ON 229V 223V v 231V
LOADHS ON 2.7A 3.4A BA .« e ® 5.8A
LOADUS OFF 9.62 kW 0.76 ki 0 kW 1.48 kW
LOADHT OFF
LOADE8  OFF
LOADED ON
LOAD#18 ON
Oatinkm
ACCEL  NORM
TEMP  NORM
D11 NORM DIl D12
ACCEL TEMP .
gij :gﬂ Acceleramete: Thermemete: FeT Deor 1-Wire
- " " . .
014 NORM Hit not oM NORM NORM 3 term
. NORM
DTS ALMAY detected 36.25 °C 5.8 7C beer
DI6  NORM 29.5 ZRH closed
ALl ALMIN
A2 ALMIN

RS485#1
CcE102H

NORM

WHodpmauma o KouTponnepe

Model

RMCY-32- 4225
23013 - 202019 A
828

S/N
soea273s
SH VER.

3.05
HH REW.
i.e

Cetesble H

ACTPOMKK

Ip
192.168.8.259
MASK
255.255. 2558
GATE
192.168.0.1
MAC

09188158
S4:EE:SA

OkpaHHoe meHio PDU2 1 PDU4
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e

L1  Bank 1 L1 2. 6kW
L1 L1 L1 L2 L3
Bank 1 Bank 2 220v. 11.9A 220V 11.9R Bank 1 Bank 1 Bank 1
2. 6kW —— )
220v 220v | — L2 - 220v 2z20v 220V
11.9a |« 6.3A . 11.92 |[€—)» 6.3A 14.7A
N L1  Bank 2 OCHOBHOE 220V 6.3A <>
2.6kW 1.4kW MEHIO —-— 2.6kW 1.4kW 3.2kW
220V 6.3A
119.5kWh 107.1kWh 1.4kW L3 0. 0kW 119.5kWh 107.1kWh 107.1kWh
220V oa
—— -— — 3 — —
MENU
MOHWTOPHHT | POWER |
ATARMS MOHMTOPMHT
LOADS IIMTAHNA
ETHERNET
Ll Bank 1
11 DEVICE Ll Bank 1 L2 Bank 1 L3 Bank 1
)
Bank 1 Ll  Bank 2 220V 11.9A 220V 14.7A 220V 1.8A
INFO — 2. 6kW 3. 2kW 0. 4kW
| 220V L2 Bank 1 |
—) —) -
11.98 L2 Bank 2 >
L1 Bank 2 L2 Bank 2 L3 Bank 2
2. 6kW [ —
L3 Bank 1 220V 6.3 220V 4.5A 220V 0.0A
119.5kWh -_— I 1.4%W 1.0kW 0.0kW
——— L3 Bank 2 —— ) -_——— —
—
PDU Controller MENU MENU LOADS
LOAD 1 LOAD 2 LOAD 42
S/N s/N POWER BOWER LOAD 1 ON
2200032 2100027 LOAD 2 ON
LOAD 3 OFF 220V 220V 220v
wonns
Model: [ | SW Version LOBD 4 ON [ 11.98 o 11.98 | » 11.92
XXX 1.9.6 ETHERNET ETHERNET LORD 5 on
XXKXX LORD 6 ON 2. 6kW 2. 6kW 2. 6kW
XXXXX DEVICES DEVICES LOAD 7 ON
AXKAK HW Version LOAD 8 ON
PDU3v4 INFO INFO LORD 9 ON
MH$OPMALMA O PDU M MOHMUTOPYMHI HATPY30K
KOHTPOIUIEPE
LAN 1 LAN 2 DHCP MENU MENU DEVICES DEVICE 1 DEVICE 1 DEVICE 1
te (/24): P (/24) Accel dinl Smokel
192.168 192.168 POWER POWER Booer X
0.254 1.113 inl OK
din2  ALRM x)
GaTE : GATE : < ;Il Loaps DEVICES |:‘I >ain1 INFO[— @ < o >
192.168 192.168 ain2 WRN[———
ETHERNET
0.1 1.1 ETHERNET Lockl OK HIT mﬂ DOOR SMOKE NOT
MAC: MAC: DEVICES Lock2 OK DETECTED OPEN DETECTED
Al:B2:C3 AL:B2:C3 Smokel  OK oK oK OK
D4:E5:F6 D4:E5:F6 INFO INFO
MOHUTOPMHI' YCTPOWCTB
| AN 1 LAN 1 TAN 1 I
P e SAVE R
192,168 192.168 CONFIG?
0.254 0.254 MOHMTOFPHHT ¥ I
MASK MASK MASK
| <> <> MBMEHEHME CETEBEIX vES
192.168 255,255 HACTPOEK
0.254 255.0
GATE GATE
192.168 192.168
0.1 0.1
A
| v |
s P b33 1P SAVE
Config Config Config Config CONFIG? |
| 192 192 0 254
55 < < 168 > 168 No
: : 1o :
| 254 254 254 i 254 |

HacTPOMKM OpUEeHTauMuM aKpaHa.

7.6.3.

OkpaHHoe meHo PDU3

MoBopoT akpaHa Ha 180°

B PDU2 n PDU4 noBopoT 3KpaHa OCYLLECTBNSETCA crnegylowum obpas3om: Haxogscb B
OCHOBHOM MEHI0, crnefyeT HaxaTb U yaepxuBaTb KHoOnky <Enter/Esc> go nepexoja B MEHKO

B 9TOM MeHH KOpOTKOe HaxaTue kHomkun <Enter/Esc>

noBopayvyMBaeT 3KpaH Ha 180°, a gnutenbHoe HaxaTue npmeoauT K BbiIXOoAy B OCHOBHOE MEHIO. Bua
9TOro 3KpaHa NnokasaH Ha KapTUHKe HUXe.
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Rotation
of £ uo
uoT 3e30y

B PDU3 noBopoT skpaHa Ha 180° kaxabl pa3 OCYLUECTBNAETCS ANUTENbHbIM HaXaTuem
<Enter/ESC> 13 OCHOBHOIO MEHH0.

7.7. Mopynb ABP c aucnneem

Mogynbe ABP npeactaBnsieT cobon Bbiknoyatens, obecnevvBarolLmin nogadyy pes3epBHOro
NUTaHMa Ha NOAKMYeHHoe obopyaoBaHue. BoblknwyaTens MMeeT ABa BBOAA MUTAHUA OT CETU
nepemeHHoro Toka. ABP obecneumBaeT nogady nuTaHua Ans NOAKMIOYEHHOro obopyaoBaHus OT
OCHOBHOro BBOAa. Ecnv nutaHne Ha OCHOBHOM BBOZE NponagaeT MM BbIXOAMT 3a LOMNYCTUMbIE
npegensl, ABP aBTOMatMyecks nepeknyaeT nMuTaHMe Ha pes3epBHbii  BBOA. MOMeEHT
nepekmnyeHnst ¢ 0OHOr0 BBOAAa Ha ApYron He HapywaeT paboTy NoAKMYeHHOro obopynoBaHus,
MOCKOJIbKY NepekrnoyeHmne Nponu3BoauTcs B TEYEHMNE KOPOTKOrO NPOMEXYTKA BPEMEHM.

B kauyecTBe NproOpUTETHOIO MOXET ObITb HAacTpoeH nMbo BBog A, nubo B, nubo yctaHoBneH
pexum AUTO. B pexume AUTO BBOA, MCMOMb3yeMbll B HACTOSALWMIA MOMEHT, cuMTaeTCs
NPUOPUTETHBIM.

Mpn paboTe OT pe3epBHOr0 BBOAA BO3BPAT Ha MNPUOPUTETHLIA MPOM3BOAUTCH NpwU
BOCCTaHOBIEHUW HAMNpPSHKEHUSI HA HEM Yepe3 BpeMsl 3aaepxku (Ty).

Mogyne ABP (Puc. 7.7) nmeeT BO3MOXHOCTb paboTbl C MCTOYHMKaMu GecnepebonHoro
nutaHna  (MBI1), obecneuyvBalowmmMn  NUTaHWE  Harpy3km  HanpskeHuem B dopme
MOAMMUUNPOBAHHON CcuHycouabl. [aHHag dyHKUMA MO0 YMOMNYaHuIo OTKMNYeHa. W3mMeHuTb
napameTpbl paboTbl ¢ MOAUMULMPOBAHHOW CUHYCOMAON MOXHO B COOTBETCTBYIOLLEM MYHKTE MEHIO.

Mogyne ABP moxeT OblTb HacTpoeH 4yepe3 akpaHHoe MeHt, nmbo WEB-uHTepderic mnm
NMHTepdeNnc KOMaHOHOW CTPOKK.

RS485 MHEMOCXeMd NMNTAHNSA HanpsixeHne Ha sBoge A AKTVBHbI/ BBOA,

OCHOBHOM

@D PE3EPBHbIN
BHUMAHUE
ABAPUA

MPVIOPUTETHBI BBOA aBapus
napameTpbl HArpy3Kin

HanpsaxeHre Ha BeBoae B

Puc. 7.7 - BHewHui Bug moaynsa ABP

TexHudeckme xapaktepuctukm moaynsa ABP npuBeaeHsl B nacnopTe.

7.7.1. MHemocxema nutaHus moayns ABP
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WHankauum pexuma pabotel ABP ocyliectBnseTca npy NOMOLLUM MHEMOCXEMbl MUTaAHUSA.
Hwke B Tabnuue 7.7.1 onucaHa WHOUVKALWUS OCHOBHbIX PEXMMOB paboTbl (BBOA A NPUHAT, Kak
NPUOPUTETHBIN).

Tabnuua 7.7.1 — ngukauna pexmmon pabotel ABP

Cutyaums NHauvkaums

Mopava nutaHus (coldstart) CermMeHTbl  3axurawTCad  AOCTYNHbIMA  OCHOBHbIMU
LuBeTamm

HanpspkeHne Ha oboux BBogax B Hopme | LEDs (A>Out) 6erylias BonHa 3eneHsim

NPOAOITKUTENBHOE BPEMS LED1B - xentbl

MponagaHue unu Beixog 3a gonyctumble | LEDs (B>Out) 6erywasn BonHa xxentbiM

npegensl  HanpsbkeHna Ha A, npu | LED1A — BbIKNOYeH, ecnun HanpsbkeHve Ha A nponarno
xopouwlem B nnm

KpacHbIW, ecnu BbILWMO 3a 4ONYCTUMbIN AManasoH

O6patHbin  nepexoq B—A  nocne | LEDs (A>Out) 6erywas BonHa 3eneHbIM.
BoccTaHoBneHus Au T, LED1B - xenTtbin

HanpsokeHns Ha oboux BBogax Bbiwnm | LED1A n LED1B — kpacHble, ocTanbHble He ropsT
13 HOPMbI UK Nponanu

BocctanoBnenne A wnm B (oT | Cm. coldstart (BepxHWUin NyHKT)
npeabiayLero CoCTosiHUs)

Meperpyska no Toky LED1A (B) — 3eneHbln (KenTbl), ecnn B HOPME,
KpacHbIl, €cnM BHE HOPMbl, He TropuT, ecnu
oTCcyTCTBYET
Out — wmuraeTr KpacHbiM. TpebyeTca nepesarpyska
onepaTopom

7.7.2. QJkpaHHoe meHo ABP

Ha ocHoBHOM akpaHe ABP (Puc. 7.7) oTobpaxatoTca 3Ha4YeHUst BXOOHbIX HanpsKeHW, TOK 1
MOLLUHOCTb HarpyskM Ha Bbixoge, 0O03HaueHWsi akTMBHOIO M NPUOPUTETHOrO BBOAa. B cnyyae
aBapUMHOIO OTKIMIOYEHUS Harpy3kuM Ha rMaBHOM 3KpaHe oTobpaxaeTtcsi coobuieHne o6 aBapuw,
dnarm aBapui M BpemMsi C MOMEHTa OTKMNtoYeHus Harpysku. [pu npoctoe Gomnee opHoro 4vaca
BKIOMAETCs screensaver Ans noBbILEHUs pecypca aucnnes.

"padumyecknin HTepenc cogepXuT crneayoLimne pasgens:

[(MaBHbIN 3KpaH;
YacToTbl HanNpsXKeHU Ha BBOAAX;
Pecypc paboTbl, CH4éTUMKM cOBbITUIA, donarn aBapun, cucTeMHas nHcopmMaLmns;
Ocuwunnorpamma Ha BBogge A,
Ocuunnorpamma Ha BBoge B;
MeHto:
o Hactpownku ABP:
= [lpropuTeTHbLIN BBOS;
* [loporoBble HaNpPsBKEHNUS U TOK;
»  3agepxKn, YyBCTBUTENbHOCTb;
» PaboTta c HeCcuHycouaanbHbIM cuUrHanom (BN c
MOAMPULNPOBAHHON CUHYCOUOOWN);
» HacTporika opueHTauum aucnnes n KHOMoK,;
= 3ymwmep;
= CO6poc HacTpoek.
o Hactponkn RS485: agpec, ckopoCTb, YETHOCTb U T.M., COPOC HACTPOEK,;
o WHdpopmaums o mogyne: mogenb, S/N, Bepcus M0O.
e OJkpaH aBapun (NOSBMASETCH TONBKO B Cry4ae aBapum).

[lna nepeBopoTa 3kpaHa Ha 180° Ha rmaBHOM 3KpaHe, HaxaTb <Enter/Esc> ans nepexoda B
MeHl0. BeibpaTb nyHKT «Settings — Disp.orien». Bbibpatb xenaemyio opueHTauuio aucnnes: 0°
(HopMmanbHoe nonoxeHune) nnu 180°, Ons NpPUMEHEHUs KOPOTKO HaxaTb Ha <Enter/Esc>. [Ons
BbIXO4a M3 MeHIo 3axaTb <Enter/Esc> n ygepxvBaTtb ee 40 BbIXOA4a Ha MMaBHbIA 3KPaH.
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7.8. PeneliHble U u3aMepuUTenbHble MOAYNM

N3amepuTenbHbI MoOAynb oGecneyvMBaeT MW3MepeHne MapaMeTpoB MWTaHWs, a Takke
yrnpaBreHne poseTkamu (6y10kaMu po3eToK) C MHAMKATOpaMy COCTOSIHUS.

MamepuTenbHbIi MoayMnb MOXET ObiTb COBMELLEH C AMCNIeeM U KHOMKOW Hasurauuu (.
7.6).

7.8.1. CocTosiHMe cBeTOANOOHbBIX UHONKATOPOB:

e He roput — po3eTka/KOHTYp OTKITHYEHbI;

e 3enéHbIN — BKITIOYEHO, HanNpshXeHne B HOpPMeE, TOK HUXKE Nopora npeaynpexneHus;

o JKEénTtbin — BKMNIOYEHO, HamnpsbkeHne W/ TOK HaxoasaTCa B rpaHuuax
npeaynpexaeHns;

e KpacHbin — noTpebneHne npesbilaeT MakCManbHOE 3Ha4YeHne.

2. V|3MepVITeJ'IbeIe mMmoaynn 0©e3 BO3MOXXHOCTWN N3BIEYEHUS]

(ee)5) (o))
aoffan

BxogHon moaynb Ha 2 unu 3 BxogHon moaynb Ha 2 unun 3 PenenHbi BbIxogHON Moaynb
kaHana ¢ OLED-gucnneem kaHana 6e3 gucnnes Ha 4—-6 kaHanoB

7.8.3. Moaynu namepeHust 1 ynpasrieHusl C ropsiuei 3aMmeHom

B mogensax PDU c¢ mnsmepeHveM w/unu ynpasreHMEM KadkAoW PO3ETKOM MCMonb3ylTcs
nssnekaemole mogynu (R17.01.00x, M), koTopbie MOXXHO 3ameHUTb 6e3 BbiknodeHns PDU.

Bnarogaps ucnonb3oBaHWio OUCTabWnbHBIX pene BCE o0OoOpydoBaHWE, 3anuTaHHOE OT
BKIMIOYEHHbIX po3eTok PDU, npogomxut pabotatb BO BpeMsi 3ameHbl VM. [Ons 3ameHbl VIM
Heobxoaumo:

e CHATb cTaTnyeckun 3apsa, NPUMKOCHYBLUUCHE K kopnycy PDU;

e BbikpyTuTb kpenéxHbin BUHT Ha VM, noka Bbixogq M n3 oTceka He npekpaTuTcs;

e OCTOpPOXHO BbITAlWNTb YCTaHOBMEHHbIN WM u3 oTceka, MNOTAHYB 3a rOMOBKY
KpenéxHoro BuHTa. Ecrnn MM He BbiHMMaeTCA, BbIBEPHYTb KPENEXHbIA BUHT eLé Ha
1-2 obopoTa u nonpoboBaTtb CHOBA;

e Hakneuntb Ha HOBbIM VIM Haknerky ¢ Hymepalnen KaHanoB, aHanorM4Hyo Haknemke
Ha n3eneyéHHom VIM, nmbo nepecTaBuTb NEPEAHIO NaHenb Ha HoBbI VIM;

e CHATb cTaTnyeckn 3apsag ¢ HoBoro MIM, ogHOM pyKOM NMPUKOCHYBLUUCH K KOPMYCY
PDU, a gpyrou — k Topueson meTtannusauuu VM;

e AKKypaTHO YycTaHOBWUTb HOBbIN VIM B OTCeK OO0 OOCTWXKEHWSA ynopa KpenéxHbiM
BUHTOM. BHuMaHue! UM BxoguT B OTCEK TONBKO B OAHOM MOJSIOXKEHWUM;

e OCTOpOXHO BBOpauyMBaTb KPEMNEXHbI BWHT OT pykM OO To Tex nop, noka UM
MOMHOCTbIO HE BOWAET B OTCEK;

e [loxpgatbca  BktoveHuss WIM, kotopoe 3aHumaeT nopsigka 70 c. OHo
COMpoBOXAaeTcs BKMOYEHUEM MHAMKALMU aKTUBHbLIX KaHanoB. HacTtponka moayns
NPOV30oMAET aBTOMaTUYECKU.

7.9. ComPWR B PDU3, PDU4 n CPDU

KonTponnepsl PDU3, PDU4 n CPDU wnmetoT BbiBog +12V Ha KoHTakThl RS-485-1 (pasbem
RG12). bnarogaps atomy, coeamHas CPDU n PDU, moxHo obecneunTb 6ecnepebonHoe nutaHne
COOTBETCTBYHOLLMX KOHTpONnepoB B crnyyae nponagaHus MUTaHWsA B NEKTPUYECKON CETU Ha KakoM-
T0 13 KoHtponnepos CPDU wnn PDU.
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Ecnu kakon-to n3 KoHTponnepoB nepecrtaHeT nofy4vyatb NUTaHWE U3 ANEKTPUYECKON CeTw,
OH MPOAOMXUT CBOK paboTy 6e3 nepesarpyskm U CMOXET YyBeOOMWUTb CUCTEMbl MOHUTOPUHra O
BO3HMKLLEN Npobreme.

CoeanHerHne PDU n CPDU pomkHo bbITb ob6ecrne4yeHo B COOTBETCTBUM CO CXeMOW B 1.6.9.
7.10. Hot-Plug moaynb PDU3

B mogensax PDU, B koTopbix yctaHoBneH KoHTponnep PDU3, eCTb BO3MOXHOCTb ropayen
3ameHbl KoHTponnepa 6e3 OTKMOYeHWs nuTaHuMa Ha O6noke pacnpedeneHvs nuTaHua U
NOAKMIOYEHHOr0 K HemMy 060pyaOBaHUS.

[ns 3ameHbl KoHTponnepa Heob6xoaumo:

e CHsATb CTaTU4YeCKni 3apsa, NPUKOCHYBLUKCH K kopnycy PDU;

e BbikpyTuTb OBa KpenéxHbix BUHTa Ha KoHTponnepe, noka Bbixod KoHTpornnepa us
oTceka He MpekpaTuTCs. BuMHTbI CTOWUT BbIKpyuMBaTb PaBHOMEPHO, He Aonyckas
nepekoca nuueBor naHenu KoHTponnepa;

e OCTOPOXHO BbITaLLMTbL YCTAHOBMNEHHbIM KOHTpOnnep us otceka, NOTSHYB 3a ronoBKu
KpenéxHbix BMHTOB. Ecnu KoHTponnep He BblIHMMaeTCH, BbIBEPHYTb KPEMEXHbIE
BMHTbI ewweé Ha 1-2 obopoTa n nonpobosBaTb CHOBA;

e AKKypaTHO YyCTaHOBUTb HOBbIN KOHTponnep B OTCeK A0 [AOCTWXKEeHWs ynopa
KpenéxHbIXx BMHTOB. BHumaHme! KoHTpomnnep BxOoouT B OTCEK TOMIbKO B OOHOM
MONOXeHNW;

e OCTOpPOXHO BBOpauMBaTb KpenéxHble BWMHT OT PyKM OO TO Tex Mop, noka
KoHTponnep NonHOCTbIO HE BOMAET B OTCEK;

BkntoueHne Hooro KoHnTponnepa PDU3 3arimeT npuvmepHO nontopbl MuHyThl. [locne
BKITIOYEHUs1 Ha gucnnen 6yoeT BbiBEOEHO COOOLLEHME C NPeasioKeHNEM 3arpy3uTb COXPaHEHHbIe
HacTponku. MNpu BbIGope onumm «YES» KoHTponnep 3arpy3ut koHdurypauuo PDU, coxpaHeHHyto
HaKOMMEHHYI0O 3HEPrn0 U CETEBble HACTPOWKM npedplaywiero KoHTpomnmnepa, nocrne 3Toro OH
nepesarpyauTcsi.

B TeueHne natn muHyT KoHTponnep Oyget oxuaaTb NOAKIIOYEHUS K HEMY MO CETU Yepes
WEB-uHTepdeinc nnm yepes CLI. B cnyyae, ecnv nogkntoyeHve He Oy4eT YyCTaHOBIEHO, HACTPOMKM
CETUN BepHyTCs K TeM, 4To 6binn Ha KoHTponnepe go yctaHoBku B PDU, n cam KoHTponnep cHoBa
nepesarpyauTcs.

Mpn BbIGope onuum «NO» HuKakne HaACTPOMKM He OyayT 3arpyxeHbl, KoHTponnep
npogomkut ceoto paboty. Ecnn B TeyeHne 10 MuHYT Hukakad M3 onuun He BydeT BbibpaHa,
KoHTponnep Tak xe He 3arpy3unT HUKaknx HacTpoek 6roka pacnpegeneHms nuTaHus.

LOAD LOAD
SETTINGS? SETTINGS?
YES No [« » YES Reloading. .

lMoka3 3TOro MeH C NPELNOXEHNEM 3arpy3kM HaCTPOEK MOXHO OTKIMOYUTbL B HACTPOMKax
PDUS3 yepes CLI.

7.11. YyeTHbIEe 3anucu

KOHTpOJ'Iﬂep nogaepXmeaet BO3MOXHOCTb HalmM4dnA HECKOJIbKMX  YYETHbIX 3anucem
pa3nnyHbIMK ponAaMU, onpeaendarowmmMmmnm ypoBeHb 4OCTYyNa nojib3oBaTtens.

Y4yeTHble 3anvucu UCnonb3yTes Ans ayteHTudukauum n astopusaumu 8 WEB-UHTepdeiice
N nHTEepgence KOMaHaHOW CTPOKMU.

CyLecTBYIOT CriefytoLme ponu:
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e Bnapeneu. MmeeT nonHbIn JOCTYN KO BCEM BO3MOXHbIM (PYHKLMAM U HAaCTpOWMKam
yctponctea. MoxeT gobasnsatb, U3MeHATb, yaansaTb M OTKNoYaTb nobble apyrue
yyeTHble 3anuncn. Bnageney MoxXeT ObITb TOMLKO OANH. JTY YYETHYIO 3anUChb HENb3s
OTKIMIOYUTL UKW yaanuThb;

e AgmwuHucTpatop. VMeeT nonHbI AOCTYN KO BCEM BO3MOXHbLIM (PYHKUMAM W©
HacTponkam ycTponctBa. MoxeT [obaenste, M3MeHATb, yAanATb M OTKMOYaTb
y4YeTHble 3anncu, 3a UCKIMIOYEHNEM YHETHbIX 3anmMcen Opyrmx aaMMHUCTPaToOpPOB.;

e Onepatop. NImeeT nonHbIn JOCTYN K PYHKLMOHAMy, 3a UCKMOYEHNEM CUCTEMHbIX U
ceTeBbIX HacTpoek. MoxeT fobaBnaTb/yaansaTb, NepevMeHoBbiBaTb YCTPOMCTBA,
nepeknoyaTb COCTOsHWE po3eTok. He moxeT gobasnaTb HOBble y4YeTHble 3anvcu
NN BHOCUTb M3MEHEHWS B YyXXMe yYEeTHble 3anucy;

e [lonb3oBaTenb. [na ydeTHoW 3anucu c ponblo «[llonb3oBartenby, YHKUMOHAN
KoHTponnepa poctyneH TOmbko Ans npocmoTpa. EavMHCTBEHHOe wu3meHeHwue,
KOTOpOEe paspeLLeHO BHOCUTbL y4eTHoW 3anuncu «llonb3oBatenb» — 370 U3MEHEHue
cobcTBEHHOrO Napons

Mo ymonuyaHuo KoHTponnep mMMeeT OgHY Y4YeTHYK 3anucb, C NOrMHOM «adminy, ponbio
«Brnageneu» n naponem «12345». Y Hee HeNb3a CMEHUTb POfib, YAANUTb UNN OTKMOUYUTD.

Y4yeTHas 3anncb HE MOXET OTKITOUUTL UMK yoanntb cama cebs. MNMocne YCTaHOBKM naponsA,
Henb34a ero npovnTaTb, TOJIbKO YCTAaHOBUTb HOBBbIN.

Ecnu yyeTHasa 3anucb OTKMHOYEHA, HO He yaaneHa, Hemnb3si Yepe3 Hee aBTOPWM30BaTbCHA B
WEB-UHTepdelice, nnbo B nHTepdence komaHaHon cTpokn. OgHako, nocrne ee BKMOYEHUS, OHa
OyQeT JOCTyMHa Co CTapbiM NaporiemM, HET HEOOXOAMMOCTUN YCTaHaBNMBaTh Naporib 3aHOBO.

7.12.1Pv6

Mopaepxky IPv6 MOXHO BKNIOUUTE M OTKMIOYUTL Yepe3 UHTepdenc KomaHaHoM CTpoku. MNpu
BKMtoYeHHoW nopaepxke IPv6, KoHTponnep 6yneTt goctyneH kak no IPv4 agpecy, Tak n no IPv6
agpecy. OTcyTCcTBYET BO3MOXHOCTb nonydeHus IPv6 agpeca no DHCP. Yepes IPv6 pocTynHbl:
WEB-UHTepdenc, nHrepdenc komaHgHon CTpoku, mMoHuTopuHr no SNMP u otnpaBka SNMP
Tpanos.

7.13.CKy[

®yHkumonan CKY[l onucaH B gokymeHte R01-00-29-P3_CKY[l pa3melleHHOM Ha CTpaHuLe,
yKasaHHow B n.1.

7.14.Tnbkasn noruka (Python) — Ha B-TecTupoBaHuu

Ha KoHTponnepe MOXHO WUCMNonb3oBaTb MNONb3oBaTeNbCkMe CKpunTbl  (Hebonblume
nporpaMmmsbl), HanucaHHble Ha Aa3blke Python. CkpunTbl 3arpyxatotcsa nocpegctsom WEB-
UHTepdenca mnn komaHgHoro nHtepdgpenca CLI ¢ TFTP-cepsepa unum ¢ gannoBon CUCTEMbLI, U
BKITHOYAKOTCH B HACTPOMKaxX CKPUMTOB.

Pabota ckpuntoB Ha KoHTponnepe opraHum3oBaHa nocpeactBom API, npegHasHayeHHOro
ONS HacTPOWKK, ynpasfieHUs U1 MOHUTOPUHIa BHYTPEHHMX N BHELLHUX YCTPOMUCTB, PO3ETOK, a Takke
BHewHNX WEB-kamep. APl pa3bnto Ha HECKONbKO MMMOPTUPYEMLIX MoAyrnen, nogpobHoe onucaHmne
no B3aMMOOENCTBUIO C KOTOpbIMU NpuBeadeHo B [NpunoxeHun b. K kaxxgomy Moaysnto npegoctasneH
npMMep NCNOMb30BaHWs ero PyHKLUUN 1 CBONCTB OO bEKTOB.

Ons Toro, 4ToObl Harpy3uTb ckpunT Yepe3 WEB-nHTepdenc Heobxoammo 3anTn BO BKNagKy
«CkpunTtbl», pasgen «Ckpuntbl». BbibpaTb crnocob 3arpysku «[psmon» mnnu «Yepes TFTP» n
HaxaTb «+ [lob6aBUTb».
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# BrntoyeH Mma

1 rot.py o8

O Mpamoi Yepez TFTP

BriGepute ain  @ain He Bolfpad

+ Ilo6aBUTL

Mpn BbIGOpe cnocoba 3arpysku «[lpsmon» Heobxogumo BbIOpaTb hann ckpunTa Ha
annoson cucteme, npu Bblibope 3arpyskm ¢ TFTP-cepsepa, Heobxogumo ybeautbcsi, 4YTO B
HacTponkax npotokona TFTP Bo Bknagke «[poTokomnbl» ykasaH BepHbl agpec v nopt TFTP-
cepBepa. 3aTem Ha CTpaHuue CKpUNTOB HeobxoouMMo ykasaTb mMeTon 3arpyskum «Yepes TFTP» un
HanucaTb MMs arina CKpunTa, KOTOPbIA A0MMKEH ObITb NpeABapuUTeENbHO pasMelleH Ha atom TFTP-
cepsepe.

MNocne ToOro, kak CKPpUNT 3arpyXeH ero MOXHO BKIMHOYUTb WIW  BbIKNMKOYUTb KHOMKOM
«BkntoyeH», a Takke yoanntb, HaXaB Ha MKOHKY KOP3WHbI.

Ha cTpaHuue ckpunTOB Takke OOCTyNHa BkMagka «>KypHan», B Hell oToBpaxaioTca Bce
COO06LLEHMS, BbIBOAUMbIE CKpUNTamMu Norb3oBaTenel B nor.

3anucu XXypHana

May 5 28:56:@6 PDU local2.info rot.py: Checking device #1. “
May 5 28:56:@6 PDU local2.info rot.py: Checking device #2.

May 5 28:56:@6 PDU local2.info rot.py: Conditioner #2 not found, retrying in 5 seconds...

May 5 28:56:11 PDU local2.info rot.py: Checking device #@.

May 5 28:56:11 PDU local2.info rot.py: Checking device #1.

May 5 28:56:11 PDU local2.info rot.py: Checking device #2.

May 5 28:56:11 PDU local2.info rot.py: Conditioner #2 not found, retrying in 5 seconds...

May 5 28:56:16 PDU local2.info rot.py: Checking device #8.

May 5 28:56:16 PDU local2.info rot.py: Checking device #1.

May 5 28:56:16 PDU local2.info rot.py: Checking device #2.

May 5 28:56:16 PDU local2.info rot.py: Conditioner #2 not found, retrying in 5 seconds...

May 5 28:56:21 PDU local2.info rot.py: Checking device #8.

May 5 28:56:21 PDU local2.info rot.py: Checking device #1.

May 5 28:56:21 PDU local2.info rot.py: Checking device #2.

May 5 28:56:21 PDU local2.info rot.py: Conditioner #2 not found, retrying in 5 seconds...

May 5 28:56:26 PDU local2.info rot.py: Checking device #8.

May 5 28:56:26 PDU local2.info rot.py: Checking device #1.

May 5 20:56:26 PDU local2.info rot.py: Checking device #2.

May 5 28:56:26 PDU local2.info rot.py: Conditioner #2 not found, retrying in 5 seconds...

May 5 28:56:31 PDU local2.info rot.py: Checking device #8.

May 5 28:56:31 PDU local2.info rot.py: Checking device #1.

May 5 28:56:32 PDU local2.info rot.py: Checking device #2.

May 5 28:56:32 PDU local2.info rot.py: Conditioner #2 not found, retrying in 5 seconds... =
4 »

OwunbKN, BO3HUKAKOLME C 3aMyCKOM CKPUMTOB, MEpechialnTcsa B OOLWMIA XypHamn, 4To
nonesHo Anst oTNnaaku CKpUnToB.

Mpumeuvanue. B PDU ucnonb3yeTtcsa uHtepnpetatop MicroPython, oGnagatowmin psgom
orpaHu4eHun OTHocuTenbHO cTaHaapTHoro Python. Cnucok nopaepxvBaembiX CTaHAAPTHLIX
6ubnunoTtek Python B MicroPython MOXXHO HanTn Ha caute paspaboTyumka
(https://docs.micropython.org/en/latest/library/index.html).

7.15. USB u SD-HakonuTtenu

PDU2, PDU3 1 PDU4 noppepxunBaeT onepauun C BHEWHUMU HakonuTtensmu. PDU2 n
PDU4 nogpepxuBaeT nogknioveHne BHewwHUX Hakonutenen k nopty USB Type C, PDU3 nomumo
aToro, k nopty USB-2 (USB A), USB-3 (USB A) n SD, ana koHTponnepos moaudukauum M3.
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PaboTa ¢ HakonuTensaMu NO3BONSAET COXPaHATb Ha HuX XypHanel CKY[, obuiero xypHana
CKPUMTOB, 3KCMOPTUPOBaATb U MMMOPTMPOBATb HACTPOWKKM, 3arpyxaTb CKpuntbl. KOHCOMbHbIE
KOMaHbl, KOTOPbIMY BbINOSHSOTCS NepeyvmcrieHHble JeNCTBUS MOXHO MOCMOTPETb B NyHKTE N.8.2.

8. HacTtpowmka n ynpaBneHue

Hactpovika KoHTponnepa moxeT npoBoauTbes yepe3 WEB-UHTepdelic, npn nomowwm CLI
yaanénHo no npotokony SSH, npu nomowwmn SET-3anpocos SNMP.

Bpems 3arpyskun PDU moxeTt gocturath 60 cekyH nocne nogadvm nutaHus. Hactporika un

ynpaBreHne BO3MOXHbl TOMbKO nocrne Toro, kak ceetogmon STATUS HayHéT muratb OgHUM U3
LBETOB.

8.1. HauyanbHas HacTpouka Yyepe3 WEB-UHTepdpenc

8.1.1. Mogkntountb KoHTponnep k nokansHom cetn ¢ 192.168.0.0 ¢ mackon noaceTu
255.255.255.0 nnn Hanpamyto kK komnbtotepy (MK) ¢ ycTaHOBNEHHBIM BPYYHYHO
IP-agpecom 192.168.0.1...253 1 mackon nogcetun 255.255.255.0.

8.1.2. B npwn nepsowm BkntoveHnn ana B WEB-6paysepe neperiti no agpecy
http://192.168.0.254 . Mpun nocneayoLwmx BKITIOYEHUSX NCMONb30BaThL B Ka4ecTse
IP coxpaHeHHbIV agpec no n.8.5.

Mpun nosiBnexHumn npegynpexaeHns « OCTaHOBIEH Nepexon Ha HEJOBEPEHHbI CaiT» HaxaTb
«MokasaTb getanu», fanee HaxaTb «f NOHMMAalD PUCK M XO4Yy NMEpenTn Ha canT» (ans Opaysepa
Chrome, gpyrue 6pay3epbl BbIBOAST aHANOMM4Hble, HO HE MAEHTUYHbIE NPeaynpeXXaeHns).

Ona KontponnepoB c¢ Bepcuen [1O Huxke 1.5.6 cnegyer nepenwtM no agpecy
https://192.168.0.254.

BBectn y4éTHylo 3anucb (NorvH) n naponb npu nogknodeHun k KoHtponnepy (cm. Puc.
8.1.2.1). lNo ymonyaHutio:

e JlornH: admin;
e [lapornb: 12345.

Pycckuid v

KoHTponnep PDU

Mopenk: R-3MC2-32-4xS-A-MCL-1820

NorvH

login

Maponb

password

Mcnonesosato RADIUS

Boitn

MacnopT v N0 cmo.ru

Puc. 8.1.2.1 - ®opma aBTOpUM3aLMM

Mocne ycnewHon aBTopusauum oTobpasutcs okHo «MoHutop» WEB-UHTepderica (Puc.
8.1.2.2).
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Cratyc 00:80:6b:5€:€8:0b 06 yoTpoiicTse
Rem
MOHUTO
p [ [ [ ) )
yeTpoiictea Pexum oxpaHbl Hit sensor RS_HT1 Door Flood Motion
XypHan v}
T @
27.9°C [<=C>)
Ynap re H:
. CHAT ¢ OXpaHbl 3adUKCMPOBaH 20%RH [lBepb 3aKpsiTa MpoTedKi HeT TewveHus HeT
KoHTponnep
. w. . ' . ' s .
YdeTHble 3anuen Smoke Thermocontrol RemLockindoor RemLockQutDoor ThermalSensor1
MpOTOKONbI =
0 27.6°
o G EE t@-@ ‘:E@J B to7ec
Watchdog Obim He YCTPOACTBO He:
3adMKCHPOBaH 06HapPYXEHO CBasb noTepaHa CBaisb noTepaHa Hopma
CurHanuaaumsa
WHTepdeiichl
NHbo PDU
®asa KoHnTyp Hanpsxetue Tok MowHocTb
(Boixon ) [ ) L1 1 234V 0A 0kw
\ J
[ ] L1 2 234V 01A 0.01kw
Cymma 0.01 kw

Puc. 8.1.2.2 - OkHo «MoHunTop» WEB-UHTepdeica

8.1.3. Ha Bknagke «Y4eTHble 3anucuy» AobaBnTb y4eTHbIE 3anucu n HaCTPOUTb
ypOBeHb Mx gocTtyna (cm. n. 7.11).

# Was Bumouen Pons
1 admin - Bnageney -3}
Artur - AMUHHCTDETOP t-d |
3 Operator [ o) Gnepatop -1 |
Ceth 4 User «© Nonb3oaatent 11
KoHTponnep 5 Visitor o] Monescaatens - |
YueTHbie 3anuek + flozenms
oyl
MpoToKkons
Bpems
watchdog

CUrHanM3aaunsa
WHTepdencs!

WHDO

Mpu pobaBneHnn HOBOW YYETHOW 3aMWUCK yKasaTb YHMKANbHOE MMs, Mapofib He MeHee 8
CUMBOIIOB U1 porib. [None «KoMmeHTapuin» onumMoHanbHo.

[lo6aBUTbL Nonb3oBaTens

New user

AIMWHKCTPaTOp
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8.1.4. Ha Bknagke «Yctponctsa — ®asa/KoOHTyp» HAaCTpOUTb NOPOrv NpeaynpexaeHus
W aBapum Ans BXOAHbIX TOKOB U HAMpPSKeHUN

8.1.5. Ha Bknagke «Yctponctsa — Po3seTku» 3agaTb Ha3BaHUe 1 BpeMs nepesanycka
AN KaXKOoW po3eTKn

=apec 00:80:6b:5e:e8:0b 06 ycTpoiicTee
MoHWUTOp Daza/KoHTYR BHYTpeHHWe BHewHwve
YcTpoWcTBa
~ e
AKypHan
NnHua Uma Watchdog BpemsA nepeaanycka (CekyHu)
1 Socket1 2
CeTb
2 Socket2 2
KoHTponnep
YeTHble 3anucu 3 Soeketg 2
MpoTOKONbI 4 Socket4 2
Bpemsa
Watchdog
9 ~  CPDU1 E e
CurHanuzaums
WHTeptelics! NuHua Ama Watchdog Bpems nepesanycka (cekyHu)
WHDO C1-1 C1-Socket1 2
c1-2 C1-Socket2 2
i GLEE ) ~roa 1 Qanbntd a

OnuncaHue nonen opmbl:

e Homep po3eTku — NOpsOKOBbLIA HOMEP rPyMMbl yNpaBnseMbIX poO3eTok;

e WmA — nonb3oBaTenbckoe UMS rpynnbl po3eTok, OyaeT oTpaxaTrbCs Ha BKNagke
ynpaBneHnst po3eTkamu;

e Watchdog — BkmodeHue nepesarpysku rpynnbl PO3eTOK Npy OTCYTCTBMM OTBETa OT
YCTPOWCTBA;

e Bpemsa nepesanycka — Bpems, B Te4YeHWe KOTOPOro rpymnna po3eTok bygeT
BbIKMIOYEHA NpY OTNpaBke KOMaHbl Nepe3anycka;

e [lpn Hanuuun CPDU HacTpouTb ux cornacHo n.9.5.

8.1.6. Ha Bknagke «Yctpounctsa — BHyTpeHHUEe» 3aaaTb COOTBETCTBME NOPTOB
KoHTponnepa n Jatynkos:

e [logkntoumTb OaTyMKM B COOTBETCTBUM € Nn.6.5, 6.6;
e Hactpowutb gatumku (cm. Puc. 8.1.6).
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¢ 10.251.2.220 C-anpec 00:80:6b:5e:e8:0b 06 yctpoiicTee

MoHUTOp ®aza/KoHTyp PoseTku BHewHue
YcTpoiicTea
Bxop Wma Bkntouew Otnpaekatrap E-mail Oto6paxaTb B MOHMTOpe [pynna LaénoH
XKypHan
INT 1 Hit sensor Wudopmaun v BeTpoeHHblid v
DIN1 RS_HT1 WHpopmauy v RS-HT1 v
CeTb
DIN 2 din2 OxpaHa v Bxon H3 v
KoHTponnep
YYeTHble 3anmcu DIN 3 giccy Oxpata v Nseps HO v
MpoTokonbl DIN 4 din4 WHbopmauy v Bxoa H3 v
Bpema DINS Flood OxpaHa v JaTunk npoTey v

Puc. 8.1.6 - Bknagka HaCTpOWMKM BHYTPEHHUX YCTPONCTB

OnucaHune nonen popmbi:

e Bxopa — tvn 1 HomMep BX0Aa;

e WmAa — ycTaHOBKa Monb3oBaTeneM YHWKanbHOro MMEHW AaTynka unuM yCTPOWCTBA,
MOAKITIOYEHHOr0 KO Bxody. JTO MMs OyaeT oTtobpaxaTtbCa B XKypHane cobbiTunm,
Email-coobwenunsax n SNMP-trap-ysegomneHunsix;

e Bknrou4éH — BKNoYeHMe onpoca BXoaa;

e OrtnpaBka trap — BknoyeHvne otnpaskm SNMP-trap-yBegoMneHnn npyu n3aMmeHeHum
COCTOSIHMS BXOAa;

e E-mail — otnpaBka Email-coobLueHunin npu n3ameHeHUn COCTOSIHUS BXOAa;

e OtobpaxaTb B MOHUTOpPE — BKMYEHME OTOOPaXeHUA COCTOSHWUA OaTyuKka B
MOHUTOpE

e [pynna, K KOTOpOM MpuHagnexut pJatyduk. Beinagatrowmi cnucok nossonseT
BblOpaTb OAHY W3 rpynn AaTyukoB: «24 vaca», «OxpaHa», «/HMOpMaLMOHHbINY,
«BxogHon». bonee getanbHO TUMNbI 4aTYMKOB ONMCaHbl B NyHKTe 7.3;

e LLa6noH, cooTBETCTBYIOLLMI MOAKITIOYEHHOMY AaTUMKY.

Ons BCTPOEHHOro gartyunka yaapa HegoCTynHO U3MeHeHue wabnoHa, HO Bcerga akTMBHA
KHOMKa HaCTpOIZKVI, MO HaXaTU Ha KOTOPYK BO3MOXXHaA HaCTpOIZKa OEeTeKTupoBaHNA yaapa.

LLlabnoHbl aHanoroBbIX BXOA0B:
1) OaTtyuk gbima;
2) NAMUR pgBepeb.

LLlaBnoHbl AUCKPETHBIX BXOO0B:

1) Osepb H3 (HOpManbHO 3aMKHYTO);
2) Oeepb HO (HopmanbHO OTKPbITO);
3) IR-gaT4mMK OBMXKEHWS;

4) OunckpeTHbIN JaTyvK ObimMa;

5) [aTtuuk npoTeyku;

6) RS-HT1;

7) Bxoa HO;

8) Bxog HS.

Mpu BbIGOpPEe wabnoHa «RS-HT1» ana AuckpeTHOro Bxoda CTaHOBUTCSA aKTUBHOW KHOMKa
HaCTPOMKK, MO HaXaTU Ha KOTOPYK OTKPbIBAETCS OKHO, B KOTOPOM MOXHO HAcCTpOUTb MOporu
cpabaTtbiBaHUsi cUrHanM3auum no TeMnepaType u BraxKHOCTU.

Ecnv pOns BHeWHero YyCTpoOMCTBa HeT nogxoasiwero wabnoHa (Hanpumep, 6nok
OOMNOMHUTENbHbBIX KOHTAKTOB ANsl aBTOMATUYECKOro BbIKIOYATENS, AATUYMK HANNYUS HanpsKeHUst 1
T. A.), Heobxoaumo BbIOMpaTb 0aMH yHMBepcanbHbIX — «Bxog HO» unn «Bxog H3».
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8.1.7. Ha Bknagke «YcTtponcrsa — BHellHWE» HaCTPOUTb NOAKITOYEHHbIE K
KoHTponnepy BHELUHWE YCTPONCTB K nocneaoBaTenbHbIM noptam RS232 (Tonbko
ana PDU2), RS485, 1-Wire:

e BbINONHNUTL NOAKMIOYEHNS BHELLHMX YCTPOWCTB B COOTBETCTBMM C NN.6.5—6.8;
e [1ns nogknio4eHnst HOBOro YCTPOMCTBA HEOBX0AMMO HaxaTb KHOMKY «+ [Job6aBuTb».

Daza/KoHTyp PoseTkun BHyTpeHHuWe BHewHue

Homep ycTpoiictBa  MmA Bkntoyen OTtnpaskatrap E-mail OTto6paxaTb B MOHWTOpe [pynna LWaénoH Mopt

1 Thermocontrol OxpaHa v TepmocTat v RS485-2 v
2 Display MHpopmayuc v HMI SkpaH v RS485-3 v
3 RemLockIndoor WHbopMaLuc v REM zamoK v RS485-3 v
4 RemLockQutDoor WHbopmauuc ~ REM samok v RS4853 -~
5 ThermalSensor1 24 yaca v RS-T1 v 1-Wire v

+ [o6aenTe

[pUMeHUTL

Onwucaxve nonen popmel gaHo B n.8.1.8.

e [logkntountb NOTpebuTenen k ynpaensembsiM po3eTkam KoHTponnepa;

e [lpn HeobGXoAMMOCTM HaAcTpouTb MNapameTpbl paboTbl no npotokonam RADIUS,
TFTP, SNMP, SMTP, NTP u npoBeputb paboTOCNOCOOHOCTb MOAKMHOYEHHbIX
YCTPOUCTB, Nepenasa Ha cTpaHuyy « MoHUTOpY;

e VI3MeHNTb Naposnb SOCTYNa, YCTAaHOBMEHHBIN MO YMOMYaHMto (3anucaTtb U XpaHUTb B
HeJOoCTYNnHOM MecTe);

o CpgenaTb gononHuTenbHble HacTponkn Yepe3 WEB-UHTepdeiic.

8.1.8. MeHio WEB-UHTepdpenca ¢ onucaHmemM OCHOBHbIX MYyHKTOB

Bknagka
OCHOBHOIO Bknagka HacTtpouka EABKESHEH,
MEHIO komaHpga CLI
3aronoBok n 3aronoBok Beepxy cTtpaHuupbl otobpaxatotes IP n MAC network
HWXXHAS YacTb
3KpaHa Hwu3 cTpaHnubl Mogenb, Bepcus MO, peuaus, S/N, a Takxke: info, version
(npw oTKpbITUN
no6on Bpemsi paboTbl — BpeMsi C NOCreaHero 3anycka
CTpaHuLbl) TekyLlee Bpems BHYTPEHHNX YacoB time
nepekntoyaTens A3blka MHTepgenca: RU/ENG
MonuTop - CocTosiHMe YCTpOMCTBA: «HA OXpaHe», «CHATO C | status, Guard
oxpaHbI»
CocTofHME  aKTMBHbIX [AaTYUMKOB U BHELUHWUX | Sensors
YCTPOWCTB
[aHHble 06 anekTponuTaHuM Ha BBOAAx, KOHTypax, | pdu metered
poseTkax
YcTporictea ®aza/KoHTyp HacTpoinku aBapuiHbIX rpaHWL, BXOAHbIX TOKOB U
HanpsHKeHun
PoseTkn HasBaHusa po3eTok unu ynpaenaembix rpynn, spemsi | load
nepesanycka
BHyTpeHHne Hactpoiika COOTBETCTBUSA OMNCKPETHBIX n | input
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Rem

Bknagka
OCHOBHOroO Bknagka HacTpouka SKBUBANEHT.
komaHpa CLI
MEHI0
aHanoroBbiX BXOOOB W TMOAKIIOYEHHBIX K HUM
OaTynkoB
BHelwHne HacTtpoinka BHeLHUX YCTPOMCTB, NOAKMIOYEHHbIX K | device
nocrnegoBaTenibHbIM UHTepderncam KoHTponnepa
KypHan - OtobpaxaeT >xypHan cobbituin, ¢ nomowpto | log
VNbTPOB MOXHO BbIOpaTe COOBITUS OT HYXXHOMO
WCTOYHUKA U YPOBEHb aBapuUNHOCTH
JKCnopT nora — CckadMBaHWe MOMHOro >XypHana
coObITWIA B BUAE TEKCTOBOrO charna
CeTb LAN#1 IP-appec KoHTponnepa (npu 3apaHumn ip-agpeca | network 1 ip
OyabTe BHMMaTenbHbl. Yucna, HaunHawowmecs ¢ 0,
OynyT pacno3HaHbl Kak 8-4Hasi cMcTeMa CUYUCMEHWS.
Hanpumep, «013» ByaeT pacnosHaHo kak «11»)
Macka nopgcetTm — wmacka MnoAceTn, B KoTopow | network 1
ncnonedyetcs KoHTponnep mask
OcHoBHOM W3 — ajpec Wn3a Ang Bbixoga B | network 1 gate
WHTepHeT
DHCP —  BkntoyeHue/oTkmodeHne  nonyyeHusa | network 1 dhcp
HacTpoek cetu no npotokony DHCP
CeteBon MocT ¢ LAN#2 — BknoyeHne/oTknoYeEHNE
pexuma ceTeBoro Mmocta co BTopbiM LAN
UHTepencom
LAN#2 (8 PDU2 n PDU4 | AHanoru4Ho
nosiBnsAeTcs npuv
MOAKIMIOYEHHOM ajanTepe
RS-LAN21G)
DNS DNS 1 — agpec cepsepa DNS 1 network dns 1
DNS 2 — agpec cepsepa DNS 2 network dns 2
KoHTponnep - Mogens PDU info
Bepcusa MO Version sw
AnnapaTtHasa pesuans KoHTponnepa Version hw
CepuiiHbIi HOMep info
Pexum o6HoBneHns MO — nepexog Ha dopwmy | tftp swupdate
obHoeneHus MO yepes WEB nnn TFTP
MMnopT 1 akcnopT HacTpoek
COpoc HacTpoeK — BOCCTaHaBnvBaeT 3aBOACKyl | config reset
KOHUrypaumio
Mepe3arpy3nTb — nepesarpyska KoHtponnepa reboot
Umnopt Hactpoek — oTtnpaBka B KoHTponnep
havna KoHdurypauum
OKcnopT HacTpoek — nony4veHve us KoHTponnepa
havina TekyLlen KoHdpurypaumm
Y4éTHble 3anucu | - HacTponka y4yeTHbIX 3anucen user
CKy[ Oeepu Hactponka aBepev B CKY[l: pobaBneHune/yaanexnme | acs door

OBepel, BbIOOp YCTPOMCTB cuMTbIBATENEN, 3aMKOB
[ATYMKOB OTKPbITUS, KHOMOK BbIXOA4A AN KaXKOown
nsepu

[pynnbl aBepem

Hactpoiika rpynn aBepent B CKY[: obbenuHeHue
OBepen B rpynnbl, 3aKpeniieHve cuuTbiBaTenen 3a
rpynnoin ABepen ANns OTKPbITUS HECKONbKUX ABepeit
OLHWUM CcuYnTbIBaATENEM

acs doorgroup

3oHbI goctyna Co3pgaHue 30H gocTyna M3 ABepen W rpynn ABepen | acs zone
ans nocrnenymwowero  3akpenneHus ux  3a
nosnb3oBaTensamm

[Nonb3oBaTenu Hactpoiika nonb3oBatenen B CKY[: pobaeneHwe | acs user
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Bknagka
OCHOBHOroO Bknagka HacTpouka SKBMBaneHT.
komaHpa CLI
MEHI0
RFID kapTodyek, ycTaHOBKa naporien Ans BBoda Ha
HMI gucnnee, BbiGop 30H AOCTyNa y nonb3oBaTens
XKypHan OTobpaxeHne xypHana cobbituin CKY[] acs log
CkpunTbl CkpunThbl 3arpyska ckpunTta c channoBor cuctemMbl onepartopa | script tftpload
unu c TFTP-cepsepa
YnpaBneHvne cKpunTamn: BKIHOYEH/BbIKMOYEH script on/off
YnpasneHve ckpuntamu: yaaneHvne script remove
XKypHan OTobpaxeHne xypHana cobblTui 1 coobLeHui
CKpUMTOB
[MpoTokonbl RADIUS IP-appec — IP-agpec cepsepa RADIUS radius ip
MopT — nopt cepeepa RADIUS radius port
CeKpeTHbIA KIHOY — CeKpeTHbI Koy cepBepa | radius secret
RADIUS
SNMP Maponb (community) Ha u4TeHMe — ycTaHOBKa | snmp
SNMP community ons yteHus community
read
Maponb (community) Ha 3anucb — ycTaHoBKa | snmp
SNMP community gns 3anucu community
write
Maponb (community) Ha trap/Informational — | snmp trap
yctaHoBka SNMP community pgns  oTnpaBkv | community
trap/Informational-coobLyeHnnii
SNMP v1 - BkroveHve nogdepxku nportokona | snmp vl
SNMP Bepcum 1
SNMP v2c - BKNOYeHWe MoAAEepPXKM NpoTOoKona | snmp v2
SNMP Bepcum 2¢
SNMP v3 — BKrMoYeHne MOAAEPXKM npoTokona | snmp v3
SNMP Bepcun 3
YpoBeHb 6e3onacHOCTH: snmp seclevel
— 6e3 ayteHTndUKaumm, 6e3 wndposaHms
— ayTeHTUdukaums, 6e3 wndpoBaHus
— ayTeHTUdUKauus, wndposaHue
Monb3oBatenb — u¥MA nonb3oBaTens npu | snmp
ayTeHTUdmKauum username
AyteHTudmkauma — vetoq ayteHtudpukauum, SHAL | snmp authtype
unu MD5
Maponb ayteHTUdUKauMM — usMeHeHue napons | snmp authpass
ayTeHTuduKkauum
WndpoBaHne — meTof wndposaHnsa aaHHbIx, AES | snmp privtype
unu DES
Maponb wWudpoBaHUA — WU3MEHEHWE napons | snmp privpass
LINdOPOBaHMSA AAHHBIX
CepBep — Homep cepBepa — nonydatena SNMP
trap-coobLLeHni
IP-appec — IP-agpeca cepBepoB — rnofnyyatenem | snmp  server
SNMP-trap-yBegomMneHui <N>ip
MopT — ceTeBble NOPTHI CEPBEPOB snmp  server
<N> port
Bkno4éH — paspelueHne oTnpaBku COOOLLEHW Ha | snmp  server
cepsep <N> on/off
®dopmart trap-coobLieHnn — Bepcus nNpoTokona Ans | snmp trap
SNMP-trap-yBegomMmneHui version
NTP IP-appec cepsBepa - |IP-agpec NTP-cepsepa | time ntp server
BPEMEHM
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Bknagka
OCHOBHOroO Bknagka HacTpouka SKBUBANEHT.
komaHpa CLI
MEHI0

Bkno4éH - BKIOYEeHUe/BbIKMNoYeHne | time ntp on/off
aBTOMAaTUYECKON CUHXPOHM3aumsa BpemeHn ¢ SNTP-
cepBepoM

SMTP (Email) SMTP-CepBep — agpec unu umss SMTP-cepBepa smtp server
SMTP-MopT — ceTeBON NOPT cepBepa smtp port
Uma nonb3oBaTtens smtp user
Maponb smtp pass
Appec otnpaButens
Appec nonyyaTtens 1 — agpec 9nNeKTPOHHON MoYThl | smtp email 1
nony4vatens 1
Appec nonyyaTtens 2 — agpec 9NeKTPOHHON MoYThl | smtp email 2
nonyyaTens 2
Mcnonb3oBatb SSL - BkmoveHne wmdpoBanna | smtp ssl on/off
SMTP-coobLienni

TFTP IP-appec — agpec TFTP-cepBepa tftp server
MopT — ceteBon nopT TFTP-cepBepa tftp port

Syslog BknioyeH — BkoveHue/BbikntodeHne  dyHkuum | syslog N on/off
yAanéHHOro XypHanupoBaHusi
IP-appec cepsepa N - [IP-agpec cepsepa | syslog N ip
xypHanupoaHua N, rae N =1...4
Mopt cepBepa N — ceteBon nopt cepsepa | syslog N port
XXypHanMpoBaHus

HTTP/HTTPS HTTP — BkntoveHune/BbikniodeHe goctyna k WEB- | http on/off
WHTepdpency no npotokony HTTP
HTTPS - BkntoyeHme/BbikntoveHne goctyna k WEB- | https on/off
WHTepdpency no npotokony HTTPs
UmnopTt ceptudmkata — otnpaska B KoHTponnep | tftp certload
danina SSL ceptudmkata v hanna npmBaTHOrO
Kno4va
mTLS -  BKkIOYeHUE/BbIKIIOYEHME  B3aMMHOW | mTLS on/off
ayTeHTudwuKaumm ©Opaysepa u KoHTponnepa npwu
paboTte no npotokony HTTPs
Umnopt CA ceptudmkata - otnpaBka B | tftp CAcertload
KoHTponnep daiina CA ceptudumkata
OkcnopTt CA ceptudmkarta — ckaumBaHue davina
CA ceptudukaTa, xpaHsiierocs Ha KoHTponnepe

Modbus ID — Unit ID/Slave ID Kontponnepa B npotokone | modbus
Modbus TCP/Modbus RTU address
Modbus TCP — BkntoyeHune/oTknodeHne npotokona | modbus tcp
Modbus TCP on/off
TCP nopt - ceteBon nopt KoHTponnepa, no | modbus tcp
KOTOpOMY [0CTYnHO 06LweHne no npotokony Modbus | port
TCP
Modbus RTU — BkntoyeHne/oTknodeHme npotokona | Modbus rtu
Modbus RTU on/off
MocnepoBaTenbHbLIN noprt - BbliGop | modbus rtu
nocrnepoBaTtenbHoro nopta Ans  obwexnuss no | port
npotokony Modbus RTU

Bpewms - Yac — none Ansa ycTaHOBKN TEKYLLEro BpeMeHu time set
[aTa — none Ans ycTaHOBKM TekyLlen aaTbl time set
Yacosow nosc (no GMT) time zone
Watchdog - Apnpec — IP-agpec npoBepsemoro ycTponctea pingwdg ip

Mepuop onpoca — nepuog NPOBEPKU AOCTYNHOCTM | pingwdg
yCTpOWCTBa interval

Kon-Bo NOBTOPOB — 4UCJIO 3anpocoB Oe3 oTBeTa,

pingwdg retry
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Bknagka
o OKBMBaneHT.
OCHOBHOroO Bknagka HacTtpouka
komaHpa CLI
MEHIo
nocrne KOTOpOro NpoUCXOAWT nepesarpyska rpynnbl
po3eToK
BknioyeH — BknoYeHue/BbIkNoYeHMe nposepku | pingwdg on/off
OOCTYNHOCTU YCTPOWCTBA
CurHanusaums - 3apepxka nocTtaHOBKU/CHATUA —  3agepxka | Guard delay
(Tonbko ans aHanm3a COCTOSHUS  BXOOHbIX [AaTYMKOB  Mpwu
PDU2) MOCTAHOBKE W CHATUM C OXpaHbl. 3apaétca B
cekyHaax
MpoaomKkuTeNnbHOCTb cpabaTtbiBaHusa | Guard length
CuUrHanbHoro perne. 3a0aéTcsa B MUHyTax
NHTepdencel MopT 1 Tun — Tvn nopta: RS232 nnu RS485. Tonbko Ans
MopT 2 yTeHna
Mopt 3 CkopocCTb — HacTpowka ckopocTu notoka ot 2400 go | Interface N
MopT 4 115200 bps baud
(ana  kaxgoi  BKMagku | Yé&THocTb — no parity/odd/even Interface N
OOCTYMHbI OOUVHaKoBble parity
nons, noptel 3, 4 | CTon-6MTbl — KONMMYECTBO CTOMOBLIX BUTOB Interface N
JOoCTynHbl Tonbko B PDU stopbit
2) LOnuHa gaHHbIX — ANYHA CNoBa AaHHbIX Interface N
datalen
Mpo3payHbii NOPT — BKOYEHMe yaaneHHoro | Interface N
nocrnepoBaTenbHOro nopTa transparent
TanmayT onpoca npo3payHoro nopta — Bpewms | interface N
oXungaHusa oTeBeTa transparent
timeout
Mopt — HOMep ceTeBOro nopTa, 4yepe3 koTopein | Interface N
OyayT TpaHCNMPOBATLCS OAHHbIE port
WHdo - NUma KoHTponnepa -  yHuKanbHoe umsa | info name
KoHTponnepa (Hanpumep, Base station 04)
MecTo ycTaHOBKM — agpec yctaHoBkM KoHTponnepa | info location
Bnapeneu — HasBaHuWe opraHusaummM — Bnagensua | info contact
KoHTponnepa
OTBeTCTBEHHOE NULO — WUMSA W/WUNKU KOHTakThbl | info
OTBETCTBEHHOro nuua responsible
MoHTaxHuk — OO nuua, npoBoamBLIEro ycTaHoBky | info installer
KoHTponnepa

8.2. Hactpowuka yepe3 uHtepcdenc komaHgHon ctpoku CLI (ansa
3KCNepToB U aBTOMaTU4YE€CKOro yrnpaBrieHus)

Ooctyn k uHTepcpericy CLI MoxHO nonyuuTb yaanéHHo no nportokony SSH. [na nepsoro
BKITHOYEHUS1 HEOOX0ANMO:
o [logkntounTtb KoHTponnep cornacHo n. 8.1.1;
e OtkpblTb Ha [1K nporpammy amyndumMm TepmuHana (Hanpumep, PuTTY:
https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html);
e YcraHoBUTb SSH-coeamHeHne ¢ KoHTponnepom, nogknioumslince kK IP-agpecy
192.168.0.254 (apgpec no ymonyaHuto), nopt 22;

e BsecTu umsa nonb3osatens: admin un napons: 12345 (No ymonyaHuio).

MepeyeHb OCHOBHbIX KOMaH NPEeACTaBeH B TabnuLe HUXe.
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Rem

OnucaHue
Komanpa MapameTphbl OnucaHue napameTpoB
KOMaHAbI
acs Hactponka CKY[J OnucaHne KomaH MOXHO HaWTU B COOTBETCTBYHOLLIEM
[OKYMEHTE, pa3MeLLLEHHOro Ha CTpaHuLe, yka3aHHON B
n.1. Takke MOXHO Bocnonb3oBaTbcs KoMaHgoun help acs
alarm YnpaeneHue Bes napameTpos BbiBoA TekyLuero ctaTyca curHanmsauum
aBapusMm
clear C6poc curHanusauum (KBUTUpOBaHME)
config YnpaBneHne apply MpumeHeHne HacTpoek ceTn, snmp, syslog u ntp
KOHcpurypaumemn confirm [NoaTBepXxaeHne coxpaHeHns N3MeHEHHbIX HaCTPOEK
KoHTponnepa reset C6poc BCcex HAaCTPOEK B 3HAYEHWS MO YMOYaHUIO, KPOMe
CeTeBbIX HACTPOEK
cpdu Hactponka CPDU, | Bes napameTtpos OtobpaxeHune HacTpoek Bcex CPDU
BbIBOA <N> OTobpaxkeHue HacTpoek ogHoro CPDU
pes3ynbTaTtoB _
MOHUTOPMHIA 0 <N> |oad BbiBog cocTosaHMIM Bcex po3eTok y CPDU
nUTaHMIo, <N> load <M> BkntoueHne/oTknoyeHme posetkn <M>y CPDU <N>
yrpaeneHue <on/off>
Harpyakamu <N> load <M> reboot | Mepesarpyska posetkn <M>y CPDU <N>
<N> load <M> time YcTaHoBKa BPEMEHM OTKIIOHYEHUS NPUY Nepesarpyske
<time> poseTtkn <M>y CPDU <N>, B cekyHaax
<N> load <M> name YcTtaHoBka umeHu posetkn <M>y CPDU <N>
<name>
<N> load <M> wdg BkrtoveHne/oTknoveHne nepesarpysku poseTtkn <M>y
<on/off> CPDU <N> ot Ping Watchdog
<N> metered HanpsikeHue, notpebnsemMble TOK U MOLLHOCTY MO BCEM
aszam nutaHns y CPDU
<N> bank HanpsikeHue, noTpebnsieMble TOK U MOLLHOCTY MO BCEM
KoHTypam nuTtanus y CPDU
<N> bank <bank> HanpsikeHue, notpebnsemble TOK U MOLLHOCTb ANiS
OAHOro KoHTypa nutaHusa y CPDU
<N> bank <bank> CoctogaHue koHTypa normal/Almin/Almaj y CPDU
status
<N> bank <bank> HanpsikeHne/Tok/MOLHOCTb AN OAHOr0 KOHTYpa NUTaHus
<vl/ilp> y CPDU
<N> swupdate <file O6HoBuTL O CPDU <N> darinom <file name> ¢ TFTP-
name> cepsepa
add [ob6aeneHune HoBoro CPDU
reset C6poc Bcex CPDU
<N> name <name> YcraHoBka umenn CPDU
device HacTponkun 6e3 napameTpoB BbiBOA cnncka BHELLHWX YCTPOWCTB
BHELLHNX
YCTPOIICTB add [ob6aBneHne HOBOro ycTponcTBa. YCTPOMCTBO
pobaBnseTcst B HEaKTUBHOM COCTOSHUN C LLIABIoHOM
UNSPECIFIED
<N> BbiBOA BCex HACTpoOeK yCTpOMCTBa

<N> settings

BbiBOA HacTpoek ycTporcTBa, cneunduyHbIX As
wabnoHa

<N> remove

YpaneHue yctponctaa

<N> name <name>

YcTaHoBKa MeHMN yCTPONCTBa

<N> <on/off>

BkntoueHne/BbIkNOYEHNE onpoca ycTporcTBa

<N> snmp <on/off>

BkntoueHune/BbikntoveHne otnpasku SNMP trap no
cob6bITUSIM yCcTpolicTBa

<N> email <on/off>

BkntoueHne/BbIkNIOYEHNE OTNpaBkM coobLeHns Ha Email
no cobbITUSIM yCTpOKCTBA

<N> monitor <on/off>

BkntoyeHve/BbikntoveHne oTobpaxeHust ycTponcTea B
MOHUTOpE onepaTopa
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KomaHpa

OnucaHue
KOMaHAbI

MapameTphbl

OnucaHue napameTpoB

<N> group <group>

YcTtaHoBKa rpynnsl A4S yCTponcTBa
{24h/Guard/info/Entrance}

<N> template
<template>

YcTaHoBka LwabnoHa Ans ycTponcTea
{conditioner/thermometer/thermostat/remlock/remflood/hmi
lats}

<N> port <port>

YcTaHoBka nopTa ycTporictea {485-1/485-2/485-3/232/1-
W}

<N> swupdate <file
name>

O6HoBuTb MO TepmocTaTta unn HMI-gucnnes dannom
<file name> ¢ TFTP-cepsepa

<N> settings id <id>

YctaHoBka modbus agpeca (uucrno ot 1 go 254), nubo ID
ansa 1W (B dopmate AABBCCDDEEFF)

<N> settings model
<model>

YcTaHoBKka mogenu koHamumoHepa. 0 — REM, 1 — REM-5U

<N> settings stop
<temp>

YcTaHoBKa TeMMnepaTypbl OTKIOYEHUS OXNaXaeHWs Ans
koHauumoHepa (15...50)

<N> settings hyst
<hyst>

YcraHoBKa ricrepesunca oxnaskaeHns KoHaMUMoHepa
(1...10)

<N> settings heatstop
<t>

YcTaHoBKa TemnepaTypbl BKIIOYEHUS HarpeBa
KoHauumoHepa (—15...15)

<N> settings heathyst
<hyst>

YcTaHoBKa ructepesunca Harpesa KoHauumoHepa (1...10)

<N> settings fanstop
<t>

YcTtaHoBKa TemnepaTypbl OTKIIIOYEHUS] BHYTPEHHEro
BeHTUNATOpa KoHauumoHepa (-20...50)

<N> settings temp
max <t>

TemnepaTypa BKIIOYEHMS BEHTUNSTOpa y TepmocTaTa (-
40..60)

<N> settings temp min
<t>

TeMHepaTypa BKMKOYEHNA HarpeeaTtena y TepMmocrtata (-
40..60)

<N> settings humidity
max <h>

Mopor BkntoyeHns ocylieHns y TepmoctaTta (10..90)

<N> settings humidity
hyst <h>

'mcTepesnc oTknodeHns ocywenns y Tepmoctara (1..80)

<N> settings sensors
ext <sens>

YcTaHoBKa faTynka Hapy>XHOW TemnepaTtypbl TepMocTara
<T1/T2/none>

<N> settings sensors
<sens> <on/off>

BkrtoveHne/oTknovenne gatunka <T1/T2/TH/INT> y
TepmocTtaTa

<N> settings> sensors
<sens> prio <prio>

YcTtaHoBka npuoputeTa gatdmka <T1/T2/TH/INT>y
TepmocTtaTta: 1..4

<N> settings relaysw
<time>

YcTaHoBKa MUHUMAanbHOTO BpEMEHW NepeknioYeHne pene
y TepMmocTaTa B cekyHaax (0..600)

<N> settings otp
<on/off>

BkritoueHne/oTkINioYeHne 3aWwmnThbl OT Neperpesa y
TepMocTaTa

<N> settings otp level
<temp>

YcTaHoBKa nopora 3aluThsl OT neperpesa y TepMocTarta
(0..60)

<N> settings otp hyst
<hyst>

YcTaHoBKa rmctepesunca 3allimTbl OT neperpeea y
TepmocTtaTa (0..60)

<N> settings coldstart
<on/off>

BkritoueHne/oTKMoYeHe XOMI0AHOMo CTapT y TepMocTaTa

<N> settings coldstart
level <temp>

YcTaHoBKa nopora 3anycka npu XornogHoM ctapTe y
TepmocTtaTa (-40...60)

<N> settings fan hyst
<hyst>

YcTaHoBKa nopora oTKIo4YeHWsl BeHTUnsTopa y
TepmocTaTta <1..10>
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<N> settings heat hyst | YcraHoBka nopora OTKM4YeHNs HarpesaTtens y
<hyst> TepmocTaTa <1..10>
<N> settings wrnl <t> YcTaHoBKa HYDKHEro nopora npeaynpexaeHuns no
TemnepaTtype y BHELLUHEro garyvka temneparypbl
<N> settings wrnp <t> | YcTaHOBKa BepxHero nopora npegynpexaeHns no
TemnepaTtype y BHELLUHero gatyvka temnepaTypbl
<N> settings alml <t> YcTaHoBKa HWDKHEro nopora TpeBory no remneparype y
BHELLHero gatyvka TemnepaTypbl
<N> settings almh <t> | YcTtaHoBKa BepxHero nopora TpeBorv no remnepaType y
BHELLHero AaTyuka TemnepaTtypbl
<N> settings timeout YcTaHoBKa BpemeHu pasbnokupoBkun REM-3amka
<t>
<N> settings mem OTtobpaxeHne RFID kapToyek, 3anucaHHbix B REM-3amok
<N> settings mem add | 3anucb RFID kapToyku ¢ Homepom <id> 1 umeHem
<name> <id> <name> B REM-3amok
<N> settings mem Ypanenue RFID kapTo4dkun ¢ Homepom <id> n3 REM-3amka
remove <id>
<N> settings mem Ypanenune sBcex RFID kapTtoyek n3s REM-3amka
clear
<N> open Pas6nokuposka REM-3amka
<N> settings buzzeroff | OTkn4YeHne curHanMsauum NEHTOYHOro AaTymKa
NpPOTEYKN
<N> settings YcTaHoBKka BpeMeHu cpabaTbiBaHWs cMrHanmsaumm
alarmdelay <time> NEHTOYHOro AaTtymka npoTteykn B cekyHaax (0..65535)
<N> settings baud YcTaHoBKa CKOPOCTU OOLLEHMsI TEHTOYHOrO AaTymKa
<baud> npoteykun <2400/4800/9600>
<N> settings priority YcTtaHoBka npuopuTteTHon nuHum ABP <a/b/auto>
<line>
<N> settings vmin YcTaHoBKa MUHMMarbHOMO HanpsbkeHus Ha nuHum <a/b>
<line> <v> ABP
<N> settings vmax YcTaHoBKa MakCMarnbHOrO HanpspkeHns Ha nuHum <a/b>
<line> <v> ABP
<N> settings ups BkritoveHve/oTknoYeHne pexviMa paboTbl C MMMYNbCHBIM
<on/off> 6rokom nuTaHus Ha nuHum y ABP
<N> settings BknioyeHve/oTkNIoYeHNe pa3peLleHns nepeknioyaTb
togglePriorOnDisp npuopuTeT NUHUK Ha gucnnee y ABP
<on/off>
<N> settings imax <i> | YcraHoBka kpuTnyeckoro Toka y ABP
<N> settings iwarn <i> | YcraHoBka Toka npegynpexaexHus y ABP
<N> settings hyst <h> | YcraHoBKa ructepesnca no Toky n HanpshkeHuto y ABP
(1...3)
<N> settings YcTaHoBKa BpeMeHV BO3BpaTa Ha NpUOpPUTETHbIN BBOA Y
priorDelay <t> ABP, B MuHyTax
<N> settings sensitivity | YcTaHoBka 4yBCTBUTENbHOCTU K KayecTBy ceTun y ABP
<sens> <low/medium/high>
display YnpaeneHue Bes napameTpos BbIBOAMT COCTOAHUE AMCNNES — BKITHOYEH UMW BbIKMIOYEH
HacTpomnkamm _
BCTPOSHHOMO <on/9ff> BkntounTb/BbIKNounTb Aucnnen c
[vCnnes (Tonbko rotation <on/off> MapameTp BkrtovaeT/BbIKMOYaAET NOBOPOT 3kpaHa Ha 180
ans PDU 3) timeout <timeout> YcTaHoBKa BpeMeH BKMOYEHWS screensaver (B MUHyTax)

brightness <value>

YcTaHoBKa 3HaueHue SpKoCcTW AMCniest Npu HopMarbHOW
paboTe B ycnoBHbIX eanHuuax (ot 40 go 255)

default

BoccTtaHoBneHne HaCTpoeK gucnneda no ymon4aHuo
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dout YnpaeneHue Bes napameTpos BbiBOA COCTOSIHMSA BCEX BLIXOA0B
npoBbIMM
Lchp <N> BbIBOA COCTOSIHMSA OAHOrO BbIXOAa
BbIX0g4amu
<N> <on/off> M3meHeHne cocTosiHUA Bbixoaa
guard YnpaeneHue Bes napameTpos BbiBOA TEKyLLEro COCTOSIHNS OXpaHbl
OXpaHoit (Tonbko <on/off> BkntoueHne/BbIKIIIOYEHWE OXpaHbl
ans PDU 2)
delay <delay> YcTaHoBKa 3a4epKKv NOCTAHOBKM/CHATUS OXpaHbl
length <length> YcTaHoBKa NPOAOIMKUTENBHOCTN cpabaTtbiBaHUs CUPEHbI
help OTobpaxeHune Bes3 napameTpoB OTobpakeHne onvcaHusa anst BCcex KoMaHp,
onncaHnsi kKomaHa <M KOMaHabI> OTo6pakeHne onvucaHns Ans O4HON KomaHabl
http HacTtpornka Bes3 napameTtpos OTobpaxeHune HacTpoek
npotokona HTTP <on/off> BkrtoueHue/BbIkntoveHre goctyna k KoHtponnepy no
npotokony HTTP
https HacTtpornka Bes3 napameTtpos OTobpaxeHune HacTpoek
npotokona HTTPs
<on/off> BkntoveHune/oTknoyveHune goctyna KoHtponnepy no
npotokony HTTPs
info YcTaHoBKa 1 Bes3 napameTtpos BbiBog nHcopmauum o KoHtponnepe
yTeHune
MHCOpMALIMY © name <name> YcraHoBka umerun KoHnTtponnepa, 4o 20 cumsonos
ion < ion>
KoHTponnepe location <location YcTaHoBKka MecTa gucnokaumm Kontponnepa, go 110
CYMBOJIOB
contact <contact> YcTaHoBKka Bnagensua, o 50 cumBoroB
responsible YcTaHoBKa 0TBETCTBEHHOro nuua, Ao 50 cumBosioB
<responsible>
installer <installer> YcTaHoBKa MOHTaXxHuKa, Ao 50 cumBonos
input HacTponka n Bes napameTpos BbiBOA HacTpoek BCcex BXOO0B

yrnpaeneHve
LundpoBbIMU U
aHanoroBbIMu
BXO4amu

<TYPE> BbiBOA COCTOSIHMA 1 HACTPOeK Bcex Bxodos Tuna TYPE
{ain/din/ob}
<TYPE> <N> BbiBog HacTpoek Bxoga Tvna TYPE {ain/din/ob}

<TYPE> <N> name
<name>

YcTaHoBka umenun Bxoaa, oo 20 cumBonos

<TYPE> <N> enable
<on/off>

BkntoueHue/BbIkNIO4EHWE On poca Bxoga

<TYPE> <N> snmp
<on/off>

BkntoueHue/BbikntoveHne otnpasku SNMP trap no
cpabaTbiBaHUO BXoAa

<TYPE> <N> email
<on/off>

BkrtoveHve/BbIkTIoYeHre OTnpaBku coobLueHrs Ha Email
no cpabaTbiBaHWiO BxoAa

<TYPE> <N> monitor
<on/off>

BkrtoueHve/BbIkIOYEHe 0TOBpaxeHnsl Bxoda B
MOHUTOpPE onepaTopa

<TYPE> <N> group
<group>

YcTtaHoBka rpynnbl Ans Bxoaa (24h/Guard/info/Entrance)

<TYPE> <N> settings

OTobpaxeHne HacTpoek WwabnoHa BbIOpaHHOro BXoAa

din <N> template
<template>

YcTaHoBKa WwabnoHa ans unudpoBoro Bxoaa.
MoppepxvBaemble WAGMOHBI:

doornc — gBepb HOpManbHO 3akpbiTas

doorno — ABepb HOpPMasibHO OTKpbITas

iIrmov — MHbpakpacHbIN JAaTYNK ABUKEHUS

fire — gUCKpeTHbIN gaTyukK AbiMa

count — UMMYrbCHBIA CHETUUK

floodno — gaTunk 3aTonneHnsi C HopmaribHO Pa3OMKHYTbIM
KOHTaKTOM
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floodnc — gatymk 3aTonneHns ¢ HopManbHO 3aMKHYTbIM
KOHTaKTOM
rshtl — gaTymk Temnepatypbl 1 BnaxxHocTM RS-HT1
inputno — yHMBepcarnbHbI BXOA, C HOpMarnbHO
Pa30MKHYTbIM KOHTaKTOM
inputnc — yHuBepcanbHbI BXOA C HOPMaribHO 3aMKHYTbIM
KOHTaKTOM
din <N> settings temp | YcTaHoBKa nopora aBapuinHO BbICOKOW TeMMepaTypbl B
wrnh <temp> rpagycax
din <N> settings temp | YcTaHoBKa nopora BbICOKOW TeMMepaTypbl B rpagycax
almh <temp>
din <N> settings temp | YcTaHoBKa nopora aBapvinHO HU3KON TemnepaTypbl B
wnrl <temp> rpagycax
din <N> settings temp | YcTaHOBKa nopora HMU3KoW TemnepaTypbl B rpagycax
alml <temp>
din <N> settings temp | YcTaHoBKa rmcrtepesuca Temneparypbl B rpagycax
hyst <humid>
din <N> settings YcTtaHoBKa nopora aBapuiiHO BbICOKOWN BIaXKHOCTU B
humid wrnh <humid> npoueHTax
din <N> settings YcTaHoBKa MOpora BbICOKOW BIIAXKHOCTM B MPOLEHTax
humid almh <humid>
din <N> settings YcTaHoBKa nopora aBapuiiHO HNU3KOW BMaXXHOCTU B
humid wrnl <humid> npoueHTax
din <N> settings YcTaHoBKa nopora HU3KOW BAaXHOCTU B NpOLIEHTax
humid alml <humid>
din <N> settings YcTaHoBKa rmctepesanca BnaxKHOCTU B NPOLLEHTax
humid hyst <humid>
ain <N> template YcTaHoBKa WwabnoHa Ans aHanoroBoro Bxoaa.
<template> MopnepxvBaemMble LWAGMOHbI:
fire — paTymK gbima
namur — JaT4nk aBepu
flood — paTunk 3aTonneHus
interface HacTtpornka n Bes napameTtpos NHopMauusa 06 YyCTaHOBMEHHbIX MHTepdencax
ynpasneHue
nocnepoBaTenbHbl | <N> baud <BAUD> YcTaHoBKa CKOPOCTU 00 eHust
MU nHTEpdericamu <N> — Homep nHTepderca KoHtponnepa. Ot 0 oo makc.
3Ha4YeHus, onpeaenEéHHOro Moaenbio
<BAUD> — ckopoCTb 06MeHa, MOXET MMETb 3HAYEHUS:
9600/19200/38400/57600/115200
<N> parity YcTaHoBKa KOHTPOrS YETHOCTU
<no/odd/even>
<N> stopbit <1/2> YcTaHoBKa KonmMyecTsa CTOMNOBbIX GUTOB
<N> datalen <8/9> YcTaHoBKa KonnyecTsa OUTOB AaHHbIX
<N> transparent BkritoveHrie Npo3payvyHoro pexuMa u3 rnokarnbHOW ceTn
<on/off>
<N> port <1...65535> YcTaHoBKa HoOmMepa CceTeBOro nopra Ansi Npo3pavyHoro
pexuma
load YnpaBsneHue Bes3 napameTtpos BbIiBOA COCTOSIHMI BCEX PO3ETOK
poseTkamu <N> BbiBOA COCTOSIHMSA OHOW PO3ETKN

<N> <on/off>

BkntoueHve/BbIKIIO4YEHNE PO3ETKU

<N> reboot

Mepesarpy3ka po3eTku
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<N> time <time> YcTaHoBKa BpeMeHW OTKIIOYEHUsT PO3ETKN Mpu
nepesarpyske, B CEKyHaax
<N> name <name> YcTaHoBKa MMEHW pO3eTKU, UMS MOXET cofep)aTb TONbKO
naTuHckne BykBbl
<N> wdg <on/off> BkrtoveHune/BbikntoveHre po3eTku pene ot Ping Watchdog
log BbiBog, aKcrnopT un Bes napameTpos BeiBop nora
cbpoc nora tail <N> BbiBoa nocnegHux <N> cooOLueHuin nora
full BbiBOA nora, Bknto4as CUCTEMHbIE COOBLLIEHUS
full tail <N> BbiBog nocnegHmx <N> coobLyeHnin nora, Bkroyas
CUCTEMHbIE COObLLEHNSA
clear C6poc nora
export tftp <filename> | 3arpyska nora Ha TFTP-cepBep
export storage <idx> 3arpyska fnora Ha BHELUHUA HakonuTenb <idx>
<filename>
mTLS HacTponka bes napameTpoB OTobpakeHne HacTpoek
npoTtokona mTLS <on/off> BkritoueHne/oTkMoYeHe B3aMMHOM ayTeHTudmKaLmm
6paysepa n Koutponnepa no npotokony HTTPs
network HacTponku ceTu. Bes napameTpos BbiBog MHMOpMaLmm 0 TeKyLLMX CeTEBbIX HACTPOMKax
MapameTp <LAN>
(1/2) onupoHaneH. | jp <L AN> <ip> YcraHoBka IP-agpeca ycTpoiicTea
Ecrm LAN He § mask <LAN> <ip> YcTaHoBKa Mackyi MOACeTU
ykasaH, HacTponku gate <LAN> <ip> YcTaHoBKa Lo3a no yMonyaHuo
;Zg:j:ii?;ﬁ:: dhcp <LAN> <on/off> BkntoveHue/BbikntoveHne DHCP-knveHTa
HTepderica dns <N> <ip> YcraHoBka DNS-cepeepa
ipv6 <LAN> <on/off> BkntoveHue/oTknoyeHune IPv6
ipv6 <LAN> addr <ip> | YcraHoBka IPv6 agpeca
ipv6 <LAN> mask YcrtaHoBka macku noaceT IPv6
<mask>
ipv6 <LAN> gate <ip> | YcraHoBka wwrto3a IPv6
pdu BeiBog, metered HanpsikeHue, noTpebnsieMble TOK U MOLLHOCTY MO BCEM
pes3ynbTaTtoB haszam nuTaHus
MOHMTOpPUHra Ha metered phase HanpsixeHue, noTpebnsieMble TOK U MOLLHOCTb AN BCEX
BBOZE U MO <phase> a3 (6e3 napameTpoB) unun Ans ogHon dasbl nutaHms (0,
KOHTypam nutaHus A/BIC)
metered phase HanpsikeHne/Tok/MOLHOCTb A5 04HON dhasbl NMTaHUSA
<phase> <v/ilp>
bank HanpsikeHue, noTpebnsieMble TOK U MOLLHOCTY MO BCEM
KOHTYpam nuTaHusi
bank <bank> HanpsikeHue, notTpebnsemMbie TOK 1 MOLLHOCTb Ans
O[HOr0 KOHTYpa NUTaHns
bank <bank> status CocTtosiHne koHTypa normal/Almin/Almaj
bank <bank> <v/i/p> HanpsikeHne/Tok/MOLLHOCTb Anst O4HOMO KOHTYpa NUTaHUS
pingwdg HacTponkn Ping bes napameTtpoB OTobpaxeHue HacTpoek Ping Watchdog
Watchdog
<on/off> BkntoueHune/BobikntoveHne Ping Watchdog
ip <A.B.C.D> YcTtaHoBka agpeca cepsepa ana Watchdog, A.B.C.D
o6o3HavaeT chopmart IP-agpeca cepsepa
retry <retry> YcTaHoBKa KonvMyecTBa 3anpocoB 6e3 oTBeTa, nocne
KOTOPOro NpoucxoauT nepesarpyska obopynoBaHus
interval <interval> YcTaHoBKa nepuoaa npoBepKu JOCTYNHOCTU cepBepa
radius HacTtporkn Bes napameTpos BbiBog HacTpoek RADIUS
RADIUS
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ip <A.B.C.D> YcraHoBka |IP-agpeca RADIUS-cepsepa, A.B.C.D
o6o3HavaeT hopmar IP-agpeca cepsepa
port <port> YcTtaHoBka nopTa cepepa RADIUS: <1...65535>
secret <secret> YcTaHoBKa CEKPETHOrO KIoya Anis AOCTyna K cepsepy,
MakcumarnbHas anvHa 63 cumBona
reboot Mepesarpyska Bes3 napameTtpos
KoHTponnepa
sensors OTobpaxeHue Bes3 napameTtpos BbiBOA COCTOAHMA AaTYMKOB
COCTOSIHUSA
[aT4mKoB
smtp Hactponka SMTP Bes3 napameTtpos OtobpaxeHue HacTpoek SMTP
server YcTtaHoBka nmeHun unm IP SMTP-cepsepa, A.B.C.D
<hostname/A.B.C.D> obosHavaeT chopmart IP-agpeca cepepa
port <port> YcTtaHoBka nopta SMTP-cepsepa: <1...65535>
user <user> YcTaHoBKa MMeHW nonb3oBaTens
pass <password> YcTaHoBka napons
ssl <on/off> YnpasneHue onuuin SSL
email <N> <email> YcTaHoBKa agpeca 3MnekTpOHHOW MoYThl nonyyartens
coobuleHnn. N: <1..2>
snmp Hactponku snmp n | bes napameTtpos BbiBog nHdopmauum o tekywmnx SNMP-HacTponkax
snmp v3 trap version <1/2/3> YcraHoska Bepcun SNMP ans trap/Informational-
Cco00LLIEeHNI
trap community YcTaHoBKka napons ans trap
<password>
trap server <N> BkntoueHve/BbIkto4eHe oTnpasku trap
<on/off>
trap server <N> ip <ip> | YcrtaHoBka |IP-agpeca nonyyartens trap
trap server <N> port YcTaHoBKa nopTa nonydarens trap
<port>
v<1/2/3> <on/off> BkntoueHue/BbikntoveHne SNMP {Bepcun 1, 2 nnu 3 —
HeobHA3aTenbHbIM NapameTp}
community read YcTaHoBKa napons Ha YTeHue
<password>
community write YcTaHoBKa napons Ha 3anucb
<password>
seclevel <LEVEL> YcraHoBka ypoBHA 6e3onacHoct SNMP v3:
noauthnopriv — 6e3 ayteHTUdunkauum, 6e3 LndppoBaHus
OaHHbIX
authnopriv — ayTeHTUdUkaums, 6e3 wndpoBaHUsa aHHbIX
authpriv — ayteHTUdMKaLmMA, WinpoBaHne AaHHbIX
username YcTaHoBKa MMeHW nornb3oBaTens npu ayTeHTndukaumm,
<username> [o 32 cMmBonoB
authtype <shal/md5> | Metog ayTeHTUdMKaLK
authpass <pass> Maponb ayTeHTUdMKaumm
privtype <aes/des> MeToa WwmndpoBaHNs AaHHbIX
privpass <pass> Maponb wndpoBaHus gaHHbIX, A0 20 cCMMBONOB
apply MpumeHeHne HacTpoek u nepesanyck SNMP 6e3
nepesarpysku CUCTEMBI
syslog HacTtponku syslog Bes3 napameTtpos BbIBOO HAcTpoOEK BCex cepBepoB orMpoBaHmns

<N>

BbiBog HacTpoek cepBepa norvpoBanusa N: <1...4>
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<N> <on/off> BkntoueHve/BbIkNOYEHNE NOrMPoOBaHNA Ha cepeep
<N> ip <A.B.C.D> YcTtaHoBka |IP-agpeca cepBepa normposanusi, A.B.C.D
o6o3HavaeT hopmar IP-agpeca cepsepa
<N> port <port> YcTaHoBKa nopTa cepBepa NormpoBaHus. port:
<1...65535>
apply [MpumeHeHne HacTpoek n nepesanyck syslog 6e3
nepesarpysku CMcTeMbl
status YnpaBneHne Bes napameTpoB BbiBog cTaTyca, cocTosiHMe AaTynka yaapa, nokasaHui
COCTOSIHEM TemnepaTypsbl, BnaxHocTn KoHTponnepa
KoHTponnepa clear C6poc ctatyca KoHTponnepa
script YnpaeneHne Bes3 napameTtpos BbIBOAWT CNMCOK 3arpy>KeHHbIX CKPUMNTOB
CKpuntTamum load tftp <file> 3arpyska ckpunta ¢ TFTP-cepBepa
load storage <idx> 3arpyska ckpunTa ¢ BHELLHero Hakonutens <idx>
<file>
log export tftp <file> OkcnopT XXypHana ckpuntoB Ha TFTP-cepeep
log export storage OKCMopT XypHana CKpUMNTOB Ha BHELLHUI HaKkonuTernb
<idx> <file> <idx>
log tail <n> BbiBoA nocnefHux n coobLLEeHni XXypHarna CKpunToB
clear OuucTKa XypHana ckpunToB
<file> remove YpaneHue ckpunTta
<file> <on/off> BkntoueHne/oTknoyYeHe ckpunTa
<file> comment [obaBneHne KOMMEHTapus K CKpUnTy
<comment>
storage YnpaBneHue Bes napameTpoB BbiBOZ cnvcka Bcex NOAKMHYEHHbIX BHELLIHUX
BHELUHMMM HakonuTenewn
HakonuTenamm port <port> BbiBOA cnvcka Bcex HakonuTenem, NoaKMNoYeHHbIX K
nopry. <port>:
- usbc — Pasvem USB Type C unun USB-hub,
NOAKIMOYEHHOIO K HEMY
- usbal — Paszbem USB-2 (Tonbko ana PDU3)
- usha2 — Pasbem USB-3 (Tonbko ans PDU3)
- sd — Pasbem SD (Tonbko ans PDU 3)
volume <idx> BbiBOA OaHHbIX 06 06beMe HaKoMUTENst — 3aHATOro U
cBobogHoro mecta
tftp HacTtpornka n Bes napameTtpos OtobpaxeHue HacTpoek TFTP

onepauum c TFTP

server
<hostname/A.B.C.D>

YcrtaHoBka agpeca TFTP-cepsepa, A.B.C.D o6o3HavaeT
dopmar IP-agpeca cepsepa

port <port>

YctaHoBka nopta TFTP-cepsepa. port: <1...65535>

swupdate <file>

3anyck o6HoBneHus MO

btupdate <file>

3anyck oGHOBMEHWS 3arpy3yunka

confimp <file>

MmnopT koHdurypauum ¢ cepsepa TFTP

confexp <file>

OkcnopT koHdurypauum Ha cepsep TFTP

certload <cert file>
<key file> <pass>

MmnopT dharna SSL ceptudmkaTa v darvina npusaTHOro
kntoya c cepsepa TFTP. ApryMeHT pass onuMoHaneH u
BBOAWTCS B Crnyyae, ecnu daiin npMBaTHOrO Kroya
XpaHUTCA B 3alLUMpOBaAHHOM BUAE

CAcertload <file>

Mmnopt dpanna CA ceptudpmkarta c cepsepa TFTP

time

HacTtponkn
BpemeHu n SNTP

Bes3 napameTtpos

OtoGpaxaeT Tekyllee Bpemsi KoHTponnepa

set <yyyy/mm/dd YcTaHaBnmBaeT Tekylee Bpemsi KoHTponnepa
hh:mm:ss>
ntp OTtobpaxeHune HacTpoek NTP

50/103




Pykoeodcmeo no akcrinyamayuu PDU 2..4

Rem

OnucaHue
KomaHpa MapameTphbl OnucaHue napameTpoB
KOMaHAbl
ntp <on/off> BkntoyeHme/BbIKNIOYEHNE CUHXPOHN3ALNN BPEMEHN C
NTP-cepsepom
ntp server YctaHoBka agpeca cepsepa NTP, A.B.C.D o6o3HavaeT
<hostname/A.B.C.D> dopmar IP-agpeca cepsepa
ntp apply MpumeHeHne HacTpoek n nepesanyck NTP 6e3
nepesarpysku cucTembl
zone <Z> YcTaHoBKa 4acoBOro nosica
user Ynpaenenue <name> password VHTepakTuBHasa ycTaHOBKa napons nonb3oBaTens
y4eTHbIMM <name> rename <new | CMeHa nmeHu nonb3oBaTtens
3anncamm name>
list OTobpaxeHne HaCTPOeK BCEX YYETHbIX 3anncen
add <name> [obaBneHne HOBOW YYETHON 3anuncu
remove <name> YpaneHue yyeTHOM 3anvcu
<name> <on/off> BkrtoueHne/oTKkNoYeHne y4eTHON 3anunucu
<name> role <role> YcTaHoBKa ponu y4eTHOUW 3anuncu
<admin/operator/observer>
version BeiBog Bepcun MO | Bes napameTpoB BeiBog Bepcun 0O 1 annapatHon peBn3nm KoHTpornnepa
N annapaTtHomn
peByanm SwW BbiBog Bepcum MO
KoHTponnepa hw BbiBOA4 annapaTtHon pesnsnmn
clear OuuncTKa KoHcoNu Bes napameTtpos

[ns BbiIBOAA aKTyanlbHOro CnMcka KOMaHA U UX CUMHTaKcuca Ucnonb3ynte komaHay help nnm
help <umsa komaHgbI>.

8.3. Co6poc HacTpoek

C6poc HacTpoek MOXeT BbITb MpoussegeH NporpaMMHO, NPy NOMOLLM KoMaHAabl config reset
unu npu nomown WEB-UHTepdenca. B aTom cnyyae Bce HaCTPOMKU, KPOME CETEBbLIX HACTPOEK, a
TaKkKe HacTpoeK YYeTHbIX 3anucew, No ymomnyaHuio 6yayT cbpolleHbl Ha 3aBoackue. [Ans cbpoca
CETEBbIX MapamMeTpPOB U Y4ETHbIX 3anncein MOXXHO NPOBECTU annapaTHbIn COPOC HACTPOEK HaXaTnem
kHonkn «RESET» Ha kopnyce KoHTponnepa nMbo MOXHO U3MEHWUTb 3TU napameTpbl Yyepe3 WEB-
UNU KoMaHOHbIN UHTepdenc. Nocne NpUMeHeHss ceTeBbIX HacTpoek KoHTponnep aBToMaTU4eCcKu
nepesarpysuTcs.

Ecnn Heobxogumo cOpocuTb ceTeBble HAaCTPOMKM W HACTPOWKW Y4YeTHbIX 3anucen Ha
3HayeHns no ymonyaHuio (n.8.1.2), Haxmute un yaepxusante kHONKy «RESET». lNpun atom
nHamkatop STATUS HauyHET muratb C KpacHOro Ha 3enéHbin ¢ wuHTepBarom 1 c. Korga
BO30OHOBUTCA MHAMKAUMA B OObIMHOM pexume, HacTpomnkm OyayT cOpoweHbl n KoHTponnep
aBTOMaTUYECKM NnepesarpysmTcs.

8.4. AmnopT 1 akcnopT KoOHcurypaumm

[ns coxpaHeHUss pesepBHON Konuu KoHduUrypauum KoHTponnepa nMbo npu Mcnonb3oBaHnm
Heckonbkux KOHTpPONMepoB € aHanorMyHbiMM HaCTpoOWKaMu MpegycMoTpeHa yHKUMS MMmnopTa u
aKkcnopTa HacTpoek. [locne nvnopTta HacTpoek, B WEB-UHTepdence noasutca BennbiBatoLee OKHO
¢ coobLieHnem o HeobxogmMmocTy nepesarpyskm KoHtponnepa.

[ns akcnopTa HacTpoek n3 KoHTponnepa:

1) B WEB-WHTepderice nepenTtn Ha cTpaHuuy «KoHTponnep»,
2) HaxaTb KHOMKY «QKCNOpPT HACTPOEK»,
3) ®awnin HacTpoek ByaeT ckadaH Ha Ball KOMMbIOTEP.

[na umnopTa HacTpoek:

1) B WEB-UHTepdeiice nepentn Ha cTpaHuuy «KoHTponnep»,
2) Haxatb Ha none «Choose file» 1 BbIGpaTb danin HaCTPOEK,
3) HaxaTb KHONKy «/IMNopT HacTpoek».
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B n. 8.15 onncaH anbTepHaTMBHbIA BapuMaHT MMMOPTa M 3KcnopTa HacTpoek vyepe3 TFTP-
cepsep. Nocne nmnopTta HacTpoek Heobxoaumo nepesarpy3nTtb KoHTponnep.

CeTeBble HacCTPOMKM, HACTPOMKM YYeTHbIX 3anucerm nonb3oBaTenem He
umnopTupytotca!

8.5. CeTeBble HaCTPOMUKMU

Mpy nM3MeHeHWM HacTpoek ceTu KoHTponnep GydeT AOCTYMeH Mo HOBOMY afpecy
TOMbLKO MoCe nepesarpysku.

Mpn nameHeHnn HacTpoek cetn yepe3 WEB-UHTepdelic Ha cTpaHuue «CeTb» nocne
Haxatnsi KHOMKM «[pyMEeHNTb» NOSABMTCS BCMMblBalOLWee OKHO C cooblleHneM o
HeobxoamMmMocTu nepesarpysku KoHTponnepa.

Heo6xoaumo nepesarpysute koHTponnep QIGLECUtE Al X

192.168.0.253
Macka nofceT
255.255.255.0

OCHOBHOW WNKD3

192.168.0.1

lcnons3ceate DHCP

TpUMeHUTL

Mpu nameHeHun Hactpoek cetn Yepes CLI Heobxoanmo BbINOMHUTE KOMaHAy config
apply 1 nepesanyctutb KoHTponnep KomaHgon reboot.

Mocne nameHeHUss HacTpoek ceTu U nepesarpy3ku KoHTponnepa Heo6xoaumo
noaTBepAUTb 3TU HAaCTPOMKK, aBTopu3oBaBwUChL Yepe3 WEB-UHTepcennc no HoBomy
apgpecy nu6o BbinonHMB komaHAy «config confirm» yepes CLI. UHauye yepe3 5 MUHYT
nocne nepesarpy3ku KoHTponnepa Oyaer npou3BenéH OTKaT HaCTPOEK CeTU Ha
npeabiaylime.

Ona KoHtponnepos PDU2 u PDU4 npu nogkntodeHun USB-LAN-apantepa RS-
LAN21G (nprnobpeTaeTcsa OTAENbHO) CTAHOBMTCSA AOCTYMHBLIM ANsl HAacTporkn BTopon LAN-
nHtepdgenc. Y Kontponnepa PDU3 aToT uHTEpeic SBNSeTCA BCTPOEHHbIM.

LAN#1 LAN#2 DNS

IP-agpec

192.168.0.253

Macka noaceTm

255.255.255.0

OcHOBHOR Wnto3

192.168.0.1

Mcnonbsosate DHCP

CeTeBol MOCT C MHTEpPDeACOoM LAN#2
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[Ba LAN-uHTepcperica moryt pabotate B U30NUPOBAHHOM pexunme nnbo B pexunme
ceTeBOro Mocta (Hanpumep, Ans nocrefoBaTenbHOro MOAKMYEeHUss Heckonbkux PDU k
OZHOMY MOPTY CETEBOrO KOMMYyTaTOpa).

[Mpn paboTe B M30NMPOBAHHOM peXnMe HUKakon Tpaduk He nepefaeTcs M3 O4HOro
nHTepcpenca B Opyron. Y Kaxporo uHTepdperica mmeetcs cBol apgpec, u KoHTponnep
HaxoauTCs OQHOBPEMEHHO B ABYX HE3ABUCUMMbIX CETSIX.

lMpu paboTe B pexunme ceTeBOro MocTa ceTb pasbuBaeTca Ha [OBa CeErMeHTa,
NoakmoYéHHbIX K aAByM LAN-uHTepdencam. Tpaduk, npegHasHadeHHbln Onsi Apyroro
cermeHTa, TpaHcnupyetcsa KoHTponnepom m3 ogHoro wuHtepderica B gpyron. KoHtponnep
UMeeT €eOWHCTBEHHbIN COOCTBEHHLIM agpec, yKkasaHHbid B HacTporkax nepBoro LAN-
nHTepdenca, n obpabaTbiBaeT Tpaduk, NpeaHasHa4YEeHHbIN eMy.

8.6. HacTtpouka 4yacoB peanbHOro BpeMeHu

KOHTpOJ'IJ'Iep COOEepPXNUT Yacbl pealribHOro BpeMeHMW. I'Ip|/| OTCYTCTBUMN BHELUHEro nutaHuda
Yachbl NpoaoJsnkaroT NaTn 3a CYUéT BCTPOEHHOIO CyrnepkoHaeHcaTopa HeE MeHee 3 CYTOK.

YcTaHoBKa TEeKyLlero spemMeHn BoO3MOXXHa cnegyrowmnvm cnocobamu:

o B WEB-UHTepdence Ha cTpaHule «Bpemsy;
e [lo komaHge time set yepes CLI;
e CuHxpoHusaumnen c NTP-cepsepom (n.8.7).

8.7. Hactpomka paboTbl ¢ cepBepom BpemeHu NTP

KoHTponnep moxeT aBTOMaTU4YECKM NOMyYaTb BpeMs C yaanéHHoro cepsepa no npoToKony
NTP. TMNpwn HactpoeHHom NTP-cepBepe KoHTponnep Oyaer aBTOMaTMYECKM CUHXPOHM3MPOBATb
Bpems npu ctapTte n npu paboTe ¢ MHTepBanom He 6onee 20 MUHYT.

Hactpoiika IP-agpeca cepsepa n yacoBoro nosica npoussoautca B WEB-UHTepdelice Ha
ctpanuue «lpoTokonbly», Ha Bknagke «NTP» unu yepes CLI.

KoHTponnep moxeT mcnonb3oBaTtb nodon NTP-cepeep Ans nonydeHuss BpeMeEHM, CMMUCOK
OTKPbITbIX NTP-cepBepoB AocTyneH no CChblSiKe:
http://support.ntp.org/bin/view/Servers/StratumTwoTimeServers.

Ecnu KoHTponnep ycrtaHoBneH B 3aKpblTOW foKanbHOW CceTu 6e3  BO3MOXHOCTU
noaknoYveHnst kK cetn MHTepHeT, To Ha ndom MK B ceTn moxeT ObiTb pa3BépHyT NTP-cepsep,
Hanpuwmep, cepsep angd Windows, OOCTYMNHbIN no CCbINKe:
https://www.meinbergglobal.com/english/sw/ntp.htm.

8.8. Pabota no npotokony SNMP

Mo npotokony SNMP BO3MOXHO NonyyeHne COCTOSIHUSA BXOA0B, AAaTYMKOB U NOOKMIOYEHHBIX
yctponctB. OnucaHne Bcex pJoctynHblx nonern SNMP  moxHo nonyuuts w3  MIB-caiina,
pa3MeLLEHHOro Ha cTpaHuue, ykasaHHon B n.0.

Ona nonyyeHuss gaHHbIX no npotokony SNMP moxeT wmcnonb3oBatbcs nobon SNMP-
6pay3sep, Hanpumep, iReasoning MIB browser (ans Windows) unu komaHgbl snmpget, snmpwalk,
snmpset n T.4. (ansa Linux).

B koHdwurypauum KoHTponnepa MOXHO BKIIHOUYUTE aBTOMAaTUYECKYH0 OTnpaBky trap-
yBEeOOMIIEHUI MPU N3MEHEHNM COCTOSHUSA NOOOr0 U3 akTMBHBIX 4ATYMKOB (OTnNpaBka coobLieHui, C
KOTOPbIX OHW BKMOYEHbl B KOHdurypauun). INpn nameHeHnn coctosHuns Kontponnepa SNMP-trap-
yBeJoMIleHWe oTnpaBnsieTca B Jobom cnydae. Bo3amoxHa HacTtponka po 4 IP-agpecos
nony4yarenen yseoMMeHUN.

PekomeHpaumn no HacTponke PDU B cucteme Zabbix npuegeHsl B n.11.1.
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8.9. Pabota no npotokony Modbus

KoHTponnep no3BonsieT mnomnyyatb COCTOSHME [OUCKPETHbIX, aHasnoroBbiX BXOAOB,
yCTaHaBMnMBaTb COCTOSAHME PO3ETOK, U3MEHSTb HAacTPonkM KoHTponepa n NoaKMYEeHHbIX YCTPOWCTB
no npotokony Modbus TCP unu Modbus RTU B Slave-pexume.

Hactporvika npousBoantca depesd CLI, nubo B WEB-UHTepdelice Ha cTpaHuue
«lpoTokonbl», Ha Bknagke «Modbus»:

e BknoveHue/oTkno4eHe noaaepxKn NpPOTOKONOB yCcTaHaBnMBaeTCs
YCTaHOBKOW/CHATMEM OTMETKM Ha vek-6okcax «Modbus TCP» n «Modbus RTU»;

e B none ID yctaHasnuBaeTcsa agpec yctpoinctsa Slave ID (ana Modbus RTU) n Unit
ID (gns Modbus TCP).

RADIUS SNMP NTP SMTP TFTP Syslog HTTP/HTTPS m

HacTtpoiiku Modbus
ID

1

Modbus TCP
TCP noprt

502

Modbus RTU
MNocnegosartenbHbIi NopT

RS485-2 v

MpUMeHnTbL

BHumanue! B PDU2 pabota co BcemMu BHELHWMW YCTPOMCTBaMM, MOAKIMOYEHHLIMU K
nHtepcpencam RS-485-2, RS-485-3 n RS-232 Oygetr HEBO3MOXHA, €Criv OAWH U3 3TUX MOpPTOB
BbIOpaH ans pabdoTel no npotokony Modbus RTU.

Cnncok perncTpoB 1 oopmaTt AaHHbIX NpusedeHbl B MpunoxeHum A.

8.10. AocTtyn kK WEB-UHTepdency Kontponnepa no npotokonam HTTP u
HTTPS

Mpn pabote ¢ KoHTponnepom uyepe3 WEB-UHTepdenc paHHble mexay Opaysepom 1
KoHTponnepom moryT nepegaBatbcs no npotokony HTTP nu6o no npotokony HTTPS.

KoHTponnep no ymonyaHuio 4oCTyneH no agpecy http://192.168.0.254.

Mpn pabote no npotokony HTTPS (B otnuume ot HTTP) paHHble nepepatotcs B
3awmncpoBaHHom Buge. Npu yctaHoBke HTTPS-coegmHenna KoHTponnep otnpaBnseTt Gpaysepy
SSL/TLS-ceptudumkat. Mmnopt SSL/TLS-cepTudumkara onmncan 8 n.8.11.

BknitoueHue/oTkntoveHne npotokonioB HTTP wn HTTPS npoussogutca 4epes WEB-
WHTepdeic Ha Bknagke «MpoTtokonel — HTTP/HTTPS» nnbo yepes CLI.
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Hactpouku HTTP/HTTPS
HTTR
HTTRS
Buifepure haidn  Qain He ssibpan
MpEaTHBIR KNk (* k
Buibepure haiin  Dain He BbiBpaH
MNprmedanue: Napenb HyHO BEOAWTL TONBKE BCNM Gain NPUBETHETD

BuiSepuTe bain  DaRn we BeiBpan

WnanopT CA cepridukara ( axenopr CA ceprugmxara )

Brunia

Mpn pabote no npotokony HTTPS wnmeeTcs BO3MOXHOCTb BKMOUYUTH B3aWMHYIO
ayTeHTudukaumo bpaysepa n KoHTponnepa, yctaHoBMB ranoyky «mTLS». [ogpobHO 3T0T pexum
onucaH B n.8.12.

8.11. UmnopT SSL/TLS-cepTuchbnkara

Mpn ycrtaHoBke HTTPS coeguHeHnss KowTponnep otnpaenaet Opaysepy SSL/TLS-
ceptudukar. Ecrnm npu nonbitke nopkmountecs k WEB-UHTepdency KoHTponnep otnpasnsieT
Hen3BeCTHbIM Bpaysepy cepTudukaT, NOsBNAETCA npeaynpexgeHve O nogo3puTensHOM canTe.
Hwxe nokasaHo npegynpexaeHue, kotopoe BolgaeT 6paysep Chrome.

A

MoakntoueHne He 3alMLLLEHO

3NOYMBILLNEHHWKW MOTYT MbITAaTbCA NOXUTUTL BalUK AaHHble C caiiTa 192.168.0.254
(Hanpyumep, Naponu, COOBLIEHUA UAKM HoMepa HaHKOBCKKMX KapT). MoapobHee...

NET::ERR_CERT_AUTHORITY_INVALID

Q  YroBul Bpayzep Chrome cTan MaKcMManbHO Be30MacHbIM, BKIIOUUTE DX

"YAydIEHHAA 3aUIUTE".

CkpbiTh nogpobHocTK BepHyTbca k besonachoi cTpaHuLe

He yaanock noATeEpAUTS, UTO 3T0 cepeep 192.168.0.254. OnepaumoHHan cuctema
KOMIMbIOTEPA He JOBEPAET ero cepTudukary GesonacHoCcTi. BO3MOXHO, cepBep HacTpoeH

HEeNpaBWNbHO NNW KTO-TO NbITAETCA NEPEXBaTWUTh Ballkl AaHHbIE.

Mepeiitu Ha caiiT 192.168.0.254 (HebesonacHo)

Mpn nepBoM BkoYeHUn KoHTponnep reHepupyeT COBGCTBEHHbIM CaMONOANMCaHHbIN
SSL/TLS-cepTudukat 1 ucnonbayeT ero ang ycraHoekn HTTPS-coeauHeHus.

Insa nmnopTta cobctBeHHoro SSL/TLS-ceptudmkata yepes WEB-UHTepdenc Heobxoanumo
Ha Bknagke «[poTtokonel — HTTP/HTTPS» BbiGpath harnbl cepTudmkata u NnpMBaTHOro Kniova u
HaxaTb KHOMKy «WMnopt cepTudmkata». Ecnu dann npuBaTHOro Krwya XpaHUTCS B
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3awmcpoBaHHOM BUAE, Nepeq HaxaTueM KHOMku «MmnopTt ceptudukata» HeobxoaMmo BBECTU
napornk oT ¢harina B none «lMaponb NpMBaTHOrO Krto4a».

MmnopT dannos ceptudmkaTa 1 npuBaTHoro kntova yepes CLI onucaH B n.8.2.
RADIUS SNMP NTP SMTP TFTP Syslog

HacTtponku HTTP/HTTPS
@ HTTP

@ HTTPS

CepTudukaT (*.crt, *.cer)

Bbi6epuTe dpann  dain He BbIGpaH

MpuBaTHBIA KoY (* key)

BbiGepuTe dain  daitn He BbIGpaH

Maponb NpUBaTHOMD KIKKYa

lMpUMeYaHHe: Naponb HYXHO BBOAWTL TOMbKO ecni harin
NpWBaTHOrO KNtoYa 3alndpoBaH

Wmnopt ceptudmkara

MTLS (B3auMHas ayTeHTUDUKALUA KNMEHTa WM cepaepa)

8.12. BzaumHas ayteHTucumkaumsa 6paysepa n KoHtponnepa

Mpn pabote no npotokony HTTPS wumeeTcs BO3MOXHOCTb BKMOUYUTL B3aWMHYIO
ayTeHTudukaumo 6paysepa n KoHTponnepa, yctaHoBuB ranodky «mTLS» yepe3s WEB-UHTepdenc
Ha Bknagke «[lpoTokonbl — HTTP/HTTPS» u HaxaB KHOMNKY «[puMeHWTb» nMOO BhINOMHMB
komaHgy mTLS on B CLI.

Mpu BkNtovyeHHOM npoTokone mTLS KoHTponnep 6yaeT 3anpawumBaTh y 6pay3epa SSL/TLS-
cepTndukat n npoBepAaTb, nognucaH nm oH CA-cepTudukaTom, xpaHawmmcs Ha KoHTponnepe.
Ecnu 6paysep He oTnpaBuTt ceon cepTudmkat Nnbo ecnu oH He ByaeT nognmcaH CA-cepTudmkaTom
KoHntponnepa, pgoctyn no HTTPS k WEB-UHTepdenicy OGymer 3abnokupoBaH w nosiBUTCA
npegynpexageHne o HeBepHoM cepTudmkaTe Bpaysepa. Hke nokasaHo npegynpexaeHune, kKotopoe
BblgaeT 6paysep Chrome.

B

3TOT caliT He MoXeT obecneunTb 6e3onacHoe
coejnHeHUe

Balll cEpTUOMKAT OTKIOHEH CaitTom 192.168.0.254 UNK He 6biN BbIAAH.
ObpatUTech 3a MNOMOLLILH K CUCTEMHOMY aAMWUHNCTPATOPY.

ERR_BAD_SSL_CLIENT_AUTH_CERT

Mpn nepBom BkItoueHn KoHTpornnep reHepupyeT camonognucarHbein CA-cepTtudumkar.
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Insa wmnopTta nonb3oBaTensckoro CA-ceptudukaTta vyepes WEB-UHTepdenc Heobxoanumo
Ha Bknagke «[Mpotokonbl — HTTP/HTTPS» otmeTuTb ranouky «mTLS», BbibpaTe dann u HaxaTb
Ha kHonky «/mnopTt CA-cepTtudukatar.

MTLS (BsanmHaa ayTeHTUOMKALUMA KIKeHTa M cepBepa)
CA Ceprudukat (*.crt, *.cer)

BoiGepute pain  dalin He BhiGpaH

WMmnopt CA cepTupurkaTa <3 kcnopT CA cepTUdK HaTa>

BHumanue! KoHTponnep no npoTtoxony HTTPS 6y0eT OoCTyNeH TONbKO
MpW Hanw4uK B Gpaysepe cepTdUKaTa, NoanUcaHHoim CA
CepTUDMKATOM KOHTPONNEDa

MmnopTt CA-ceptudumkarta yepes CLI onucaH B n.8.2.

Ona ckaumBaHus CA-cepTudmkata, xpaHsuerocs Ha KoHTponnepe, Heobxoaumo HaxaTb Ha
kHonky «QkcnopT CA-cepTudukarta.

8.13. Aoctyn kK WEB-UHTepdency KoHTponnepa yepes USB (PDU2 un
PDUA4)

Hwxe onucaHbl HacTporku coeamHeHusa B OC Windows (ans gpyrux onepauuoHHbIX CUCTEM
WHCTPYKLUN NPEeAOCTaBnaTCA No 3anpocy).

1. Ckavatb apavisep uUSB Ethernet/RNDIS Gadget c canta
https://www.catalog.update.microsoft.com/Search.aspx?q=USB+RNDIS%20Gadget
Ona cesoer onepauuMoHHOW cucTembl. PacnakoBaTb CKayaHHbIN apxvB U U3BNeYb
dann gpansepa RNDIS.inf;

2. Mopkntounte KoHTponnep k KoMmnbloTepy, ncnonb3ys kabenb USB-C — USB-A;

3. OTKpoeTca OKHO MacTepa YCTaHOBKM 0OOOpydOBaHWs, MU MOCIEe HaXaTus KHOMKK
«[danee» 6ygeT npeanoXeHo ABa BapuaHTa:

e BbINOMHUTb MOWCK N aBTOMAaTUYECKYHO YCTAaHOBKY 000pya0BaHUs;
e BblbpaTb 060pygOBaHME U3 CMIMCKA U YCTAHOBUTL €0 BPYYHYHO.

4. BbibpaTb BTOPOW BapmaHT 1 HaxaTb KHOMKY «[aneey;

5. B oTkpbiBWEMCS pa3gene Heobxoaumo BbIOpaTb TUM YCTPOWCTBA, FAe OTMETUTb
«CeTeBble aganTepbl» U HaxaTb KHOMKY «[aneey;

6. B cnepytowiem pasgene:

e ana Windows XP BbibpaTb «YCTaHOBWTb C AuCKa» W  ykasaTb
MecTononoxeHne canna gpaneepa RNDIS.inf;

e Windows 7 BbibpaTb B pasgene npoussogutens «Microsoft Corporation —
Remote NDIS based Internet Sharing Devicey;

¢ Windows 8 BbibpaTh B pasgene npoussoautens «Microsoft — Remote NDIS
based Internet Sharing Devicey;

o Windows 10 BbIbpaTb «YCTaHOBUTbL C AUCKa» W yKkaszaTb MECTOMONOXEHWE
panna gpansepa RNDIS.inf.

MpumeuaHue. Ecnn pgpameep USB-nopta B Windows paboTaeT HeKOppeKTHO,
nameHntb TN ApareBepa ¢ «Remote NDIS based Internet Sharing Device» Ha «Remote
NDIS Compatible Device».

7. Tocne yctaHoBkn apaviesepa KoHTponnep onpepenutcs kak CeTeBowW apantep u
OyaeT gocTyneH B cnvcke CeTeBbIX NOAKITHOYEHUN;
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8. lNepentn B «lMaHenb ynpasneHns — Cetb u VIHTepHeT — CeTeBble NOAKMIOYEHUSAY,
HanTu nossuBwniics CeTeBOM apganTep M B CMUCKe, BbiNadaloLlem Npu HaxaTuu
npaBoW KHOMKWN MblwK, BoiopaTb CBOUCTBA;

9. Bo Bknagke Cetb nepenitn B CBomctBa TCP/IPv4 un 3agatb cnegywoouime
napameTpbl:

e |P-agpec —192.168.255.2;

e Macka nogcetn — 255.255.255.0;

e OCHOBHOW W03 — 192.168.255.1.
10. Haxatb Be3ge kHonky OK.

Hanee nepentn B WEB-UHTepdenc KoHTponnepa, HabpaB B cCTpoke BBoAa
Opay3epa YCTaAHOBMEHHbIA NO  ymon4yaHuvio  agpec  http://192.168.255.1 nmbo
https://192.168.255.1 (B 3aBMCMMOCTU OT TOrO, Kakor 13 NpoTokonoB http/https BkmoueH).

8.14. Astopusauusa B WEB-UHTepdence c ncnonbaosaHmem rnportokona
RADIUS

KoHTponnep no3sonseT nonb3oBartensam npoxoantb asTopusauuio B8 WEB-UHTepdeice npu
nomoLUM yganéHHoro cepsepa aBTopu3auum no npotokony RADIUS. [Ons aBTopusaumMm MOXHO
Ncnonb3oBaTb ntobowm OOCTYMHbIN RADIUS-cepgep, Hanpumep, tekRADIUS
(https://www.kaplansoft.com/TekRADIUS/).

8.14.1. lMpumep aBTOpM3aumm npu nomolum cepsepa tekRADIUS
[ns aBTOpMU3auMun nonb3oBaTtenen Heobxoaumo:

1) YcrtaHoBuTb M HacTpouTb npunoxeHne tekRADIUS, yctaHoBuTb Microsoft SQL
Server (TpebyeTca onsa koppektHown paboTel tekRADIUS). Cosgatb 6a3y gaHHbIX
naponen, ¢ kotopon Oygetr pabortatb tekRADIUS. lNMogpobHas WHCTpyKUMs Mo
yCTaHOBKe AOCTYyMHa Ha canTe pa3paboTyuka;

2) Oobasutb HoBoe ycTponcTteo B tekRADIUS, onsa atoro Ha Bknagke «Clients» (Puc.
8.14.1.1Puc.) 3agaTb B none NAS IP-agpec KoHTponnepa, B none Secret ykasaTb
cekpeTHbIn Kmod, nona Vendor, Enabled u Interim Update Period HactpouTb
cornacHo Puc. 8.14.1.1. lNocne BBOAA BCEX AaHHbIX HaxaTb KHOMKY «406aBUTb»
(3enéHbin nnioc);

=
File Service Help

Users Groups Clients Settings Application Log Active Sessions Dictionary Editor Reperting Counters  SQL

NAS Secret endor Username Part Enabled Interim Update

192.168.0.254 12345 ietf Yes o
Default 12345 ietf Yes 0

RADIUS Client Properties
| NAS Secret Username Part Vendor Enabled Interim Update Period

|192.1.68.D.254 v| [12345 | [ et v||ves ~ ok2]| seconds

| Kill Command

Il | [#][X]

| Add, Edit or Delete RADIUS clients...

Puc. 8.14.1.1 - OkHo pobasneHus knneHTta tekRADIUS
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3) [obaBuTb y4éTHble JaHHblE Nonb3oBaTens, Ang 3Toro Ha Bknagke «Users» BBeCTU
HOBOE MMS Norb3oBaTens U HaxaTb KHonky Aob6asutb (Puc. 8.14.1.2);
4) [ob6aBuTb Napornb NONb3oBaTENS:
BbiGpaTb 4obaBneHHOro nonb3oBaTens B CNUCKe NONb30oBaTeNewn;
B Bbinagatowem cnucke «Tun atpudyta» Bbibpatb «Checky;
B Bbinagatowiem cnucke «HasaHve atpubyTa» BeibopaTh «User-Passwordy;
B none «TekcT atpnbyta» BBECTU Xenaemblil Naponb;
e HaxaTb KHOMKy «[l06aBUTb aTpubyT».
[obaBneHHbIV Napornb 0TobpasnTcs B Cnncke atpubyToB BbIOPaHHOIo NONb30BaTens;
5) YcTaHoBWUTb agMUHUCTPATUBHLIA YPOBEHb AOCTYyNa:
e Bbibpatb gobaBneHHOro nonbL3o0BaTens B CNUCKe Nofb3oBaTenew;
e B Bbinagatowem cnucke «Tun atpubyTtar BelibpaTh «Success-Reply»;
e B Bbinagatouwem cnucke «HasaHme atpubyta» BeibpaTe «Vendor-Specificy;
e B none «TekcT aTpubyTta» Beectn «admin_allowedy;
e HaxaTb kHONKy «[Jo6aBuTb aTpnbyT».
[obaBneHHbI aTpmMbyT oTO6pa3nTcs B cnucke aTpubyToB BbIGPAHHOIO NONb30BaTENS;

=
File Service Help

Users Groups Clients Settings Application Log Active Sessions  Dictionary Editor Reporting Counters  SQL

Browse Users User admin (Enabled)
Al % i .
v | [Userchiame | [fke ~ Attribute Type value
Username Group User-Password Check HEEEE
N endor-Specific Succes... admin_allowed
admin 192.168.0.254
test 192.168.0.254
user 192.168.0.254
KHonka gobasuTe
aTpubyT
KHonka gobasuTe
NoMb30BATENA
Wma HOBOrO NoONb30BaTENA Tun atpubyTa Hassarue aTpubyTa | — ET£M6WE
|tE5t 192.168.0.2 ~ + = >< Success-Reph | | Vendor-Specific - |admin_a||owed v| 9'3 kb ><

User 'admin’ selected...

¥l

Puc. 8.14.1.2 - OkHo nobasneHnsa nonb3osatens tekRADIUS

6) B WEB-UHTepdpelice KoHTponnepa Ha cTpaHuue «[lMpoTokonbi», Ha BKMagke

«RADIUS» yctaHoBuTh IP-agpec n ceteBon nopt cepepa tekRADIUS u cekpeTHbIn
Koy,
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RADIUS SNMP NTP SMTP TFTP Syslog

Hactpoukn RADIUS

|P-agpec

192.168.0.1
Mopt

1812

CexpeTHbIi Koy

MpumeuaHue. B KoHTponnepe n B tekRADIUS pomkeH ObiTb ykaszaH OOAWMH M TOT Xe
CEeKpeTHbIN Kntou!

8.15. Ucnonb3oBaHue TFTP (goctyn Kk ¢pannam Ha cepBepe)

KoHTponnep no npotokony TFTP moxeT BbiNonHATbL 06HoBNeHMe BcTpoeHHoro 10, a Takke
UMMAOPT M 3KCNOPT KOHpMrypaumm, aHanornyHo yHkumam, goctynHeiM vepe3d WEB-UHTepdenc.
B atom cnyyae KoHTponnep BbicTynaet B ponu TFTP-knueHTa, NO3TOMy ANS nepefayn OaHHbIX
notpebyetca wucnone3oBaHne TFTP-cepBepa, ycrtaHoBneHHoro Ha [1K, Hanpumep, Tftpd64
(http://www.tftpd64.com/).

Mopsgok obHoBneHus MO ¢ TFTP cepsepa onucaH B n.10.2.

8.15.1. Mopsagok numnopTta KoHpUrypaumm:

Pasmectutb Ha TFTP-cepBepe dann ¢ koHdurypaumen KoHtponnepa;

HacTtpouTb Ha cTpaHuue «[lpoTokonekl» agpec TFTP-cepsepa;

B WEB-WHTepdeiice Ha cTpanunue «KoHTponnep» B none «Choose File» BBectn
numsa danna koHdurypauumn Ha TFTP-cepsepe;

HaxaTtb kHonky «MMnopT HacTpoek».

8.15.2. lNMopsanok akcnopTa KoHUrypauum:

HacTtpouTb Ha cTpaHuue «lpoTtokonbl» agpec TFTP-cepeepa;

B WEB-UHTepdence Ha cTpaHuue «KoHTponnep» oTmeTuTb BbibpaTb «Yepes
TFTP», B none Hwke BBECTU umaA panna, nog KOTopbiM TpebyeTcsi COXpaHuUTb
KoHdurypauuio Ha TFTP-cepsepe;

HaxaTb KHOMNKY «3KCrnopT HAaCTPOEK.

MpumeyaHue. MNepeg Hayanom akcnopTa KoHUrypauum Heobxognmo ybeamTbCs, YTO Ha
cepBepe HeT (hainna c TakuM Xe UMEHEM.

8.16. Nepepaya gaHHbIX Ha cepBep XypHanupoBaHusa Syslog

Ha BKNIOYEHHBI cepBep >KypHanuMpoBaHMS OTMNPaBNSOTCA  COOGLUEHMsl, KOTopble
COXPaHATCS BO BHYTPEHHEM XXypHare coBbITUIA, B TOM YKCHe:

YcnelwHas aBTopum3saums nonb3osatens yepe3 WEB-UHTepdenic unn CLI,
HeycnewHasa aBTopusaums nonb3osartens Yepe3 WEB-UHTepdenc nnn CLI,
MonbiTka goctyna 6e3 aBTopm3aLmm (CKaHMpOBaHME MOPTOB),

Mepesarpyska KoHTponnepa.

8.17. CTOpOX No AOCTYNHOCTU YCTPOWUCTB B CETU

KoHTponnep noseonsieT NpoBepsTb AOCTYNMHOCTb CETEBbLIX YCTPOWUCTB Mo npoTokony ICMP.
Ona  BkoyeHns aTon QyHKUMKM HeobxoguMmo Ha cTpaHuue «Watchdog» 3apate IP-agpec
npoBepsemMoro yCTpoMCTBa, YCTAaHOBUTb NEPUOAMYHOCTb M KONMUYECTBO 3amnpocoB, Mocne KoToporo
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Npov3onaeT nepesanyck BblOpaHHbIX rPynmn po3eToK, U OTMETUTb 4ek-6okc «BknioueH». B PDU3
YCTPOWCTBO MOXeT HaxoanTbes B ntobon ns nogcetert LAN 1 n LAN 2.

8.18. OTnpaBka coob6weHun Ha Email

[Ona Bcex BXOAOB, OATYMKOB M YCTPOWCTB [AOCTYNHa BO3MOXHOCTb oOTnpasku Email-
coobuweHun no npotokony SMTP. [na orpaHnyennsa Tpadwmka coObITUS M3MEHEHUS COCTOSIHWUM
rpynnuUpyoTCst B OOHO COoO0bLLEeHME M OTNPaBNSATCA He 4alle OOHOro pasa B MUHYTY. Bo3moxHa
HacTpovka OO0 2 apgpecoB nonyyatenen. [Ona Toro, 4tobbl yKasaTb agpeca nonyvarenen
HeobxooMMo nepenTn Ha Bknagky «lpotokonbl — SMTP». TaMm e HeoGXxoaMMo ykasaTb agpec u
nopt SMTP-cepsepa, umsa nonb3oBaTtens 1 Naporsb.

8.19. HacTpoiika BUpTyanbHOro nocrenoBaTesibHOro nopTa

Ons BKMoYeHUsa BUpPTyanbHOro nocriegoBaTensHoro nopta KoHTponnepa HeobGxogumo B
WEB-UNHTepdelice B nyHkTe MeH0 «NHTepdelickl» BbiOpaTb BKNagKy C MHTEPdENCOM, K KOTOPOMY
Heobx0AMMO MNpPedoCTaBUTb AOCTYM, WM YCTaHOBMTb ranouky «[llpo3padHbin nopTt». OcTanbHble
HaCTPOWMKM OOMKHbl COOTBETCTBOBATb HACTPOMKaM MOAKMIOYEHHOIO K 3TOMYy WHTEepdency
ycTponcTtea. HaxaTb KHONKY «pyuMeHnTb».

RS-485#1 RS-485#2 RS-485#3 RS-232
Hactpoinku RS-485#2
Tum
Homep annapaTHoro nopra
CkopocTb

115200 ~
HeTHOCTb

no parity ~
CTon 6uTh

1 ~
[nvHa gaHHbix

8 ~
Mpo3pasYHsli NnopT
TalimayT onpoca Npo3PaYHoro NopTa (CexyHa)

1

Mopt
60001

Janee HeoGXOAUMO YCTAaHOBUTb W HACTPOWUTbL BUPTYalbHBIA MOPT Ha KOMMblOTEpe, C
KoTOporo GyneT nonyyeH yaanéHHbln fOCTYMN K NOpPTY.

Hwxe Ha npumepe gpansepa HW Group (www.hw-group.com) nokasaH nopsiiok HaCTpOrKu
Opaweepa. CkavaTtb n YCTaHOBUTbL Opawvieep nopra https://www.hw-
group.com/files/download/sw/version/hw-vsp3s 3-1-2.exe.
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Rem

3anyctute nporpammy Hactponku nopta «HW Virtual Serial Porty, B nosiBuBLIEMCA OKHE
HaxaTb KHOMKY «Login». OTKpoeTca OKHO aBTopu3aumn, HaxaTb kHONKy « OK». MNocne aBTopusauum

OyayT OOCTYMHbI HACTPOWKM.

[anee BbIGpaTb Hencnonesyemoit B cucteme COM-nopT, BBecTu IP-agpec KoHTponnepa u
Homep ceTeBoro nopta KoHTponnepa (moxHo yBuaeTb B WEB-UHTepdpelice, nyHKT MeHto
«lMocnepoBaTeneHble NOPThIY, None «lopT»).

Pykoeodcmeo no akcrinyamayuu PDU 2..4

ﬁ HW Virtual Serial Port - HW VSP3 (Admin access) — X
UDP Search  “irtual Serial Port 1 Sett\ngsw Advanced} About 1
General
Port Name: IP Address: Port:
[com3 v <= [12168.0.254 =] - [zse00
[~ External NWT Commands Port: 2003
VSP LAN
Status: Deleted Status:  Closed
Baud
Bits: Counters
Parity: WP LAN: QUELE:
Stopbits: B R ] o ]
Handflow: - T 0 1} 0
ﬁ LCreate COM |

Haxatb kHonky «Create COM». Yepes HekoTOpoe BpeMsl, B Crlyd4ae YCMeLHoro
noakntoyenuns, «Status» B none «LAN» namenutcs Ha «Connected».

ﬁ HW Virtual Serial Port - HW VSP3 (Admin access) — X
UDP Sesich [ Vitiel Seid P Setings | Advancad | About |
General
|cama =l [192 168.0.254 =l | 25400
r 2003
WP LAN
Status: Created Status:  Cornected
Baud:
Btz Counters
Parity: a WSP: LAN: QUELE
Stophits: - Rx 1} 1} 1}
Handflow: Ta: 1} 0 1}
| X Delete COM |

BupTyanbHbI nocnegoBaTenbHbIv NOPT roToB K paboTe.

MpumeyaHue. Vicnonb3oBaHne RS-485#1 B pexxmume «npo3payHbiii TOPT» HEBO3MOXHO.

9. HacTtpo#ka BHELWHUX YCTPOMUCTB

MakcumanbHoe KONMMYecTBO OOHOBPEMEHHO MOAKMKYEHHBIX K nopTam RS-232, RS-485
BHELLHUX YCTPOWCTB orpaHmyeHo 12 wr. MNMopsaok uanyeckoro nogkmnoyeHus npusegéH B n.6.8.
Hactpovka PDU pgns paboTbl CO BHOBb MOAKMIOYEHHBIM BHELHMM YCTPOMCTBOM CBOAMTCH K
cnegyoLiemy:

e Ha ctpaHuue «MHTepdencel» BoibpaTb NOPT, K KOTOPOMY MOAKIIOYEHO YCTPOWCTBO,
N YCTaHOBUTb MapaMeTpbl: CKOPOCTb, YETHOCTb WU T. M., NPO3pPayHbIA MOPT — He
OTMeuYeH. HaxaTb KHOMKY «[puMeHUTbY;

e Ha cTpaHuue «YcTtponctBa — BHewHue» HaxaTb KHOMKy «+ [o6aBuTby, BbiOpaThb
LWabrioH, COOTBETCTBYIOLUIM MOAKIOYAEMOMY YCTPOWCTBY, U MOPT, K KOTOPOMY OHO
noakmno4yeHo, Hanpumep, RS-485-3;

HaxaTb kHOMKyY Q pacronoXXeHHyIo cripaBa B CTPOKe YCTPOWCTBa;
Cpaenatb HeobXxoauMble HaCTPOMKK, COXpaHUTb U3SMEHEHUS.

[eTanbHble ykasaHMs N0 HAaCTPOMKe YCTPOMUCTB pas3HOro Tuna npuBegeHbl HUXE.
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9.1. KonguumoHepbl Rem

[ns nogknoveHns ncnosnb3oBaTtb cnegywuie gaHHble (I'IO ymonanvuo):

Rem

BeHTUngaTopa (°C)

MapameTp OnucaHue Owvana3soH
3HaYeHUMn
ID ycTponcTBa Slave-agpec koHOMLUMOHepa 1...254
HacTponiku
nocneaoBaTernbHOro
nopra: 9600
- Baudrate Het
- BUT YETHOCTU 1
- CTON-6UThI 8
- ANMHA JaHHbIX
Mopenb Mogenb koHOMUMOHEpa REM/REM-5U
B meHI0 HacTporkn 3agaTth criegyrolme 3Ha4YeHus:
Temnepatypa 3HadveHue, npwu KOTOpOM oxnagutens | 15...50
OTKINIOYEHUSA BbIKMOYaeTcs
oxnagutens (°C)
l'McTepesunc 3HadeHne, Ha KoTOpoe p[orpkHa nosbicutbes | 1...10
BKITHOYEHUS Temnepatypa Ans BKIYEHW oxnagnTtens
oxnagutens (°C)
Temnepatypa 3HaueHue, npu KOTOpPOM HarpeBaTenb | —15...15
OTKIMYEHUS BbIKIMOYaeTcs
HarpeaTens (°C)
MmcTepesnc 3HayeHne, Ha KoOTOpoe [ofmkHa cHuautbes | 1...10
BKITHOYEHUS TemnepaTypa 415 BKIYeHMs HarpeeaTens
HarpesaTens (°C)
Temnepatypa Temnepatypa, npu koTopon octaHasnueaetcsa | —20...50
OTKINIOYEHUSA BHYTPEHHMWI BEHTUMSATOP
BHYTPEHHETO

lMocne coeanHeHns ¢ koHamumoHepom Rem Ha cTpaHuue «MoHuTop» Byget oTobpaxaTtbes
nnawka ¢ AaHHbIMW.

Rem Condition

, :330°C
- Ti221°C
4 HE0%

ON: COOLING
Err:CTS

MmetoTes owmbKu

Te — TemnepaTtypa ncnaputens (°C),
Tc — Temnepatypa koHgeHcatopa (°C),
Ti — Temnepatypa BHyTpeHHero 6noka (°C),

— High Temperature,
— Low Temperature,

30echb

]

[ ]

L]

e H —BnaxHocTb (%),

]

[ ]

L]

]

(]

e Err: — owmnbkn:
o HT
o LT
o HH

— High humidity,
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ON — oTobpaxaeTcst COCTOSAHME BHYTPEHHMX BTOKOB KOHANLIMOHEPA,
INtFAN — BKIIOYEH BEHTUNATOP BHYTPEHHEro 611oka,
ExtFAN — BKMNOYEH BEHTUNATOP BHELUHEro 6roka,
COOLING — BKIHOYEH peXMM oXnaxaeHus,

HEAT — BKMIOYEH pexnm Harpesa.
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o LH — Low humidity,

o ES — Evaporator Temperature sensor failure,
o CTS - Condenser Temp. sensor failure,

o ITS — Indoor Temp. sensor failure,

o HS — Humidity sensor failure,

o IF — Internal fan failure,

o EF — External fan failure,

o CF — Condenser Temperature sensor failure,
o HF — Heater failure,

o HP — High pressure,

o LP — Low pressure,

o HPL - High pressure lock,

o LPL  —Low pressure lock.

B cnyyae otcytcTBMA ycTpomcTBa B Mone AaHHblx OydeT yCTaHOBMEHO 3HadeHue
«HEOQOCTYIHO».

9.2. Uudposble TepmocTtatbl R-MCx-DMTH

[ns nogkntoveHns ncnonb3oBaTb cnegywuine aaHHble (I'IO ymonanvuo):

MapameTp OnucaHue Anana3oH
3Ha4YeHun
ID ycTtpowncTtBa Slave-agpec koHOUUMOHepa 1...254
HacTtporiku
nocriegoBaTernibHOro
nopTa:
- Baudrate 115 200
- BUT YETHOCTHN Het
- cTon-6uThI 1
- ANWHa JaHHbIX 8

Mpun gobaBneHUn Bce HACTPOWKU NEPBbIN pa3 CUUTLIBAKOTCHA U3 TepMocTaTa U COXpaHsTCA
B KoHTponnepe. Ecnn Ha momeHT fobaBnenuss TepmocTtat He Gbin nogkntodéH Kk KoHTponnepy, To
HaCcTPOMKM CUMTAKOTCA MPW ero nepBoM MOAKMIOYEHUU. B panbHelemM BCe HaCTPOMKM MOXHO
nameHunTb Tonbko Yepe3 WEB-UHTepdeinc KoHTponnepa. Mpun nonbiTke N3aMeHeHUs Yepes aKpaHHoe
MeHIo TepMocTaTa HaCcTPONKN BEPHYTCS K 3HAaYeHUsIM, coxpaHéHHbIM B PDU.

Ecnu k KoHTponnepy Bmecto ofHoro TepmocTata MOAKMYUTb OPYron, TO B NOCHeAHUN
3anuLIyTCHa HaCTPOKKKN, coxpaHéHHble B PDU.

Mpn nmnopTte koHdurypauun mns davina vepes WEB-UHTepdenc nnn ¢ TFTP-cepsepa
HacTponkn TepmoctaTta 13 hanna KoHdpurypauumn (Npy nx Hanuuumn) coxpaHatca B PDU un 3atem
nepenuyTcs B NOAKIMIOYEHHBIN TepmocTar.

[na nameHeHns HacTpoek TepmocTaTa HaxaTtb «HacTporkuy.
CrtpaHuua HacTpoek TepmocTaTta CoaepXXuUT TpU BKITaaKu.

Ha Bknagke «PexuMbl» 3a4aloTCsl OCHOBHblE MapameTpbl perynupoBaHus M 3alumThbl
obopynoBaHus.

Moapasaen «O6LLMe HACTPOMKNY.
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O6LuMe HAaCTPOMKHM

PerynuposaHue no nokasaHnam
UCNpaBHOro AaTymnka ¢ MakCUManbHbIM
npUOPUTETOM

Temn. BKkn.
Harpesatens (T1 °C)

McTepeanc oTkn.
Harpesatens (T1h °C)

Temn. BKAN.
BeHTUNsTOpa (T2 °C)

Mctepeaunc oTkn.
BeHTUnaTopa (T2h °C)

Mopor BKknYeHUs
ocywenus (H %)

80

McTepeaunc otkn.
ocywenus (Hh %)

30

«TemnepaTypa BkntoyeHus HarpeaTens (T1, °C)»
«TemnepaTypa BkntoyeHus BeHTunsTopa (T2, °C)
«'mctepesunc oTkntodeHuns Harpesatens (T1h, °C)»
«'ucTepesunc oTkntodeHuns BeHTunaTopa (T2h, °C)»

e o o o
X

ﬂmarpamma COOTBETCTBUA HACTpPOEK COCTOAHUAM TepMOCTaTa npuBegeHa Hxe.

HarpeEaTans Harpeeatens
BEMOUEH OTENHEH
* | Ti |-
BesmwnsTop BesmwnATop
OTENREH BRMIOUEK

T2-Th |——————————
I'IpV| Hann4ymm I'IOD,KJ'IIO‘-IéHHOI'O K TepMOCTaTy OaTtynka TemnepaTtypbl U BJI1aXHOCTU
AKTMBUNPYETCA PEXUM KOHTPOSIA BITAXHOCTW.

MapameTpbl «[Mopor BkntoveHus ocylleHnsa (H %)» n «'uctepesnc oTknMioHeHUs OCyLLeHUs
(Hh %)» cBsizaHbl ¢ pexkumamu paboTtbl TepmocTaTta criegyrolwmm o6pasom:

—
Ooywesws Coywesme

EbLEMMIEHD BEMAISHD

+—|W‘.;—

Moppasgensl «3awmTa akTnBHOro obopyaoBaHna» 1 « CHDKEHNE N3HoCca»

65/103



Pykoeodcmeo no akcrinyamayuu PDU 2..4 &m

3awura akTuBHOro o6opyaoBaHuA

XonoaHblii ctapT

Mopor 3anycka npu
xonogHom ctapte (T3 0
OC)

3alyuTa oT neperpesa

Temnepatypa

60
oTKrnoYeHus (T4 °C)

McTepesunc 3awuThbl
oT neperpesa (T4h 20
OC)

CHWXeHue u3Hoca

MuH. Bpemsi
nepeknoYyeHns pene 30
(cek.)

Yekbokcbl «XonoaHbIn cTapT» n «3almta OT neperpesa» akTUBMPYIOT COOTBETCTBYOLLME
pexuMbl yrpaBneHus perne akTuBHoro obopygosaHus TepmocTaTa.

MapameTpsbl «[lopor 3anycka npu xonogHom ctapte (T3, °C)», «TemnepaTypa OTKMOYEHMS
(T4, °C)» n «'uctepesnc 3awmtel ot neperpesa (T4h, °C)» cBA3aHblI C COCTOSTHUEM pene akTUBHOMo
obopynoBaHusa TepmocTaTta cneyroLmnm obpasom:

4)!7’_4'
DEopynoeatme DEopynoeatme
OTENSERD > T2 > EEMEIMEHD

T—u-m

«CHWXKeHVe u3HOCa» MO3BOMSIET HacTpouTb «MWH. Bpemsi MepeknioyYeHus pene», Tem
cambiM npoafieBas CPOK CNyxObl BEHTUNATOpA, HarpeBaTensi, akTUBHOrO OOOpPYAOBaHUS WU
KOMMYTaLMOHHbIX pene.

Ha Bknagke «[JaTumkuy» oTobpaxkatoTCa HAaCTPOMKM U COCTOSHUE AaTUYMKOB, NOOKITIOYEHHBIX K
TepMocTary.

Kaxkgbi gaTynk MoXeT ObITb BKIIOYEH UM BbIKINIOYEH, Takke ANs AaTYMKOB HacTpanBaeTCAd
NPUOPUTET. anIopVITeT 3a4aéTcs B3aMMOMCKIToYaLWmMM cnocobom: ABa gatynka He MOryT MMeTb
OANHAKOBbLIN NnpuopuTeT.

«[Jatumk Hapy>|<H0|7| TeMmnepaTtypbl» BbI6VIpaeTCFI M3 OaTyuKoB, OJ14 KOTOPbIX O0NYyCKaeTCA
HapyXHad yCTaHOBKa.

KHonka «[Mouck patyukoB 1-Wire» nosBonsieT 3anyCTUTb CKaHMPOBaHWE LWWHbl 1-wire
TepmocTara.

MokasaHnst pgaTynkoB oTobOpaxatTcsa B Tabnvue HacTpoek paatyukoB. Ecnm  gatumk
bU3NYECKN He MOAKITHOYEH, HEUCMPABEH UMW BbIKIMIOYEH — B NOSe AaHHbIX oTobOpaxkaeTcs «NA».

66/103



Pykoeodcmeo no akcrinyamayuu PDU 2..4 &m

Oatyuk BrnyeH MpuopuTer MokasaHuA
T1 (1-wire, IN1) 4 w 25 8°C
T2 (1-wire, IN2) 3 w 26.1°C
TH (IN2) 2 ~ 26.9°C/33%Rh
INT 1 (miny |v 25.8°C

PerynvpoBaHue No NoKaiaHWAM UCNPaBHOTO AAaTYWKA ¢ MaKCMMaNbHbIM NPUOPUTETOM

[JaTYWK HAPYKHON TEMNEPATYpPLI T2 v

Mownck nat4ukos 1-Wire

Bknapgka «[NogknioveHme» nossonseT yctaHoButb Modbus ID TepmocTara.
ID ycTponcTtBa 1

Bepcua MO 1.21
Wcnonb3osatb TFTP ()

Bbibepute daiin ] daiin He BbIGpaH

BHumaHune! HacTtpoiiku nocriegoBaTenbHOro nopra:
» CkopocTtb 115200
» Cton-6uThI 1
e BuTbl gaHHbIX 8
» YeTHoOCTb HeT

[na coxpaHeHUs HacTpoek HeoBXOAMMO HaxaTb KHOMKy «[puMeHWTb», ANS Bbixoda —
kHOMKy «OTmeHa». Ecnu noaknioveHne M HacTPOVKM BbINOMHEHb! NPaBUMbHO, TO Yepe3 HeKoTopoe
BpeMsi Ha cTpaHuLe «MoHUTOpP» 0ToGpa3nTCs nnallika ¢ coctosiHnem TepmocTara.

[ ] o

Thermocontrol

Ti: 24.0°C

H: 37%Rh
Te:239°C

ON: LOAD/FAN
Em: L

12l

MMeroTeA OLUMEKK

30ech:

Ti — TemnepaTtypa ncnpaBHOro Aatyvka C HavMBbICLUMM NMPUOPUTETOM,
H — 3Ha4yeHne OTHOCUTENBHOM BRIAXXHOCTU (€CNU AAaTYMK BNAXHOCTN BKITHOYEH),
Te — nokasaHus JaTymnka HapyXHOro Bo3ayxa (ecnu gaTyvk BelGpaH B HacTpomkax),
ON — oTobpaxatoTcs BKIIOYEHHbIE pene:
o LOAD - aktuBHOE 0DOOpyaoBaHue,
o FAN — BeHTUNATOP,
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o HEAT — HarpeBarternb,
Err — owunbkn.

B HwkHenm u4acTn oTobpakaeTcsi COCTOsIHME, KOTOpOEe MOXeT npuHMMaTb OOHO U3
cneayroLnx 3Ha4YeHUN:

«TemnepaTypa B HOpME»
«Harpes»
«OxnaxpeHue»
«MmetoTcs owmbkmn»

PacwmndpoBka kogoB ownMbok npmMeBegeHa B Tabnuvue 9.2.

Tabnuua 9.2 — PacwmndpoBka KogoB OLIMOGOK TEPMOCTATOB

Ko owwim6kn

OTobpaxeHne oLIMOKM B MEHIO TepMmocTaTa

Pexvm oxungaHusa (aBapumnHbIn PexXmuMm)

W

Pexvm 3awmTbl OT neperpesa

@

Pexum «xonogHoro cTapTa»

Asapwusa BeHTunsaTopa 1

ABapwuda BeHTUNATOpA 2

ABapwus HarpeBaTens

ABapwua gatymnka Temnepatypbl Tu1l

I |mm|C

ABapwus gaTumka Temnepatypbl Tu2

ABapusa gaTymka Temnepatypbl Tu3

Mepexop Ha pe3epBHbI BHYTPEHHWI aTyMK TeMnepaTypbl

ABapusi HAPY)XHOro AaTyvka TeMnepaTypbl

ABapVIFI AaTt4ynKa BNaXXHOCTU

Hwuskas TemnepaTtypa

Bbicokas Temnepatypa

[NpeBbileHne BRaXxHOCTH

O |0 |02 |

Owwnbka kKoHUrypaumm

[na nonydyeHus pononHuTensHoW cnpaskn no TepmocTtaTy cm. «Lundposon moayns
yrnpasneHuns mmkpoknumatom R-MCx-DMTH. PykoBoacTBo no akcnnyartaummy.

9.3. Mopknto4yeHne 3amka ¢ RFID-pyykon REM-LOCK-x

Ons nogkntodeHna REM-LOCK-x (ganee — 3amok):

1)

B WEB-UHTepdence Ha cTpaHuue «locnegoBaTenbHble NOpThl» BbibpaTh MOPT, K
KOoTOpoMy OyaeT NOAKMYEH 3aMOK, U YCTaHOBUTbL NapameTpbl: Baudrate: 9600, 6ut
YETHOCTU — He OTMeYeH, 1 cTon-OuT, ANWMHA AaHHbIX — 8, NPO3payHbiA MOPT — He
OTMeyYeH. HaxaTb KHOMKy «[TpuMeHunTbY.
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MoHUTOP RS-485% RS-485#3  RS-232

YeTpoicTtea
HacTpoiiku RS-485#2
KypHan _
wn
Hemep annapaTtHoro nopta
CeTb

KoHTponnep

CkopocTb
Y4eTHble 3an1cu 115200 v
MPOTOKONbI YeTHOCTh
no parity v
Bpema
Cton 6uTb
Watchdog
1 v
CUrHanusauma
[Onuha fanHbx
MHTepdeicel 8 v
MHbo Mpo3pasHslA nopT
TalimayT onpoca Npo3pa4Horo nopra (CexyHm)
P N 1
( Bbixon )
) Mopt

60001

2) TMNoagknounTb YCTPOMCTBO K BbIBpaHHOMY nopTy (cMm. n.6.8);

3) lMepeliTn Ha cTpaHuUy «YCcTponcTBa — BHelwHMe» n HaxaTb KHOMKY «+ [Jo6aBuUTby.
[na HOBOro yctponMctBa OTMETUTb ranouvky «BkniouéH», BeibpaTh wabnoH «REM-
3aMOK» W HasHa4yMTb MOPT, K KOTOPOMY MOAKMOYEH 3amok. [lpu HeobxoammocTu
MOXHO BBeCTH «Mma», oTmeTuTb «OTnpaska trap», «Email» n HazHaunTb «[pynny».
HaxaTb kKHOMKy «[MpuMeHnTbY.

4) [Onsa nameHeHus HaCTPOeK 3aMKa HaXkaTb KHOMKy «HacTporikny.

B okHe HacTpoek 6yayT OOCTYMHbI:

ID yctporictBa (Modbus-agpec);
Bpems oTkpbITa ABepw;
YpanéHHoe oTKpblTUe ABepu;

YnpaBneHune kaptamu goctyna (npu gobaeneHun ycTponcTBa Heobxoammo
cOpOCKTb €ro HaCTPOWKN, HaXaB «YAanuTb BCE KapThbi»).

Hactponku "RemLockindoor”

3

REM-LOCK-CARD

OTKpbITL ABEPb Henb3A 0OHOBPEMEHHD OTKPEIBATEL S0Nnee 1 pyHKM

sl o] Homep kapTbl

InDoorManager 763534883 Ynanuts

HaBUTh KaRTY
ATb BCE KAPTH

69/103



Pykoeodcmeo no akcrinyamayuu PDU 2..4 &m

9.4. Hactpowuka 3amka ¢ RFID-pyykon REM-LOCK-x

3amkam, He Bxogawmx B rpynny CKY[, moxHO [o6aBuTb KapTOuku, OTKpbiBatoLive
COOTBETCTBYIOLMI 3aMOK. [1nsi 3TOro Heo6XxoAUMO BbINONHWUTE NOCIeA0BaTENbHOCTb AENCTBUIA

1) HaxaTb kHONKy «[l06aBuUTb KapTy»;

2) B nosiBuBWIEMCS OKHe 3anonHuTb nons «®UNO Bnagenbua» n «Homep kapTbi». Ons
aBTO3amnoJIHEHMS HOMepa KapTbl NOAHECTU KapTy k cuntbiBaTento NMOCJIE oTkpbiTus
OkHa gobaBneHus;

3) Haxatb kHony «[puMeHUTbY;

JobaBuTb KapTy
©WO BnagensUa
Remer

Homep KapTel
‘ 123456 ‘

4) B OKHe HacTpOWKKu 3amka 0ToOpasuTcsa gobaBneHHas KapTa;
5) TNpw HeobxogumocTn obaBuTb eLwé kapTbl (He 6onee 100);
6) HaxaTb kHoNKy «[TpUMEHUTbY.

Ona yoaneHus ofHoW KapTbl HaXaTb KHOMKY «YOanuTb», ONS yoaneHus Bcex kapT HaxaTb
KHOMKY «YOanuTb BCe KapTbl».

MpoBepuTb NOAKIOYEHNE HaXaTMeM Ha KHomMKy «OTKpbITb ABEpPb» B HACTPOMKaX 3amka Ha
cTpaHuue «YcTpoicTBa — BHelHMe», 3aMOK JOSMKEH OTKPbITbCS Ha BpeMmsi, ykasaHHOe B rorne
«BpeMsi oTKpbITUS ABEpW», a Ha cTpaHuue «MoHUTop onepaTopa» AOSMKHO U3MEHUTLCS COCTOSIHUE
3amka. OTKpbITb OBEpb BO3MOXHO TaKkKe HaXaTueM Ha MOM3YHOK Ha KapTouyke YCTpoWcTBa B
MOHWUTOpE onepaTopa.

. e . e

RemLockIndoor RemLockindoor

a8
=

3asnokupoBan B
PasénoxkupoeaH

9.5. NMopkno4yeHue CPDU

[ns noakntoveHns ogHoro unu Heckonbknx CPDU HeoGxoaumo:

e B WEB-UHTepdence KoHTponnepa nepentM Ha cCTpaHuuy «YcTpoucrea —
PoseTku»;

e [logknounte kabenem k nopty RS-485 KoHnTponnepa HoBbii CPDU. He
Jonyckaetca nogknioveHwe 6onee ogHoro Hosoro CPDU 3a ogHy onepauutio. Ecnu
00 npoBefeHns onepaumm K ocCHoBHOMY KoHTponnepy yxe 6bin nogkntodéH CPDU,
ux OoTKno4veHue He notpebyetcs. lNogknoveHne CPDU Ha ¢umsmyeckom yposHe
BbIMNOSHSAETCSt B COOTBETCTBUM C N.6.9;

e HaxaTb KHOMKy «+ [o6aBute CPDU». B pesynbrarte ycnewHoro nowvcka BO BCe
nameputenun Hoeoro CPDU Oyaet 3anucaH agpec, a B ocHoBHon KoHTponnep 6yaet
3anucaHa koHdurypaumsi nogkntoyéHHoro CPDU. B WEB-WHTepdoence craHeT
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OOCTYNHO COCTOsIHME pene 1 naMeputenbHbix kaHanos Hosoro CPDU. Ecnn otBeTa
ot HoBoro CPDU He nonyyeHo, To BbiBOAUTCA coobuieHne «Owubka. NpoBepbTe
KOPPEKTHOCTb MoakntodeHnsa kabens. Ybegurtecb, YTO NOOKIOYEH TOMLKO OOMH
HenHuumanuanposaHHbin CPDU»;

e Cnepgytowme CPDU nogknoymTb aHanormyHo.

C6poc agpecos B CPDU u ounctka cnmcka CPDU B ocHoBHOM KoHTponnepe

Insa ucnonb3oanua CPDU, eguHoXabl COeAMHEHHBIX C OCHOBHbIM KoHTponnepom no n.9.5,
B HOBOW KOHpurypaumm (oKkpykeHum) nnbo ¢ HOBbIM OCHOBHbIM KoHTponnepom TpebyeTca cOpoc
agpeca CPDU.

Mpyn un3MeHeHUn KoHUrypaumm nOAKMIOYEHHBIX K OcHoBHOMY KoHTponnepy CPDU
TpebyeTcs ouncTka cnucka CPDU B ocHoBHOM KoHTponnepe.

[ns BbinonHeHnsa obeunx onepaunii Heo6xoaNMO:

e Yb6eanTtbes, 4to Bce CPDU, agpeca koTopbix HEO6X0AUMO COPOCUTL, NOAKMIOYEHDI K
ocHoBHOMY KoHTponnepy;

e B WEB-WHTepdelice KoHTponnepa nepentn Ha cTpaHudy «YcTpouctBa —
PoseTkn»;

e Haxatb kHonky «Cbpoc CPDUy;

e B nossuBwemca npurnawexHun «lpn noarBepxaeHun onepaumm agpeca BCex
noaknto4éHHblx CPDU 6yayT cOpolueHbl, a gaHHble 060 Bcex CPDU B OCHOBHOM
KoHTponnepe — cTépThbl» HaxaTb «[loaTBepanTby Nnbo « OTMEHUTbY.

9.6. MopgknroyeHue HMI-gucnnesa R-HTPx

K ogHomy nopTty RS-485 PDU MOXHO nogknioumtb Tonbko oauH amcnnen R-HTP. Ons
3TOro:

e Ha ctpaHuue «UHTepdelicbl» BbiIOpaTe MOPT, K KOTOPOMY MOAKMIOYEH OUCMNEN, U
YyCTaHOBUTb MnapamMeTpbl: ckopocTb — 9600, 4éTHOoCTb — HeT, 1 cTon-6uT, AnvHa
JaHHbIX — 8, NPO3payHbI NOPT — HE OTMeYeH. HaxaTb KHONKy «[puMeHuUTb;

e Ha cTtpaHuue «YcTtponctBa — BHewHue» HaxaTb KHOMKy «+ [Jo6aBuTby», BbiOpaThb
wabnoH «HMI-akpaH» M nNopT, K KOTOPOMY MOAKMYEH Aucnnen, Hanpumep, RS-
485-2, ykasaTb Modbus-agpec gucnnes;

e HaxaTb KHOMKY Q pacnosioXeHHYI crpasa B CTPOKe Ancnnes;
e B okHe HacTpoek BblbpaTb MCTOMHUKM AaHHbIX (4aTynku) Ans oTobpaxeHwus Ha
ancnnee. CoxpaHUTb N3MEHEHMS.

9.7. MNoaknroyeHWe NEHTOYHOWN CUCTEMbI OOHapyXeHusi NnpoTe4ku R-
WLx

Mogynbe obHapyXeHus NPOTEYKM MMEET penenHbIn Bbixod, a Takke nopT RS-485/Modbus
(Tonbko ans R-WL-1S). MNMoakntoyeHne moaynsa Kk auckpetHoMy Bxoay PDU onucaHo B nacnopTe Ha
R-WLx. Hmwke gaHbl ykasaHusa no nogkniodeHuo moayns k PDU:

e Ha ctpanuue «UHTepdelickl» BbiOpaTh MOPT, K KOTOPOMY MOAKMIOYEH OUCMNEN, U
YCTaHOBWTb MapameTpbl: ckopocTb — 4800, 4éTtHOoCTb — HeT, 1 cTon-6uT, AnuvHa
OaHHBbIX — 8, NPO3payHbI NOPT — HE OTMeYeH. HaxaTb KHOMNKY «[TpuMeHuTb»;

e Ha ctpaHuue «YcTtponctea — BHewHue» HaxaTb KHOMKy «+ [lo6aBuTb», BbIOpaTh
wabnoH «R-WL-1S» 1 nopT, K KOTOPOMY MOAKIMIOYEH Ancnnen, Hanpumep, RS-485-
2, ykasaTtb Modbus-agpec atoro moayns;

e HaxaTb KHOMKy Q PacnosoXEHHYIO crpaBa B CTPOKE AUCNIES;
e B okHe HacTpoek BblIOpaTb WUCTOYHUKM AaHHbIX (QaTyMkM) Ons oTobpaxeHus Ha
aucnnee. CoxpaHuUTb N3MEHEHMS.
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10. O6HOBNEHMe NporpaMmMHOro obecne4yeHus
KoHTponnep noseonsieT npouseectn obHoeneHue MO u3 danna NnpownBkx, pa3meLlEHHOro
Kak nokanbHo Ha MK, Tak n Ha cepsepe TFTP.

dannbl ¢ OOHOBMEHUAMWU OOCTYMHbI Ha CTpPaHWLUE TEXHUYECKOW MOoOOEpKKM, CChifika Ha
KoTopyto gaHa B n.0. lNepen ganbHenwWMMKM OENCTBUSMW MX Hago 3arpy3uTb Ha [K, ¢ KoToporo
OyaoeTt npousBoanTbCs 06HOBMEHWE, NMbo Ha TFTP-cepaep.

10.1. O6HoBneHue MO ocHoBHOro Kontponnepa us canna

Hwxe onucaHo obHoBneHue N0 ocHoBHoro KoHTtponnepa PDU.

e [Ina nepexoga B pexum obHoBneHuss MO nepentn B WEB-UHTEpdeice Ha
cTpaHuLy «KoHTponnep». Haxatb kHonky «Pexum obHoBneHus MO».

MoHKTOP
} KoHTponnep
YcTpoicTBa .
Mopenb: R-MC3-32-4x5-A-MCL-1100-1.8
AKypHar Bepens M0 153
AnnapaTHag pesmana: 'pdu-v2 3'
S/N: 1700062
CeTb
Pexxum o6HoBnenus MO Mepe3aarpyautb
KoHTponnep

nNm I'IOPT/BKCI'IOPT HAaCTpPOEK
YYeTHble 3anucu
©Q lMpamoi Yepes TFTP
[MpoTOKONbI
BriGepute daidn  dailn He BbIGpaH
Bpemsa

Watchdog P P

CurHanuaanng

e OtkpoeTtcst okHO «O6HoBREeHMe MOy».

O6HOBJ/IEHNE NPOLLMBKMU

McnonesoeaTte TFTP

Boibepute daitn  dain He BbiGpaH

KypHan coofLueHui

e B OTKpbIBLLEMCS OKHE Ha)aTb Ha KHOMKy «BbibepuTte dainny» u 3agatb nyTb K dhanny
¢ NO. HaxaTtb KHOMKy «OTKPbITbY.

e Haxatb kHomnky «OBHOBUTBLY.

¢ [locne 3aBepLueHnst OBHOBNEHMS Ha 3KpaHe NOSIBUTCSH YBEAOMIEHUE O 3aBepLUeHUN
NPOLLMBKMN.

10.2. O6HoBneHue MO KoHTtponnepa yepe3 TFTP

Mepen obHoBneHnem Ha cepepe TFTP HeobxoamMmo pasmMecTuTb halin ¢ NPOLUMBKOW, a B
KoHTponnepe HacTpouTtb |IP-agpec un nopt cepsepa TFTP.

e HacTtpoutb napameTtpbl TFTP-cepBepa;
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MOoHUTOP RADIUS SNMP  NTP  SMTP |EIaisEll Syslog
YcTporcTBa .
Hactponku TFTP
KypHan IP-appec
10.251.2.69
Mopt
CeTb 69
KoHTponnep

Y4eTHble 3anvcH

MpoToKonbl

Onsa nepexoga B pexum obHoBneHua 1O nepentn B WEB-UHTepdence Ha
cTpaHuuy «KoHTponnep». Haxatb kHonky «Pexum o6HoBneHust MNO»;

e [loctaButb ranodky «Wcnonb3osaTtb TFTP», BBectu wma anna, HaxaTb
«OBHOBUTLY;

O6HOBNIEHNE NPOLUNBKHU

B icnonssoeate TFTP

®ann N0 BeeauTe umA daina

e [locne 3aBepLlieHunsa OOHOBNEHus Ha 9KpaHe nosaABuTCcAa yBeaomneHune o 3aBepLieHnmn

MPOLLMBKM.

10.3. O6HoBneHune MO nsmeputenbHbIX moaynen n CPDU

Hwke onucaHo o6HoBneHve BcTpoeHHoro [10  wu3mepuTenbHbiX (BCMOMOraTenbHbIX)

mogynen Ha ocHoBHom PDU wu/mnn CPDU. [Mpoussogutcd ogHOBpeMeHHOe OBHOBrieHMe BCeX
mogynen, yctaHoeneHHolix 8 PDU nnn 8 CPDU.

e [lepelriTn Ha cTpaHuUy «YCTpolcTBa — Po3eTku» M HaxaTb KHOMKY o B NpaBoM
BEPXHEM yrny Tabnuubl PO3ETOK, BCTPOEHHbIX B OCHOBHOW GOK MN BXOASLIUX B
coctaB CPDU (B 3aBMCUMOCTM OT TOrO, kakme TpebyeTcs obHOBUTL);

MoHUTOp dasza/KoHTyp BHyTpenHve  BHellHue

YcTpoKcTBa

o]
AKypHan

Nunua  Uma Watchdog Bpems nepeaanycka (cekyHn)

1 Socket1 2
CeTb

2 Socket? 2

e [loBTOpUTb NYHKTbI aHanorn4yHo pasgenam 10.1 unn 10.2.

10.4. O6HoBneHue MO TepmocTaTa

Hwxe onucaHbl gencteusi, Heobxoammble anst o6HoeneHus MO TepmocTaTa.

e [lepentn Ha cCTpaHuyy «YcTponctBa — BHewHMe», OTKPbITb HACTPOWKM

TepMocTaTta, HaxaB ¢ (B NnpaBoK YacTn CTPOKK);
e B OTKpbIBLLUEMCS OKHE NepenTn Ha BKNaaky «logkniodeHnsa.
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HacTtpoiku "Thermocontrol”

PexumMbl ~
Jatunkmn Y4
MonknoyeHus ~

1.26/3.1

Vicnonbsosate TFTP
BoiGepute dain  daiin He BbiGpaH

BrrmaHwe! HacTpoiku nacneacBaTensHoro nopra

CropocTe: 115200
Cron 6uth!: 1
OnuHa gaHHsIx: 8
YeTHOCTb: NO parity

MpUMEHUTL 3aKpblTbh

e Haxartb Ha kHoMky «BbibepuTe davin», ykasaTb NyTb K ¢painy C NpOLLIMBKOW M
HaxkaTb KHONKY « OGHOBUTLY;
o [loxxpaTbCs OKOHYaHWUSI YCTaHOBKM (CONPOBOXAaeTCs 3anofnHeHnem nporpecc-6apa).
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11. PekomeHaauLmMmM no HaCTpoMKe CUCTEM BepPXHEro ypoBHS

11.1. HacTtpowuka pab6otbl ¢ PDU B cucteme Zabbix

Ha cTpaHuue 3arpy3ok KoHTponnepa MOXHO 3arpy3uTb yHMBepcanbHbI LWabnoH ans
ceTeBbIx ycTponcts mapkn «REM» — Template. REM_ALL.xml (ganee — LWabnoH).

MoctaBuTtb PDU Ha MOHUTOPUWHT cneayowmm obpasom:

1) Bowtn B Zabbix, BBega umsa nonb3oBaTtens 1 napornsb;
2) WmnopTtuposatb LLabnoH B Zabbix cormacHo eé doMpMeHHOMY PYKOBOACTBY;
3) KnukHyTb «COOp AaHHbIX — Y35bl CETUY;

C M 2\ He saupnueno

ZABBIX

MNanenu
MOHUTOPHHT
Yenyru
MHBEHTApM3aLMA

OTYETHI

COop AaHHbIX

Ipynne! wabnoHos
Tpynne! yanoe cetw
LiaGnoHs
Yane cemm

Obcny»meanme
4) B OTKPbIBLLUEMCA OKHE HaXaTb KHOIMKY «CO3}J,aTb y3en cetn», pacrnosioXKeHHYH B
BEpXHEM J1IeBOM YIily;
5) B OTKPbIBLLEMCA OKHE BBECTU UMA Yy3I1a CE€TU B COOTBETCTBYHOLLEM MOJIE;
HoBei# y3en ceth

N

Yaencetn IPMI  Terwn Maxpocer Museutapuszauws  Lwdpoeanwe [NpecDpazosaqve 3HaYeHUA

—

MMA yana ceTy | REM R-MCS

Bugumoe nma

LLlafnoHsl Buifpats

6) B none «lLlabnoHbl» HaxaTb Ha «BblbpaTby;

MmR yana cetw | REM R-MCS

Bugumoe uma

LLIadnoHsl F Brifpats

7) B oTKpbiBLUEMCH OKHE B CTpOKe HameyataTb «power» U BblbpaTtb
«Templates/Power»;
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LWaénoHel
Mpynna wadnoHa | power Beibpate
Templates
WA Templates/Power

YkaxuTe Kakoe-HuOy/ab ycnosue 8 (UNsTpe ANA NPOCMOTPA 3HAYSHWI

8) B BbiNaBLLeM crnincke oTMeTUTb NYHKT « Template. REM_ALL», HaxaTb «BblbpaTby;

LWa6noHel
Mpynna wadnoHa |RENLEIGESRNTTTESS Buibpats
MmA

APC Smart-UPS 2200 RM by SNMP

APC Smart-UPS 3000 XLM by SNMP

APC UPS Symmetra RX by SNMP

| Template_REM_ALL I
9) B none «Ipynnbl y3rnoB ceTuy» HaxaTb «BbibpaTtby;

10) B oTkpblBLIEMCS OKHE NOCTaBUTL ranoyky y «Powery» n HaxaTtb «BbibpaTtby;
11) B none «HTepdencbi» HaxaTb «[JobaButby;

Hoesil ysen cetw

¥Y3en cetw IPMI Terw  Maspocs ViHseHTapu3auma  LWndposaHue MNpeofpazosanne 3HaYeHui

Buawmoe nus

(WELELES Template REM_ALL X Boifpate
* FpyNNs! y2NOR caTy

Hurepdencst MHrepdedcs He 3358H0
| i;oéxaaufnl

12) B BbinasweM crnucke Bbiopate «SNMP»;

Hrrepdenc MHTepdedcH HE 3a0aHK

OobasuTe

OnucaHna AreuT

JMX
IPMI

Hadnwgenne yepes npoxcd | (53 npokcu) W

ANTUENPOEAHD |
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13) B nosiBuBIEMCA none BBoda HacTpoek nogknoyeHus no SNMP BeecTtu |IP-agpec
PDU, Bepcuto npoTokona, onucaHme (npy HeobxoanmocTw);

WHTepheRcs IP agpec

192.168.10.20

* Bepcua SNMP SNMF"vz v

* SNMP community | {3SMMP_COMMUNITY}

Makc. KEONWUYECTED NOBTOREHWRA ﬂ' 10

' Mcnons3osasue 00tedMHeH L 23NPOCos

14) B y3nax cetn nossutca gobaeneHHbIn PDU, K KOTOPOMY yxXe NPUMEHEH LabnoH

MOHUTOPUHIa;
@ ¥3en ceth foGaeneH
ounerp Y
[pynnil yaNoe ceTM | HaUHKTE NeYaTaTs ANA NOMCKa BriGpate CocToRkne AKTHBUPOBEHO [eakTEnposaHo
T O ———— Beidpate Hadnionexws uepes Cepssp | Mpoxen
vma Mpoxea
DNS Tern m Wnn
P er Conepur V|| BHadenue Yoanuts
lobasnTL
MopT E
Mua a BnemenTul fatbx  Topurmepst Tpadmkm ObxapyweHe  Be@ MWHrepdenc Mpoxeyn  Labnoss! CocToRHue: DocrynHocts  Wudbposanve arenta Mudo Ten
REMR-MC8  GnemenTsl Tpurrepsi Tpachuku Obxapywexwe Bed 192.168.10.20:161 Template REM_ALL AKTVEWPOBAHO =
AAHHBIX 449
e
Zabbix server SnemexTel Tpwrrepsl 59 Tpadmem 19 ObHapywexwe 5 Be@ 127.0.0.1:10050 Linux by Zabbix agent, AKTMBHPOEAHO E ﬂ IIH
AaHHBI 104 Zabbix server health
OTOGpaKEHO 2 M3 2 HARAEHHBIX
0 B&IGpaHD
»

15) AKTMBMpOBAaTb HYXXHble 3/1EMEHTbI AaHHbIX.

[na aktnBauumu/geakTnBaumm 3NeMeHTOB OaHHbIX B wabnoHe (bygeT NpMMEHEHO KO BCEM
YCTPOMCTBaM, K KOTOpPbIM NpuBsi3aH wabnoH) nepentn B «C60p gaHHbIX — LLlabnoHbI»;
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ZABBIX WaGnaHe

Namenu

' MOHHTOPHHT - J=nie el

FHEBEHTAPHZALMA

OT4eT

COop NaHHbX
Tpynns walnoso Wae .
pynnkd yanog ceTH APC Smarl-LIFS 2200 RM

Llafinoew

16) B oTkpbiBwemca cnucke HavWtu wabnoH «Template REM_ALL», Haxatb Ha
«ONEeMEHTbI JaHHbIXY;

A U Wy e PO LTIE ISR T
COop paHHBIX DAHHLL 28
Tpynns! WwaGnoHos APC UPS Galaxy 3500 by SNMP Yano! C&TH  INEMEHTLI Tpurr
FaHHLI 26
TpyNAbI Y3N0E CETH
APC UPS Symmetra LX by SNMP VNl CETH  BNEMEHTH Towrr
LGN oHE AaHHBL 25
Y CeTH APC UPS Symmetra RM by SMNMP Yans! CETH  3NeMenThI Tpwrr
A aHHBIX
ObChy»MBaHWe
R APC UPS Symmetra RX by SNMP Warsl CETH  SNEMEHTHI Tpwrr
KoppenauwA cobumai L

e Template_REM_ALL ¥ans BNemeHTEl Tpwm

caTH 1 DAHHGIN 448

OnoseweHun

17) B oTkpbiBLIEMCS OKHE MOSABATCHA BCe aneMeHTbl gaHHbix no OID n3 wabnoxa. Mo
ctonbuy «CocToaHMe» BUOHO, aKTMBEH 3MEMEHT AaHHbIX UMK HET, TO ecTb DyaeT nun
Zabbix cobvpaTb faHHble MO JaHHOMY NapamMmeTpy;
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Wmr Tpurrepsl Kniou WHTepaan McTopua
Alarm status alarm m god
Controller name controllerName m 90d
CurrentTime currentTime m 90d
Firmware version fwVersion m god
Guard system status guard m 90d
Hit sensor hitSensor m god
Hardware revision hwRevision m 90d
PDU Bank Power-1 pduBankPower1 108 a0d
PDU Bank Power-2 pduBankPower2 105 90d
PDU Bank Power-3 pduBankPower3 10s 90d
PDU Bank Power-4 pduBankPowerd 108 aod
PDU Bank Power-5 pduBankPower5 105 90d
PDU Bank Power-8 pduBankPowerg 108 a0d
Input monitoring phase A Active Power. pduPowerPhaseAActivePower 305 90d
Input monitoring phase C Active Power. pduPowerPhaseActivePower 30s 90d
Input monitoring phase B Active Power. pduPowerPhaseBActivePower 30s a0d
System reboot status reboot bs 90d
Settings restore restore im a0d
Controller status status m god
Analog input index: 1 ainindex1 m 90d
Analog input index: 2 ainindex2 m a0d
Analog input index: 3 ainindex3 m 90d
18) [Ona maccoBoil akTuBauuwu/geakTuBauum

OMHaMHES U3MEHEHWA Tun Teru
365d SNMP arest AxTh
SNMP arext AKTABNPOBaHO
SNMP arest AKTVENDOEEHO
SNMP arest
365d SNMP arexT AKTMENPOBaHO
365d SNMP aresT AKTEMPOEEHO
SNMP arext AKTABNPOBaHO
385d SNMP arest AKTVENDOEEHO
365d SNMP arexT AKTMBMPOBaHO
365d SNMP arexT AKTMENPOBaHO
365d SNMP aresT AKTEMPOEEHO
365d SNMP arext AKTABNPOBaHO
385d SNMP arest
365d SNMP arexT AKTMBMPOBaHO
365d SNMP aresT AKTMENDOBEHO
365d SNMP arest AxTh HO
365d SNMP arext AKTABNPOBaHO
385d SNMP arest AKTVENDOEEHO
365d SNMP areHt
365d SNMP aresT [LeaKTHENPOBEHO
365d SNMP aresT [leaKTHEUPOBAHO
365d SNMP arexT [LeaKTMEMPOBAHO
MO>XHO Bbl6paTb MHTEepecyrwwne

napameTpbl U « AKTUBUPOBaTLY» UNKN «OTKIMIOYUTLY UX;

- Condition address-2

T Condition address-3

Condition address-4

Condition wnit error code-1

- Condition unit error code-2

Condition unit error code-3

Cendition unit error code-4

4 bpano

Condition indax: 1

I Kom

I
AXTHEHMPOBATE II OTRnouuTs
| |

19) [Ona npocmoTpa nonyyaemblX AaHHbIX nepevntn B «MonuTopuHr — [locnegHue

[aHHbIeY;
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ZABBIX <@ OneMeHTbl JaHHbIX

Bee wabnods / Template_ REM_ALL  3nemMeHThl AaHHbIX 449 Tpwrr

Mpynne Wadnoxos Bulbpars

HELG LU Template_ REM_ALL X Buibpats

[aHenu

MOHUTOPHHT

MpoGnems MmA

Yanw cetn Koy

MocneaHie AaHHbIe MpeodpazoBaHue 3HaYeHNiA BulGpaTs

20) B oTkpbIBLUEMCSI OKHE HaXaTb Ha uHTepecytowyto PDU;
I'pynnel Y3N0oB CETH

ZABBIX

38N CaTH
REM R-MC3
REM R-MC3
REM R-MC3
REM R-MC3
REM R-MC32
REM R-MC3

REM R-MC3

Yane! ceTy
KMms
Maxenw
MOHWTOPHHT
MpofGnembl
Yane! cetn MoAMUNLTP BAMAET TONLKO Ha OTMUNETPOBAHHDIE [

MocneaHue AaHHLR

3Nbl CETH

REM R-MCS 19 §Zabbix server 104

Kaptul ceTei

ODHapyxeHue o
component 104

21) B oTkpbiBlLIEMCS OKHe OyayT oToOpaxeHbl nocnegHve MNOMnyvyeHHble 3HayYeHus,

BpemA nocnegHemn NpoBEpPKN, USMEHEHNEe N CCbIJIKU Ha rpaCbVIKI/I, €CIlin X MOXXHO
MOCTPOUTB;
Alarm status JE pachuk
Controller name Mcropus

CurrenTima

Firmuware version HicTopuA
Guard system status 2] Mpadax

Hardwara revision HicTopua

Hit sensor il

22) Ona cmeHbl vHTepBana MpPOBEPKW MO 3feMeHTam [AaHHbIX nepenitn B «Co6op
OaHHbIX — LLlabnoHbI»;
23) BblbpaTb «3neMeHTbl faHHbIX» WabnoHa « Template. REM_ALLy;
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MUy s FEIE LN T Sl 1 g
. CBop naHHbIX NAHHBD
Mpynnbl WabnoHos APC UPS Galaxy 3500 by SNMP W3 Tpurrepsl 22 Mpaduem
pynni! yanoe cemd
APC UPS Symmetra LX by SNMP YaNsl CETH  JNeMEHTH Tpwrrepol 22 Mpaduen
LlaGnosi AAHHBLLX
Yane ceti APC UPS Symmetra RM by SNMP YNl CBTH  SNeMeHTH TpHrrepe! Mpabue
ABHHBL
ObCmysMEaHue
APC UPS Symmetra RX by SNMP Yans! CATH  SNEMEHTE Tpurmepsl 22 Mpadwem
KoppenAumA columid .
PR Lglal = b
GHAPY - . .
OCpyREEg emplata_REM_ALL Vans SNEMEHTL TpHrTapsI paMEm
CETH 1 AHHE 44
OnoBewLeHHa

24) B OTKPbIBLUEMCS CMUCKE 3MEMEHTOB OaHHbIX KMUKHYTb HYXXHbIN;

COop AaHHBIX - CurrentTime currentTime
Mpynnes wabnoxos Firmware version fw\ersion
[pynnel Yanoe cem Guard system status guard
LUa6noHe! Hit sensor hitSensor
Yane! ceTH Hardware revision hwRevision

MaHenu

25) B OTKpbIBLUEMCS OKHE M3MeHUTb napameTp «WHTepBan OGHOBMeHus»,

LMdpoBOE 3HAYEHNE M NAapaMeTp «mM» AN MUHYT UNKN «S» AN CEKYHL,;
SnemeHTHI AdaHHbBIX
Bce watnone / Template_REM_ALL  3nemesThl JaHHBX 445 Tpurreps

SNEMEHT faHHbl  TerwW penobpaboTia

WMmA | Hit sansor
Tan | SMMP aredr
*Hnd | hitSensor
Tun wxchbopMauMy | YMcnoeofd (LBNOE NONGHWTEN:}
"SMMP 21D | 1.3.6.1.4.1.52964.1.1.1.4.0

EQsHMLE M3MEPEHNA

* WHTepaan uﬁdna:len'n{l 10s

26) HaxaTtb «OGHOBUTb» U YGEAMTLCS, YTO UHTepBan U3MEeHUIICS.

— Alarm siamus aarm
. C6op faHHbIX

Controller name controllerName
Mpynnkl wabnoxHos

CurrentTime currentTime
Tpynnel y3N0B CETH

Firmware version fwWersion
LLiaGnous

Guard system status guard

Yanki CETH

Hit sens tsen
OBcny»msaHue hitSensor

12. TpaHCNOPTUPOBKa U XpaHeHue

yKasaB

PDU B ynakoBaHHOM BuAe O0onyCKaeT TpaHCnopTupoBaHMe BCEMWU BuUOaAMU TpPaHCMNOPTA,
KpomMe HeoTamnimBaeMbIX U HErepMeTunsnpoBaHHbIX OTCEKOB camonéra, npun ycnosmn 3awintbl OT

MPSIMOro BO3AENCTBUA aTMOCKEpPHbIX 0CaaKoB, B YCIIOBUSIX:
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e Temnepatypa okpyxatoLero so3gyxa (—5...+60) °C;

e OTHOCUTENbHAs BRaXHOCTb Bo3ayxa Ao 95 % npu temnepaTtype +35 °C;

e MexaHuyeckne BO3OENCTBUST HEe [OOMMKHbI MpeBblWaTbh YycrioBust rpynnbl N2
FOCT P 52931-2008.

13. TexHu4yeckoe obcnyxmBaHue

PDU He HYXO0aeTCA B TEeXHUYEeCKOM OGCJ'Iy)KI/IBaHVIVI B Te4yeHume nacnopTtHOro nepwuoaa
SKCnJ1yaTauunu. UckntoyeHnem MOTyT ABNATbCA BUHTOBbIE KITEMMHUKWU, KOTOPbIE HeobxoaMmMo
noaTArmBaTb Npu yxyaleHU KOHTaKkTa.
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MpunoxeHune A. Pernctpbl Modbus

A.1l. Tvnbl noaaepXXuBaeMbIX KOMaHA

Komanpa | Kop OnucaHue
RC 0x01 | YTeHune TekyLLero coctosiHUA ynpaensieMbix po3eTok (Read Coils)
RDI 0x02 | YTteHue TekyLlero coctossHUA AnckpeTHbIX Bxoaos (Read Discrete Inputs)
RHR 0x03 | YteHue pernctpoB xpaHeHusa (Read Holding Registers)
RIR 0x04 | YrteHue pernctpos (Read Input Registers)
WSC 0x05 | NameHeHue cocTosiHMA ynpaensemon po3eTku (Write Single Coils)
WSR 0x06 | NameHeHne ogHoro pernctpa (Write Single Holding Register)
WMC OXOF | N3ameHeHne CcOCTOsIHMI HecKonbkux ynpaensembix posetok (Write Multiple
Coils)
WMR 0x10 | N3ameHeHne Heckonbkux peructpoB (Write Multiple Holding Registers)

A.2. ®dopmaTt AaHHbIX

BOOL — anckpeTHoe 3HauYeHne «Bkn/BbIKn»

U16 - Be3sHakoBoe 16-6UTHOE Lenoe Yncro

S16 - 32-6MTHOE LIefNloe YMCIo CO 3HAKOM

F32 - 32-6uTHOE YMCcno ¢ NnasaloLLen To4kon no ctaHgaptam IEEE

A.3. ObpaboTka owmnb0oK

01 - MpuHATLIV Ko PYHKUMM HE MOXET ObITb 0OpaboTaH.

02 - AOpec AaHHbIX, yKasaHHbI B 3anpoce, HeJoCTYNeH.

03 - 3HaudeHwue, coaepxalleeca B norne AaHHbIX 3anpoca, dBldAeTcsA HeﬂOHYCTI/IMOIZ

BENNYMHOMN.

bI04 - HeBoccTaHaBnMBaeMas owmbka nvena mMecrto, noka BeAOMOe YCTPOMUCTBO MbITanoch
BbINONHUTL 3aTpeboBaHHOE AeNCTBIE.
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A.4. OnucaHune perncTpos

A.4.1. Perucrtpbl ynpaBnsieMbiX po3eToK

Rem

®dusmyeckum agpec HasBaHue
KomaHgbl ®opmar gaHHbIX | OnucaHue pernctpa
Modbus perucrpa
0x0000 RC/WSC/WMC RELAY1 BOOL CocTtosiHue poseTku 1
0x0001 RC/WSC/WMC RELAY2 BOOL CocTtosiHue po3eTku 2
0x0002 RC/WSC/WMC RELAY3 BOOL CocTosiHue po3eTku 3
0x0029 RC/WSC/WMC RELAY42 BOOL CocTtosiHue poseTku 42
A.4.2. Pernctpbl ynpaBnsiembix po3eTok (CPDU1)
®Pusunyeckum agpec HasBaHue ®dopmart
KomaHgb! OnucaHue peructpa
Modbus perucTpa BaHHBbIX
0x0050 RC/WSC/WMC C1-RELAY1 BOOL CoctosiHue poseTkn 1y CPDU1
0x0051 RC/WSC/WMC C1-RELAY2 BOOL CoctosiHue po3seTkn 2 y CPDU1
0x0052 RC/WSC/WMC C1-RELAY3 BOOL CocTtosiHue poseTkn 3 y CPDU1
0x0079 RC/WSCMWMC C1-RELAY42 BooL | CocTonHue posetkn 42y
CPDU1
A.4.3. Peructpbl AUCKPETHbLIX BXOA0B
Pusunyecknn agpec HaseaHue ®dopmart
KomaHpbl OnucaHue perucTtpa
Modbus perucTpa AaHHbIX
0x0400 RDI DIN1 BOOL CocTosiHne anckpeTHoro Bxoaa 1
0x0401 RDI DIN2 BOOL CocTosiHue anckpeTHoro Bxoaa 2
0x0402 RDI DIN3 BOOL CocTosiHue auckpeTHoro Bxoaa 3
0x0403 RDI DIN4 BOOL CocTosiHne auckpeTHoro Bxoaa 4
0x0404 RDI DIN5 BOOL CocTosiHue anckpeTHoro Bxoaa 5
0x0405 RDI DING BOOL CocTosiHue anckpeTHoro Bxoaa 6
0x0406 RDI DIN7 BOOL CocTosiHue auckpeTHoro Bxoaa 7
0x0407 RDI DIN8 BOOL CocTosiHue anckpeTHoro Bxoaa 8
0x0408 RDI DIN9 BOOL CocTosiHue anckpeTHoro Bxoaa 9
0x0409 RDI DIN10 BOOL CocTosiHue auckpeTHoro Bxoga 10
0x040A RDI DIN11 BOOL CocTosiHue anckpeTHoro Bxoga 11
0x040B RDI DIN12 BOOL CocTosiHue anckpeTHoro Bxoaa 12
A.4.4. Pernctpbl aHanoroBbIX BXO4OB
dusmnyeckumn agpec HassaHue ®dopmaTt
KomaHgbl OnucaHue peructpa
Modbus peructpa AaHHbIX
0x0600 RIR AIN1 ul16 CocTosiHMe aHanoroBoro Bxoaa 1, MA
0x0601 RIR AIN2 ule6 CocTosiHMe aHanorosoro Bxoaa 2, MA
0x0602 RIR AIN3 ul6 CocTosiHue aHanorosoro exoaa 3, MA
0x0603 RIR AIN4 ul16 CocTosiHMe aHanoroBsoro Bxoaa 4, MA

A.4.5. Permnctpbl cocTtossiHuA KoHTponnepa

®Pusmyeckum agpec HasBaHue ®dopmart
KomaHab! OnucaHue peructpa
Modbus perucTtpa AaHHbIX
0x0700 RHR HW_REV Ul6 AnnapaTHas peBu3ns KOHTponepa
00701 RHR FW_MAJ U16 LI?:(F:)J_TOMH MO KoHTponnepa, ctapLuee
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®dusnyecknun agpec Has3BaHue ®dopmat
KomaHab! OnucaHue perucrtpa
Modbus perucTtpa BaHHbIX
00702 RHR FW_MIN U16 Bepcua MO KoHTponnepa, cpeaHee
ynucno
0x0703 RHR FW MICR U16 Bepcusa MO KoHTponnepa, mnagliee
- ynucno
0x0704 RHR RESERVED ui16
0x0705 RHR RESERVED ui16
0x0706 RHR STATUS U16 CTaTyc KOHTpOJ'.IJ'Iepa: 0 - Normal, 1 —
Almin, 2 — Almaj
00707 RHR ALARM U16 CoctosHue aBapwuun: 0 — aBapus
oTCyTCTBYET, 1 - aBapus
0x0708 RHR GUARD U16 CocTtosHue oxpaHbl: 0 — CHAT ¢ oxpaHbl, 1
— Ha oxpaHe
A.4.6. Perncrpbl usmepeHuin Ha BBoAe NUTaHUA
®Pusunyeckum agpec ®dopmat
KomaHnpbl HasBaHue peructpa OnucaHue perucrtpa
Modbus AaHHbIX
0x0800 RIR PHASE_NUM uU16 Yucno das
0x0801 RIR PHASE_A_VOLT ui6 Hanpsi»keHue Ha dase A, 10-B
0x0802 RIR PHASE_B_VOLT ui6 Hanpsi»keHue Ha dase B, 10-B
0x0803 RIR PHASE_C_VOLT ui16 Hanpsi»keHue Ha dase C, 10-B
0x0804 RIR PHASE_A_CURR u16 Tok casbl A, 100-A
0x0805 RIR PHASE_B_CURR u16 Tok casel B, 100-A
0x0806 RIR PHASE_C_CURR u16 Tok cpasel C, 100-A
0X0807 RIR PHASE_A_POW Ule | AKTMBHAA MOLIHOCTE (hasel A,
- = 10-kBt
0x0808 RIR PHASE_B_POW Ule | AKTMBHAA MOLHOCTE (pasel B,
- 10-kBT
0x0809 RIR PHASE_C_POW Ul | AKTMBHaA MowHOCTL (pasei C,
- = 10-kBT
0X080A RIR TOTAL_POWER u16 fgxg"fp“a” aKTnBHas MOLHOCTE,
0x080B RIR BANK_NUM ui16 Yuncno KoHTYpoB
0x080C RIR BANK_1_VOLT ui16 HanpsixeHue Ha koHType 1, 10-B
0x080D RIR BANK_2_VOLT ui16 HanpsixeHue Ha koHType 2, 10-B
0x080E RIR BANK_3_VOLT ui16 HanpsixeHue Ha koHType 3, 10-B
0x080F RIR BANK_4_VOLT ui16 HanpsixeHue Ha koHType 4, 10-B
0x0810 RIR BANK 5 VOLT uUl6 HanpsixeHue Ha koHType 5, 10-B
0x0811 RIR BANK 6 VOLT uUl6 HanpsixeHue Ha koHType 6, 10-B
0x0812 RIR BANK 1 CURR uUl6 Tok koHTypa 1, 100-A
0x0813 RIR BANK 2 CURR uUl6 Tok koHTypa 2, 100-A
0x0814 RIR BANK 3 CURR uUl6 Tok koHTypa 3, 100-A
0x0815 RIR BANK 4 CURR uUl6 Tok koHTypa 4, 100-A
0x0816 RIR BANK_5_CURR ui16 Tok koHTypa 5, 100-A
0x0817 RIR BANK_6_CURR ui16 Tok koHTypa 6, 100-A
0x0818 RIR BANK 1 POW U16 AKTVMBHas MOLLHOCTb KOHTYpa 1,
- 10-kBt
0x0819 RIR BANK 2 POW U16 AKTMBHasA MOLLHOCTb KOHTYpa 2,
- 10-kBt
0x081A RIR BANK_3_POW ui6 AKTMBHas MOLLHOCTb KOHTYypa 3,
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Rem

®dPusunyeckum agpec ®Popmat
KomaHpb! HasBaHue peructpa OnucaHue peructpa
Modbus AaHHbIX
10-kBt
00818 RIR BANK 4 POW U16 AKTVBHas MOLLHOCTb KOHTYypa 4,
- 10-kBT
0X081C RIR BANK 5 POW U16 AKTVBHas MOLLHOCTb KOHTYypa 5,
- 10-kBT
0x081D RIR BANK 6 POW U16 AKTMBHasA MOLLHOCTb KOHTYpa 6,
- - 10-kBt
0X081E RIR BANK_1_ACTIVE_ENERGY Ule | AKTVBHaA aHeprus KoHTypa 1,
- - kB1-4-10
0X081F RIR BANK_2 ACTIVE_ENERGY Ul | AKTVBHARA SHEPIMA KOKTYPa 2,
- - kBT-4-10
0x0820 RIR BANK_3_ACTIVE_ENERGY Ule | AKTMBHER SHEPIMA KoHTypa 3,
- - kBT-4-10
0x0821 RIR BANK_4_ACTIVE_ENERGY Ule | AKTVBHAA SHEprus KoHTYpa 4,
- - kBT-4-10
0x0822 RIR BANK_5_ACTIVE_ENERGY Ule | AKTVIBHAA BHEpIUA KoHTYpa S,
kBT-4-10
0x0823 RIR BANK_6_ACTIVE_ENERGY Ule | AKTMBHaR SHEpIMA koHTypa b,
- - kBT-4-10
0x0824
- RIR RESERVED
0x082F
AkTVBHas aHeprusa asbl A,
0x0830 RIR PHASE_A_ACTIVE_ENERGY ule6
- - - kBT-4-10
0x0831 RIR | PHASE_B_ACTIVE_ENERGY | Ulg | /KTVBHAA dHeprus dhasl B,
- - - kBT-4-10
AkTrBHas aHeprus gasbl C,
0x0832 RIR PHASE_C_ACTIVE_ENERGY ul6
kBT-4-10
0x0833
- RIR RESERVED ul6
0x0838
0x0839 RIR TOTAL_ACTIVE_ENERGY Ule | CYMMapHas aKTVBHAR SHEprus,
kBT-4-10
A.4.7. Pernctpbl uamepeHui Ha po3eTkax
®Pusunyeckum agpec ®dopmat
KomaHgbl | HasBaHue peructpa OnucaHue perucrpa
Modbus OaHHbIX
0x0000 RIR LOAD_NUM ui16 Yuncno po3eTok
0x0001 RIR LOAD_1_VOLTAGE ui16 HanpsikeHue Ha poseTke 1, 10-B
0x0002 RIR LOAD 2 VOLTAGE uUl6 HanpsikeHne Ha poseTke 2, 10-B
0x0003
- RIR
0x0029
0x002A RIR LOAD_42_VOLTAGE Hanpsi»keHue Ha po3eTke 42, 10-B
0x002B
- RIR RESERVED
0x0038
0x0039 RIR LOAD 1 CURRENT Tok Ha po3seTke 1, 100-A
0x003A RIR LOAD_2_ CURRENT Tok Ha poseTke 2, 100-A
0x003B
- RIR
0x0061
0x0062 RIR LOAD_42_CURRENT Tok Ha poseTke 42, 100-A
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Rem

®dPusunyeckum agpec ®Popmat
KomaHnpbl | Ha3sBaHue perucrpa OnucaHue peructpa
Modbus AaHHbIX
0x0063
- RIR RESERVED
0x0070
0x0071 RIR LOAD 1 POWER AKTMBHasa MOLLHOCTb Ha poseTke 1,
- = 10-kBT
0x0072 RIR LOAD_2_POWER AKTMBHas MOLLHOCTb Ha po3eTke 2,
10-kBT
0x0073
- RIR
0x0099
0X009A RIR LOAD 42 POWER AKTMBHas MOLLHOCTb Ha po3eTke 42,
- - 10-kBT
0x009B
- RIR RESERVED
0x00A8
0X00A9 RIR LOAD_1_ENERGY U16 AKTUBHAR SHEPrUA Ha poserke 1,
- kB1-4-10
0X00AA RIR LOAD_2_ENERGY u16 AKTMBHAR SHEPIVA Ha Po3eTke 2
- kBT-4-10
0x00AB
- RIR uU16
0x00D1
0Xx00D2 RIR LOAD_42_ENERGY U16 AKTMBHas aHeprus Ha po3eTke 42,
kBT-4-10
A.4.8. PerucTtpbl KoHAULMOHEepPOB Rem
Pusunyeckumn ®dopmart
KomaHgb! HasBaHue perucrtpa OnucaHue perucrtpa
appec Modbus OaHHbIX
MopsiaKoBbIN HOMEP
0x0C00 RHR/WSR/WMR COND_ID U16 KOHOULMOHEepa B CNNCKe
BHELLHNX YCTPOWCTB
0x0C01 RHR/WSR/WMR COND_ON_OFF uUl6 BknitoueHne koHanumoHepa
0x0C02 RHR COND_T_EVAPOR ul6 TemnepaTypa ucnaputens, °C
0x0CO03 RHR COND_T_COND uUl6 TemnepaTypa koHaeHcaTopa, °C
0X0C04 RHR COND_T_INDOOR u16 Temneparypa BHyTpeHHero
6roka, °C
0X0C05 RHR COND_STATUS u16 Craryc ycrpowctea: 0 — Normal,
1 — Alarm min, 2 — Alarm maj
0x0CO06 RHR COND_ERR uUl6 Macka aBapuii kKOHOULMOHEpa
0Xx0C07 RHR COND_TEMP_RET u16 Temnepatypa ucxoastuero
- - BO3ayxa
0Xx0C08 RHR COND_TEMP_SUP u16 Temneparypa Bxoaawero
- - BO3ayxa
0x0C09 RHR COND_HUM_RET Ul6 BnaxHocTb ncxogsilero sosgyxa
0XOCOA RHR/WSRMWMR COND_OFF_PT u16 Temneparypa oTKoueHs
- - oxnagutens, °C
0Xx0COB RHR/WSRMWMR COND_HYST u16 rvetepesuc oTkioueHus
oxnagutens, °C
0x0COC RHRWSRMWMR | COND_HEAT OFF PT u16 Tewneparypa sknioueHus
HarpeBa, °C
0x0CO0D RHR/WSR/WMR COND_HEAT_HYST Ul6 'McTepesnc BKkNIOYEHUS HarpeBaa,
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dusnyeckum ®dopmat
KomaHpb! HasBaHue peructpa OnucaHue peructpa
appec Modbus OaHHbIX
°C
0XOCOE RHRWSRMWMR | COND_FAN_OFF PT u16 Temneparypa oTkrioueHus
BHYTPEHHero BeHTUnaATopa, °C
0x0COF RHR/WSR/WMR COND_HUM_SET ui16 YcTaBka BNaXHOCTH
0x0C10 RHRWSR/WMR COND_SENS_SET U16 Aonyctuman norpewrocts
- - YCTaHOBKM BMa)HOCTM
0x0C11 RHR/WSR/WMR COND_TEMP_SET ui16 YcTaBka TemnepaTypbl
0Xx0C12 RHR/WSRMWMR | COND_TEMP_SENS_SET u16 Aonyctumas norpewrocte
YCTaHOBKM TeMMepaTyphbl
0x0C13 RHRWSR/WMR | COND_HIGH_TEMP_SET ul6 BepxHuin npegen Temneparypsbl
0x0C14 RHR/WSR/WMR | COND_LOW_TEMP_SET ul6 HwxHW npegen TemnepaTypbl
0x0C15 RHR/WSR/WMR | COND_HIGH_HUM_SET ul6 BepxHuin npegen BnaxHocTu
0x0C16 RHR/WSR/WMR | COND_LOW_HUM_SET ul6 HwxHuin npegen BNaxHocTu
A.4.9. Perucrtpbl BHellHero gatyvMka temneparypbl RS-T1
Pusunyeckumn ®dopmat
KomaHAab! HasBaHue peructpa OnucaHue peructpa
appec Modbus OaHHbIX
MopsiakoBbIN HOMEpP AaTynka
Ox0EOQ0 RHR/WSR/WMR TEMP_EXT_ID ui6 Temneparypbl B CIUCKE BHELLHNX
YCTPOWCTB
0X0EO1 RHR TEMP_EXT_VALUE u16 Temneparypa BHELIHEro AaTuka
- - Temnepatypsl, °C * 10
OXOE02 RHRMWSRMWMR | TEMP_EXT ALMIN_L u16 HupxHmi nopor NPeAyNpexaeHns o
- - - Temneparype, °C
OXOE03 RHRWSRMWMR | TEMP_EXT_ALMIN_H u16 Bepxiui niopor NpeAynpexaeHia no
Temneparype, °C
0XOE04 RHRWSRMWMR | TEMP_EXT_ALMAJ_L u16 HukHui nopor Tpesoru no
Temneparype, °C
O0XOEO5 RHRWSR/MWMR | TEMP_EXT_ALMAJ_H U16 Bepxiui niopor Tpesoru no
- - - Temneparype, °C
OxOE06 RHR/WSR/WMR TEMP_EXT_HYST Ul6 lnctepesuc, °C
A.4.10. Pernctpbl NeHTOYHOro aaTt4yuka nporeykm RS-WL-1S
dPusunyeckum ®dopmat
KomaHAabl HasBaHue peructpa OnucaHue perucrtpa
appec Modbus AaHHbIX
[NopsiakoBbIN HOMEP AaTymka
0x1000 RHR/WSR/WMR FLOOD_ID ui16 NPOTEYKN B CIIUCKE BHELLHUX
YCTPOUCTB
Crartyc npoteyku: 0 — HeT
0x1001 RHR FLOOD_DETECTED ui16 npoTeyku, 1 — obHapyxeHa
npoTeuka
Crartyc curHanusaumm: 0 —
0x1002 RHR FLOOD_ALARM_DETECTED ui16 CurHanusauus oTknoyeHa, 1 —
CUrHanu3auus BKIoYeHa
CkopocTb nepeaayn, nepsas
0x1003 RHR/WSR/WMR FLOOD_BAUD_MAJ Ul6
yacTb, but/c
0x1004 RHR/WSRMWMR FLOOD_BAUD_MIN u16 Ckopocte nepepativ, BTopas
yacTb, but/c
0x1005 RHR/WSR/WMR FLOOD_ALARM_DELAY ui6 3agepxka curHanusaumm, ¢
0x1006 RHRWSR/WMR FLOOD_ADDRESS U16 mzebzgmpo”cma Ha ke
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Pusunyeckumn Popmat
KomaHpb! HasBaHue peructpa OnucaHue perucTtpa
appec Modbus AaHHbIX
0x1100 RHRMWSRMWMR LOCK_ID U16 MopsakoBbIn Hovmep 3amMka B Crucke
BHELLHWX YCTPOWCTB
0x1101 RHR RESERVED uUl6
Crartyc pyyku: 0 — HeT cBsA3un, 1 —
0x1102 RHR LOCK_STATUS uUl6 3abnoknpoBaHa, 2 —
pa3bnokupoBaHa, 3 - OTKpbITa
0x1103 RHR LOCK OPEN U16 Crartyc 3amka: 0 — 3abnokupoBaH, 1 -
- pa3bnokmpoBaH
0x1104 RHR RESERVED Ul6
0x1105 RHR/WSR/WMR LOCK_ADDRESS uil6 Appec yctponcTsa Ha wuHe Modbus
0x1106 RHR/WSR/WMR | LOCK_WAIT_OPENING uil6 3agepxkka OTKpbITUS 3aMKa, C
A.4.12. Pernctpbl Tepmoctata R-MCx-DMTH
Pusunyeckumn ®dopmat
KomaHAab! HasBaHue peructpa OnucaHue perucrpa
appec Modbus AaHHbIX
0x1200 RHRWSRMWMR THERM_ID Uie | MoPRiAkoBLI HoMEp TepuocTara e
- CNMCKe BHELLHUX YCTPOWCTB
0x1201 RHR THERM_DS1 ulie6 Temnepatypa gatumka Ty, °C * 10
0x1202 RHR THERM_DS2 ule6 Temnepatypa gatumka Tuy2, °C * 10
TemnepaTypa gaTymka
0x1203 RHR THERM_TEMP uil6 TemnepaTtypbl U BfiaxHocTH, °C *
10
0x1204 RHR THERM_HUMID ul6 BnaxHocTtb, % * 10
0x1205 RHR THERM_EXT VAL Ul | |1oKa3aHuA Temnepatypl
- - Hapy>xHoro gaT4uka, °C * 10
0x1206 RHR THERM INT VAL U16 lMoka3aHus OCHOBHOrO (axman:oro)
- - naryuvka (BHyTpu wkada), °C * 10
0x1207 RHR THERM_ACTIVE_STATE ule | COCTORHYE pene aktusHoro
- - obopynoBaHus
0x1208 RHR THERM_FAN_STATE ul6 CocTosiHue perne B
0x1209 RHR THERM_HEAT_STATE ul6 CocTosiHue pene HarpeBaTens
O0X120A RHR/WSRMWMR THERM_ADDRESS Ule | /\APECTepmocTaTa Ha wie
Modbus
0x120B RHR/WSRMWMR THERM_ON_OFF e | BRTIOUMTL/BBIKTIONNTE OBMEH
OaHHbIMK C TEPMOCTATOM
0, *
0x120C RHRMWSR/WMR THERM_TEMP_MAX u16 2/'(;" HAMarbHas Temneparypa, °C
0 *
0x120D RHR/WSRMWMR THERM_TEMP_MIN u16 QA;KC“Ma”"Ha” Temneparypa, °C
0x120E RHRWSR/WMR THERM_HUM_HYST Ul | | VICTePeaVC OTHoCHTENbHON
- - BnaxHoctu, % * 10
0x120F RHRWSR/WMR THERM_HUM_MAX Ule | MaKcamanbHbii yposeHh
- - oTHocuTenbHom BnaxHoctn, % * 10
0x1210 RHRWSRMWMR |  THERM_HUM_ALARM Ule | /\BaPYIMHBIM ypOBEHD ,
oTHocuTenbHom BnaxHoctn, % * 10
0x1212 RHR/WSR/WMR THERM_SENS_PRIO1 ui6 Hatuuk ¢ npuoputeTom 1
0x1213 RHR/WSR/WMR THERM_SENS_PRIO2 ui6 [atuuk ¢ npuoputeTom 2
0x1214 RHR/WSR/WMR THERM_SENS_PRIO3 ui6 [atyuk ¢ nproputeTom 3
0x1215 RHR/WSR/WMR RESERVED uUl6
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Pusunyecknmn ®Popmat
KomaHpb! HasBaHue peructpa OnucaHue perucTtpa
appec Modbus AaHHbIX
0x1216 RHR/WSR/WMR THERM_SENS_EXT U16 HapyxHbIn gaTymk Temnepartypbl
0x1217 RHR/WSR/WMR THERM_SENS_ENABLED ul6 Bkn/Bblkn gaTtynkoB
0x1218 RHRWSRMWMR | THERM_RELAY MIN_SW Ul | MuHumarniHoe Bpems
- - - nepekn4yeHnada pene, c
0x1219 RHR/WSR/WMR THERM_OTP_ENABLED uil6 Bkn/Bbikn 3awuThl OT Neperpesa
0x121A RHRWSR/WMR THERM_OTP_LEVEL Ul | MakoumanbHad Temneparypa
- - neperpesa, °C * 10
0x121B RHR/WSRMWMR THERM_OTP_HYST ute | g(f?gea”c 3alMTLI OT Neperpesa,
0x121C RHR/WSR/WMR | THERM_COLD_START_EN ule6 Bkn/Bbikn xonogHoro crapta
0
0x121D RHRWSR/MWMR | THERM_COLD_START_LVL | U16 ;ri"c’)'"epawpa xonoaxoro ctapra, °C
0x1220 RHR/WSR/WMR THERM_FAN_HYST uUil6 'mcTepesuc oxnaxagexus, °C * 10
0x1221 RHR/WSR/WMR THERM_HEAT_HYST uil6 'nctepesuc Harpesatens, °C * 10
A.4.13. PerucTtpbl gaTyvMka TeMmnepartypbl 1 BnaxxHoctn RSHT-1
®Pusunyeckumn ®dopmart
KomaHpgbl HasBaHue perucrtpa OnucaHue perucTtpa
appec Modbus AaHHbIX
[NopsakoBbIN HOMEP AaTymka
0x1400 RHR/WSR/WMR RSHT1_ID ul6 RSHT-1 B cnncke AMCKPETHBIX
BX0OJ0B
0x1401 RHR RSHT1_TEMP u16 Temnepartypa, °C * 10
0x1402 RHR RSHT1_HUM Ul6 BnaxHocTtb, % * 10
0x1403 RHRWSRMWMR | RSHTL TEMP_HIGH_MAJ | U1 | CCPXHA¥ nopor Tpesoru no
- - - Temnepartype, °C * 10
0x1404 RHRWSRMWMR | RSHT1 TEMP_HIGH_MIN Ul | DEPXH NOPOT NPEAYNIPEXASHNS
no temneparype, °C * 10
0x1405 RHRWSRMWMR | RSHT1 TEMP_LOW MAJ UG | WKWV MOpOr TPeBOM Mo
Temnepartype, °C * 10
0x1406 RHRWSRMWMR | RSHTL TEMP_LOW_MIN Ule | HiwKnwit nopor npeaynpexaeHus
- - - no Temnepartype, °C * 10
0X1407 RHRAWSRMWMR | RSHT1_HUMID_HIGH_MAJ | Ul | CSPXHW¥ nopor Tpesorv o
- - - BnaxHoctu, % * 10
RSHT1 BepxHuit nopor npeaynpexaeHnst
0x1408 RHRAWSRWMR HUMID_HIGH_MIN u16 no BnaxHoctu, % * 10
0x1409 RHRWSRWMR | RSHT1 HUMID_LOW MAJ | U1e | _V/PKH¥ nopor Tpesorw mo
BnaxHoctn, % * 10
0x140A RHRAWSRWMR | RSHT1_ HUMID_LOW MIN | U1g | H/PKHVM NOPOT NPEAYNpexaeHns
- - - no BnaxHoctn, % * 10
0x140B RHR/WSR/WMR RSHT1 TEMP_HYST uUl6 MmcTepesuc Temnepatypel, °C * 10
0x140C RHR/WSR/WMR RSHT1_HUMID_HYST Ul6 MmcTepesnc BnaxHocTtn, % * 10
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MpunoxeHune b. APl ru6koun norukun (Python)

B.1. Moaynb rem_api

[aHHbIN

mMoaynb HeobxooMm B nboMm ckpunte —

OH npegocTaBnsieT  (PYHKLMU

WHUUManu3aumm n genHuuanusaumm API, 6e3 KOTOopbIX CKpUNT He Ha4yHET paboTy C KOHTPOSNEPOM.
Momnmo aToro, B HEM eCTb (OYHKUUSA NOrMpPOBaHUA, KOTopasi HanpasBnseT cooblieHus B for
XypHana ckpuntoB. OnucaHue yHKUMIA npeactaBneHo B Tabnuue b.1.

Tabnuua b.1 — Onucaxnne dyHKunn Moayns rem_api

Homep | HasBaHue AprymeHTbl OnucaHue
1. init() Het Hauyano pa6otbl ¢ APl Remer, 6e3 uHuyuanusayuu He 6ydym
pabomamsb ¢pyHkyuu Apyaux modynel REM API. Bo3spalyaet
True B cnyyae ycnexa, Bbi3blBaeT OLINOKY, B Cry4ae Heyaauu.
2. deinit() HeTt OxkoHuaHue paboTbl ¢ APl Remer. lNMocne genHnumnanmsaumm He
OynyT pabotaTb pyHKUMM Apyrux mogynen. Bosspaiyaet True.
3. log(...) string_obj — cTpoka, BbiBoa coobuieHuns “string” B nor B XXypHan ckpunToB. Bo3epalyaet
KOTOpY HeOBX0aAMMO True.
BbIBECTW B Nor
Mpumep ucnonb3oBaHUA:
Cm. Cm. Owubka! HeeepHasi ccbinika 3aKnaokKu..
B.3. Moaynb rem_inputs.
B.2. Moaynb rem_sockets
Moayne npegocTaBnsieT BO3MOXHOCTb HacTpamBaTb po3deTkm PDU m CPDU, a Ttakke
CUMTbIBaTb X COCTOSIHUA U NOKa3aHWA n3amepuTenen.
OnucaHve yHkuun Moaynsa npeacrasneHo B Tabnuvue b.2.1.
Tabnuua b.2.1 — OnucaHun dyHKUMiA Mogyns rem_sockets
Homep HassaHue AprymeHTbI OnucaHue
1. get_all(...) pdu_idx_obj — Homep MonyyaeT cnmcok o6bekToB socket, onucaHne KOTOpPoro
PDU npuseaeHo B Tabnuue 6.2.2. SnemeHTbl 3TOrO cnncka — Bce
06bekTbl, NpeAcTaBnsowme po3etkn KoHTponnepa (ecnm
pdu_idx == 0) nnn CPDU ¢ nugekcom pdu_idx (pdu_idx > 0).
2. get(...) 1. pdu_idx_obj — Homep | BoaBpalyaeT o6bekT socket, npeacTtaBnsaoWwuii po3eTky
PDU KoHTtponnepa (CPDU) no nHgekcy pdu_idx. Homep poseTku
2. socket_idx_obj — HaunHaeTtcs ¢ 0.
HOMEp pO3eTKM
3. save(...) O6bekT socket_obj, ¢ CoxpaHsieT HacTpoViku po3eTku. Bo3spallaerT:
KOTOpbIM BeAeTCs -1 — Ecnu Tvn nepefaHHoro B oyHKUMI0 06beKTa He SiBMSIETCS
paboTa TMNom «socket»
-2 — Ecnn no kakon-To Npu4mHe He yaanocb COXpaHUTb
HaCTPOWKN PO3ETKMN (BHYTPEHHSIA oLInbKa)
0 — YcnewHoe coxpaHeHue
O6bekT socket cogepXuUT OTYHET O COCTOSIHUM PO3ETKU (M3MEPEHHbIE TOK, HaMpsKEHWE U
MOLLIHOCTb) 1 ee HacTpoiku. NMogpobHoe onucaHune B Tabnuue 6.2.2.
Tabnuua b.2.2 — OnucaHune obbekTta socket
Homep HassaHue Tun OnucaHue
1. name String Wms poseTkn (Makcumym 20 CMBOOB)
2. enabled boolean | HacTtpolika, oTBe4vatoLlasi 3a BKIIIOYEHNE U BbIKITFOYEHNE PO3ETKU
3. restart_time_sec Integer | Bpemsi nepesanycka po3eTku Bo Bpemsi paboTbl Ping Watchdog, ykasbiBaeTcst
B CeKyHAax (MakcumarnbHoe 3HayeHue — 255)
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Homep HasBaHue Tun OnucaHue
4. watchdog_enabled | boolean | Hactporika, oTBevatoLwas 3a BKITOYEHNE U UCKITHOUYEHNE PO3ETKM B
MoHuTOpUHre Ping Watchdog
5. status Integer | CtaTyc po3eTku:
PDU_STATUS_NORMAL - Hopma
PDU_STATUS_ALMIN — HesHaunTenbHasa aBapus
PDU_STATUS_ALMAJ — Kputnyeckasa aBapus
PDU_STATUS_INFO — UHdopmaumoHHbIN
6. has_control boolean | ®nar, nokasbiBaOLLMUI MOXHO NN YNPaBnATb (BKIMOYATL/BbIKMOYaTh) PO3ETKON
7. no_connection boolean | ®nar, nokasbiBalLLMIA €CTb NN CBA3b C po3eTkol. Ecnu donar True, cBA3b C
po3eTKow notepsiHa
8. current float Tok Ha poseTke, A
9. voltage float HanpsixeHune Ha poseTke, B
10. power float MowuHocTb Ha poseTke, kBT

anI Mep NcnoJib3o0BaHUA:

Cm. Owubka! HeeepHasi ccbiika 3aKnaokKu..

B.3. Mogynb rem_inputs

Mogyne npefocTtaBnseT BO3MOXHOCTb CUYMTbIBATb COCTOSIHUSI BHYTPEHHMX YCTPOWCTB, TO
ecTb umdgposbix BxogoB DIN, aHanoroBbix BxogoB AIN n gatunka ygapa (akcenepometpa). Kpome
TOro, JOCTYMHbI A5 U3MEHEHNST UX HACTPOMKMN.

OnucaHune dyHKUMI NpeacTaeneHo B Tabnuue 6.3.1.

Tabnuua b.3.1 — OnucaHue yHKUMA MOAYNS rem_inputs

Homep | HasBaHue AprymeHTbI OnucaHue
1. get_all(...) | subsystem_idx_obj — Homep MonyyaeT cnucok 06bEeKTOB input, NPeACTaBNALLLNX AATYUKN
nogcucTemsl nogcucTemMbl subsystem.
Homepa noacuctem:
ONBOARD_SENSORS — BcTpoeHHble B NnaTty CeHCopbl
(oaTuuk ypapa)
DINS — [InckpeTHble Bxoabl
AINS — AHanoroBble BXoAbl
Onucanune o6bekTa input npueegeHo B Tabnuue 6.3.2
2. get(...) 1. subsystem_idx_obj — Mony4aeTt 06bekT input. COOTBETCTBYET BHYTPEHHEMY
HOMep noAcucTemsl YCTPOWCTBY C 3aA4aHHbIM MHAEKCOM input_idx 13 ykazaHHON
2. input_idx_obj — Homep nogcMcTeMon.
Bxoga (HaunHaetcs ¢ 0)
3. save(...) input_obj — o6bekT, PyHKUMS NPUHMMAET B KQYeCcTBE aprymMmeHTa oobekT input u
XpaHSALWMIA HaCTPOWKM NPUMEHSIET B KOHTPOINIepe HaCTPOWMKN COOTBETCTBYHOLLErO
BHYTPEHHEro yCTponcTBa 3TOMY 0O6BLEKTY BHYTPEHHENO YCTPOWCTBA.
Tabnuua b.3.2 — OnncaHne obbekTa input
Homep HasBaHue Tun OnucaHue
1. name string HasBaHue BHyTpeHHero ycTponcTea
2. subsystem integer | Tun ycTpowicTtea:
ONBOARD_SENSORS — BcTpoeHHble B nnaTy ceHcopbl (4aTtyuvk yaapa)
DINS — [InckpeTHble BxoAbl
AINS — AHanoroBble BXoAbl
3. type integer | LWa6noH ycTtpoiicTea.

Ansi ecmpoeHHbIX ceHcopoes:
HIT_DETECTOR — [Jatuuk yaapa
Ansi duckpemHozo exoda:
DIN_DOOR_NC - [1Bepb, H3
DIN_DOOR_NO - 1Bepb, HO
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Homep

HasBaHue

Twvn

OnucaHue

DIN_SENSOR_IR — JaTuuk gBuxXeHus
DIN_SENSOR_SMOKE - JaTuuk Abima
DIN_PULSE_COUNTER — CyeTunk umnynbcoB

DIN_SENSOR_FLOOD_NO — laTy1k npoTeuyky,

HO

DIN_SENSOR_FLOOD_NC - Odatuuk npoTteyku, H3
DIN_RSHT1 — fatunk TeMnepaTypbl U BNaXXHOCTU

DIN_INPUT_NO - Bxoa, HO
DIN_INPUT_NC - Bxog, H3

HAnsa aHanozoeozo exoda:
AIN_SENSOR_SMOKE — [Jatyuk gpima
AIN_NAMUR_DOOR — NAMUR aBepb

AIN_SENSOR_FLOOD - [laTtunk npoTeYKM, aHarnoroBbIi
AIN_BLOCKER — AHanoroBblii ko4 paboTbl 3/1eKTPOHHOrO 3amka

enabled

boolean

Ecnu True, TO yCTPOWCTBO BKIMIOYEHO

o

monitor

boolean

Ecnu True, 10 yCTpOVICTBO 0To6pa>KaeTc;| B NaHesin MOHUTOPUHIa

send_emails

boolean

Ecnu True, TO ycTpoiicTBo 6yaeT otcbinatb Email-yBegomnenus npu

N3MEHEHNN COCTOAHUNA

send-traps

boolean

Ecnu True, To ycTpoiAcTBO GyAET OTChINaTh trap-yBeOMIeHUs Npu

N3MEHEeHNN COCTOAHUA

group

integer

pynna yctponcraa:

PDU_GROUP_24_7 —24/7
PDU_GROUP_GUARD - OxpaHa
PDU_GROUP_INFO — NHdopmaLmoHHas
PDU_GROUP_ENTRANCE - BxogHas

status

integer

Crartyc ycTpolicTBa:
PDU_STATUS_NORMAL — Hopma

PDU_STATUS_ALMIN — HesHaunTenbHasa aBapus

PDU_STATUS_ALMAJ — Kputnyeckasn aBapusi
PDU_STATUS_INFO — NHdhopMaLMOHHbIN

10.

msg

string

Coo0LLeHne 0 COCTOSHUM YCTPOMCTBA

11.

msr

string

CoobLLeHne 06 n3mepeHusax yCTponcTea

12.

settings_loaded

boolean

Ecnu True, TO HAaCTPOMKK yCTPONCTBaA 3arpyxeHbl B 06beKT. He y Bcex

[AaTYMKOB €CTb HACTPOMKM (CM. HUXKE)

13.

state loaded

boolean

Ecnu True, TO cocTosiHne yCTpOﬁCTBa 3arpyxeHo B 06bekT. CocTosiHMe
0To6pa>|<aeTc;| TONbKO ONA BKIOYEHHbIX B HaCTpOIZKaX AaTt4ynkoB

14.

impact_duration

integer

HacTtponkn gatuvka ygapa: onuTenbHOCTb yaapa, ¢

impact_strength

integer

HacTpoiikv gaTtunka ygapa: cuna ygapa, yci. eq.

15.

temp_alarm_high

float

HacTtponku gatyvka Temnepartypbl 1 BIIaXXHOCTU:

aBapuviHon Temnepartypsbl, °C

BEPXHSS rpaHuLa

temp_alarm_low

float

HacTponkn gatuymka TemMmnepaTtypbl U BNaXXHOCTU:

Temneparypbl, °C

HWXHASA rpaHMLa aBapuiiHomn

temp_warn_high

float

HacTponkn gatuymka TemMmnepaTtypbl U BNaXXHOCTU:

Temnepartypbl npeaynpexaeHus, °C

BEPXHAA rpaHunua

temp_warn_low

float

HacTtponku fatymka Temnepatypbl U BIIaXHOCTU:

Temneparypbl npeaynpexaeHus, °C

HWXHAA rpaHnua

humid_alarm_high

float

HacTtponku gatyvka Temnepartypbl 1 BIIaXXHOCTU:

aBapuMHOM BNaXHoOCTU, %

BEPXHSS rpaHuLa

humid_alarm_low

float

HacTponkn gatymka TemMmnepaTtypbl U BNaXXHOCTU:

BJ1AXXHOCTH,

HWXHASA rpaHvLa aBapuiiHomn

humid_warn_high

float

HacTponkn gatymka TemMmnepaTtypbl U BNaXXHOCTU:

BNaXHOCTU NpegynpexaeHnst, %

BEPXHAA rpaHunua

humid_warn_low

float

HacTpoiikv gaTtumka TemnepaTtypbl U BaXHOCTU:

npeaynpexanennst, %

HWXHAA rpaHnua BliaXXHOCTU

temp_hyst

float

HacTpolikv fatunka TemnepaTypbl ¥ BIIaXHOCTU:

rMcrTepeauc Temneparypsi, °C

humid_hyst

float

HacTpoiikv gaTtumka TemnepaTtypbl U BaXHOCTU:

rmcTepesnc BnaxHoctu, %

16.

value

float

3Ha4yeHne, cYMTbIBaEMOE aHanoroBbIM BXO4OM
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Homep HasBaHue Tun OnucaHue
17. triggered boolean | Ecnu True, To cocTosiHMe AUCKPETHOro BXoAa OblNo M3MeHeHo
18. hit_detected boolean | Ecnu True, To gatumk yaapa sadumkcuposan ygap
19. temp float 3HaueHune Temnepartypbl, M13MepAeMoe A4aTYMKOM TemMnepaTypbl 1
BRakHocTH, °C
hyst float 3HaueHne BnaxHoCTW, M3MepsaeMoe aTYMKOM TeMnepaTypbl U BNaXHOCTU, %

anI Mep ncnoJib3oBaHUA:

CKpuvNT KOHTpPONMpPYET COCTOSHME AaTyMKa AblMa, AaTyuKa yaapa v gatymka TemnepaTtypbl 1
BnaxHoctu. Npu npesbilleHNn nopora nNo TemnepaTtype, KoTopas nonydyeHa ¢ gatumka RSHTH,
BbIKIMOYAETCSA po3eTKa, B KOTOPYIO BKIOYEH HarpeBaTenb. Ecnv TemnepaTtypa nagaeT HWXe gpyroro

nopora, po3eTKa, HaO60p0T, BKITHO4aeTCA.

Ecnn B TeyeHumn 5 npoxo4oB UUKMa 3amMedYeH ygap Ha Agatyuke yaapa, TO BbIBOAUTCA

CcoO0OLEeHNE O TOM, YTO Ha4anochb 3eMIeTpdaceHmne.

Takke CKpunNT BKIo4YaeT yCTpOVICTBO NnoXXapoTyLleHnda Ha pOo3EeTKe 5, ecnu aHanoroBbli

AaT4yuK gbiMa 06Hapy>|<|/|n 3agblMIneHNE, N OTKIKO4YaeT ero, ecii 3agbiMI1eHNA HeT.

import time
import rem api

import rem inputs

rem api.init()

rem api.log("script 1 started")

counter = 0
fire detector threshold = 20 #mA

while True:

hit detector = rem inputs.get(rem inputs.ONBOARD SENSORS, 1)
if isinstance (hit detector, rem inputs.input):

if hit detector.type == rem inputs.HIT DETECTOR and
hit detector.enabled and hit detector.state loaded:

if hit detector.hit detected and
hit detector.impact strength > 10 and hit detector counter > 5:

rem api.log("Earthquake started!")

elif hit detector.hit detected and
hit detector.impact strength > 10:

hit detector counter += 1
elif

hit detector counter = 0

rshtl = rem inputs.get(rem inputs.DINS, 1)
if isinstance(rshtl, rem inputs.input):
socket = rem sockets.get (0, 0)

if rshtl.type == rem inputs.DIN RSHT1 and rshtl.enabled and
rshtl.state loaded:

if rshtl.temp > 45.0:

# OTkiouaeM po3eTKy 1, B KOTOPYK BKJIOUEH
HarpeBaTesb

socket.enabled = False
elif rshtl.temp < 20.0:
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# BxiwouaeM pozeTky 1, B KOTOPYK BKJIOUEH
HarpeBaTeJb

socket.enabled = True

fire detector = rem inputs.get(rem inputs.AINS, 2)
if isinstance(fire detector, rem inputs.input):

if fire detector.type == rem inputs.AIN SENSOR SMOKE and
fire detector.enabled and fire detector.state loaded:

socket = rem sockets.get (0, 4)
if fire detector.value < fire detector threshold:

# BxJUaeM YCJIOBHOE YCTPOMCTBO MOXAPOTYIEeHMS Ha
ISTOY PO3eTKe

socket.enabled = True

rem api.log("Fire started at facility!")
else:

socket.enabled = False

rem api.log("Fire was extinguished!")

time.sleep (5)

B.4. Mogynb rem_devices

Moaynb nosBonsieT paboTaTb CO BHELWHMMM YCTPOMCTBaAMM, NOAKIOYEHHbIMM K PDU.

MoapasymeBaeTcs Kak CYMTbIBAHWE COCTOSIHUIA, Tak U ynpaBreHne HacTpoMKaMm YyCTPOWCTB.

Onucanve yHKuun NpeacTasneHo B Tabnuue b.4.1.

Tabnuua b.4.1 — OnucaHue dyHKUMA Mogynsa rem_devices

Homep HassaHue AprymeHTbI OnucaHune

1. get_all() Het Mony4yaeT cnucok o6bekToB device, onucaHue
KoToporo npueegeHo B Tabnuue 5.4.2.
HacTponku yCTpONCTB U COCTOSAHUS HE
3arpyxarTcs.

2. get(...) device_idx_obj — Homep BHeLUHero Mony4yaeTt o6bekT device. CooTBETCTBYET
YCTPOWNCTBA B HACTPOMKax (HAYMHAETCs | BHELLUHEeMY YCTPOWCTBY C 3aaHHbIM MHOEKCOM.
c0)

3. save(...) device_obj — obbekT Tuna device CoxpaHsieT HaCTPOWKN COOTBETCTBYHOLLIETO
BHELLHero yCcTponcTBa B COOTBETCTBUM CO
3Ha4YeHnsIMU, nepedaHHbIMKU ¢ 06bekToM device

Tabnuua b.4.2 — OnucaHue obbekTa device
Homep HasBaHue Tun OnucaHue
1. name string HasBaHune BHyTpeHHero yctponcraa
2. type integer | Tun ycTtpowcTtsa:
THERMOMETER — TepmomeTp
EMETER — E-meTp (He nogaepxvBaeTtcs)
CONDITIONER - KoHguunoHep
THERMOSTAT — TepmocTar
LOCK — REM-3amok
DISPLAY — HMI-gncnnewn (BoCTynHbI TONBKO HACTPOWKW)
FLOOD — [datuunk npoTeyku
ATS — ABP

3. bus integer | CepuiHbIN NOPT, K KOTOPOMY MOAKIIOYEHO YCTPOMCTBO:
BUS_1W - 1-Wire
BUS_RS485_1 — RS485-1
BUS_RS485_2 — RS485-2
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Rem

Homep HasBaHue Tun OnucaHue
BUS_RS485_3 — RS485-3
BUS_RS232 — RS232
4. group integer | pynna yctponcrea:
PDU_GROUP_24_7 —24/7
PDU_GROUP_GUARD - OxpaHa
PDU_GROUP_INFO - MHdopmaumoHHas
PDU_GROUP_ENTRANCE - BxogHas
5. enabled boolean | Ecnu True, To yCTPONCTBO BKIKOYEHO
6. monitoring boolean | Ecnu True, To ycTpolicTBO oTOOpaxkaeTcs B NaHENM MOHUTOPUHIA
7. send_emails boolean | Ecnu True, To ycTporictBo 6yaeT otcbinate Email-yBegomnenus npu
N3MEHEHUN COCTOSHNS
8. send_traps boolean | Ecnu True, To ycTpolictBo GyaeT oTcbinath trap-yBegoMneHns npu
N3MEHEHUN COCTOSIHUS
9. uri integer | YHuKanbHbIV MOoeHTUUKATOP YCTPONCTBA
10. status integer | Cratyc ycTpolicTaa:
PDU_STATUS_NORMAL - Hopma
PDU_STATUS_ALMIN — HesHaunTenbHasa aBapus
PDU_STATUS_ALMAJ — Kputnyeckasn aBapusi
PDU_STATUS_INFO — MIHdopMaLMOHHbI
11. msg string CoobLLieHne 0 COCTOSHUM YCTPOCTBA
12. state_loaded boolean | Ecnu True, To cocTosiHMe yCTpONCTBa 3arpyxeHo B 06bekT. CocTosiHne
€CTb TOMbKO y YCTPOWNCTB, KOTOPbIE BKMOYEHbI B HACTPOMKaX
13. almin_| integer | HacTpoikm TepMOMETPa: HKHSA rpaHvLa TemnepaTtypbl NpeaynpexaneHus,
°C
almin_h HacTtponkn TepmomeTpa: BEPXHSS rpaHnLa TemnepaTypbl
npegynpexaexus, °C
almaj_| HacTtponku TepmomeTpa: HUXHASA rpaHunLa aBapyiHon Temnepatypsbl, °C
almaj_h HacTpoikm TepmomeTpa: BEPXHASA rpaHMLa aBapuiiHoi TemnepaTypbl, °C
14. model integer HacTponkn koHgnumnoHepa: Moaenb
0 — Mopenb REM5
1 — Mogens REM5U
running HacTpoiku koHanUMOHepa: HacTporika paboTbl
0 — BbikntoueH
1 — BkntoyeH
cooling_stop_pt HacTpoiikm KoHONUMOHEpa: BEPXHSASA rpaHMua TemnepaTtypbl OXNaxaeHus,
°C
cooling_hyst HacTponku KoHAMUMOHepa: rmcTepesnc TemnepaTypbl oxnaxaeHus, °C
heating_stop_pt HacTpoikm KOHONLMOHEPA: HWKHSA FpaHuLa TemnepaTtypbl Harpesa, °C
heating_hyst HacTponkn koHguumoHepa: ructepesunc TemnepaTypbl Harpesa, °C
int_fan_stop_pt HacTponku KoHaAMUMOHepa: TemnepaTypa OCTaHOBKN BHYTPEHHEro
BEHTMNATOPA, °C
temp_set_pt HacTponkn koHgmMumoHepa: ycraHoBreHHasa Temnepatypa, 10 -°C
temp_sens_set_pt HacTponkn koHgMumoHepa: rmctepesunc yCTaHoBNEHHOM TeMnepaTypbl,
10-°C
humid_set_pt HacTponku KoHAMUMOHepa: yCTaHOBIEHHas BNaxHocTb, 10 - %
humid_sens_set_pt HacTpolkm KoHOWLMOHEpA: MCTePEe3NC YyCTaHOBINEHHOM BNaxHoCcTH, 10 - %
high_temp_set_pt HacTponkn koHgMumoHepa: MakcumansHas Temnepatypa, 10-°C
low_temp_set_pt HacTpoliku KoHaMLUMOHepa: MMHMManbHasi TemnepaTypa, 10 -°C
high_humid_set_pt HacTtponku KoHaMUMOHepa: MakcumanbHas BraxHoCcTb, 10 - %
low_humid_set_pt HacTponku koHaMUMOHepa: MUHMMarbHas BnaxHocTb, 10 - %
15. running integer | HacTpolkn TepmocTara: HacTpolka paboThbl

temp_max_|Ivl

0 — BblkntoueH
1 — BkntoyeH

HacTpolikv TepMocTaTa: MakcumarnsHas Temnepatypa, 10 - °C
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Homep HasBaHue Tun OnucaHue
temp_min_Ivl HacTponku TepmocTaTta: MMHUMansHas TemnepaTypa, 10 - °C
humid_hyst HacTtponku TepmocTara: ructepesnc BnaxHoctn, 10 - %
humid_max_|Ivl HacTponku TepmocTaTa: aBapuiiHas BNaxHocTb, 10 - %
humid_alarm_Ivl HacTtponku TepmocTaTta: BnaxHocTb npeaynpexaeHus, 10 - %
sensors_priority[4] HacTponku TepmocTaTa: npuopuTeT Aatynkos (1...4)
sensor_ext HacTpoiikv TepmocTaTa: BHELUHWE OaT4YvKn
0 — BkntoueH T1
1 — BknitoyeH T2
255 — Hukakow He BKIoYeH
sensors_enabled HacTponku TepmocTaTa: BKIHOYEHHbIE OAaTUYNKN
abcd,
a—1, ecnn T1 BKMoyeH
b — 1, ecnn T2 BKMtoYeH
¢ — 1, ecnn TH BkntoYeH
d — 1, ecnn INT BkntoyeH
relay_min_sw_time HacTpoliku TepmocTaTta: MUHUManbHOE BPEMS MEPEKIIOYEHUS pene, C
otp_enabled HacTtponkn TepmocTarta: paboTa 3awuTbl OT neperpesa
0 — BoikntoveHa
1 — BkrnitodeHa
otp_|Ivl HacTtponku TepmocTarta: TemnepaTtypa BKMOYEHUS 3aWwuTbl OT Neperpesa,
10-°C
otp_hyst HacTtponkn TepmocTara: ructepeanc 3awuTel oT neperpesa, 10 -°C
cold_start_enabled HacTtponku TepmocTara: paboTta xonogHoro crapta
0 — BbikntoveHa
1 — BknitodeHa
cold_start_Ivl HacTpoiiku TepmocTaTa: TemnepaTypa xonoaHoro crapta, 10-°C
fan_hyst HacTtponku TepmocTara: ructepeanc sBeHtungaropa, 10 -°C
heat_hyst HacTpoiikn TepmocTaTa: ructepesunc Harpesatens, 10 - °C
16. id integer | Hactponku REM-3amka: agpec yctporictea Ha wuHe Modbus
open_delay Hactponkn REM-3amka: Bpems OTKpbITUS 3aMKa, C
17. id integer | HacTponku gatuvka npoTeykn: agpec ycTponcTea Ha wunHe Modbus
baud HacTtponku gaTuvka npoTeykn: CKopocTb Ha winHe Modbus
alarm_delay HacTponkn gatumka NnpoTeykn: 3agepxka curHanunsaumm, ¢
18. id integer | Hactponkn ABP: agpec ycTtporictBa Ha wuHe Modbus
priority_line Hactpoikn ABP: npvoputeTHas nnuHus
0 — JlnHua A
1-Jlvhua B
2 — ABTOMaTU4eckuii Bblbop
u_min_a HacTtponku ABP: HWXHASA rpaHunua HanpsbkeHns Ha nuHum A, BonbT
u_min_b HacTtponku ABP: HWXHASA rpaHuua HanpsbkeHns Ha nuHum B, BonbT
u_max_a HacTponkn ABP: BepxHsist rpaHuua HanpsXkeHns Ha nuHmn A, BonbT
u_max_b HacTponkn ABP: BepxHsist rpaHuua HanpsXkeHns Ha nuHnim B, BonbT
nonsyn_enable boolean | Hactponkn ABP: ecnu True, paspelueHa paboTta ¢ HeCUHycoaanbHOM
CeTbio
toggle_prior_on_disp Hactponkn ABP: ecniu True, BKMOYeHa BO3MOXHOCTb BblOOpa
NPYOPUTETHON NIMHUM HA CTaHULLE MOHUTOPUHIa
current_max float Hactponkn ABP: aBapuiiHoe 3HadeHune Toka, A
current_warn HacTtponku ABP: 3HauyeHue Toka no npeaynpexaeHuio, A
hyst integer | Hactponkn ABP: ructepesnc toka, A
prior_delay Hactponkn ABP: 3agepxka cMeHbl NPUOPUTETHON NTIMHUKN
quality_sens HacTponkn ABP: ka4yecTBO 4yBCTBUTENBHOCTM MO TOKY
0 — Huskoe
1 - CpegHee
2 — Bbicokoe
19. value float CocTosiHue TepmomeTpa: TemnepaTypa, °C
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Homep HasBaHue Tun OnucaHue
20. error integer | CocTosiHMe KoHAMUMOHepa: dnar owmnbok
evaporator_temp CocTosHue KoHauUMOHepa: TemnepaTypa ucnapexus, 10 - °C
condenser_temp CocTosiHue KoHAUUMOHepa: TemnepaTypa oxnaxaeHus, 10 - °C
indoor_temp CocTosHue KoHOUUMOHepa: TemMnepaTtypa BHYTPeHHsisA, 10 - °C
ret_air_temp CocTosHue KoHOUUMOHepa: TeMnepaTypa Bo3BpaTa Bo3agyxa, °C
supply_air_temp CocTosiHue koHaMUMOHepa: TemnepaTypa Bxoga Bo3ayxa, °C
ret_air_humid CocTosiHue KoHOUUMOHepa: BNaXXHOCTb Bo3BpaTa Bo3ayxa, %
21. t1_temp float CocTosHue TepMmocTara: Temneparypa T1, °C
t2_temp CocTosiHue TepmocTaTa: Temnepatypa T2, °C
th_temp CocTtosHue TepMmocTara: Temneparypa TH, °C
th_humid CocTosiHue TepmocTaTta: BnaxHoctb TH, %
t_ext value CocTtosiHue TepmocTaTta: Temnepatypa TEXxt, °C
t_int_value CoctosiHue TepmocTara: Temneparypa TINT, °C
active_state boolean | CocTosiHne TepmocTara: ecnu True, To TepmocTaTt paboTaeT
fan_state CocTosiHue TepmocTara: ecnu True, To BeHTUNsaTop pabortaet
heat_state CocTosiHue TepmocTaTa: ecnuv True, To HarpeeaTtenb paboTaeT
22. card integer | CocTosiHne REM-3amka: npunoxeHHas kapTa
error CocTosiHne REM-3amka: donar owmnbkm
status CocTtosiHne REM-3amka: ctaTtyc
open CocTosiHne REM-3amka: 3aKkpbIT/OTKpPbIT
23. flood_detected boolean | CocTosiHne gaTymka NpoTeyku: ecnm True, TO 3amMmeyeHa nNpoTeyka
alarm_detected CocTosiHue gatymka npoTeyku: ecnu True, TO 3ameydeHa TpeBora
24. active_line integer | CocTosiHne ABP: akTnBHas nuHusi
0 — Het
1-A
2-B
a_voltage CocTtosiHue ABP: HanpsbkeHne Ha NuHum A
b_voltage CocTtosiHue ABP: HanpsbkeHne Ha NuHum B
output_current float CocTosiHue ABP: BbixogHoM ToK, A
a_freq CocTtosiHue ABP: yactoTta Ha nuHum A, Ty
b_freq CocTtosiHue ABP: yactoTta Ha nuHum B, Ty

anMepMCHOHbSOBaHMﬂ:

CkpunT oOcyLlecTBMsieT poTaumilo KOHOULMOHEPOB MO BPEMEHM, a Takke OTCINEeXUBaeT
TemMnepaTypy BHYTpM TepMmoLLkada BkNoYaeT (hopCrpoBaHHbIN PEXUM paboTbl KOHAULUMOHEPOB NpK
NpeBbILEHUN MaKCMMarbHOW TeMMepaTypbl.

import rem devices

import rem api
import time

# MHuumanmsvpyem APT
rem api.init ()

rem api.log("Conditioner rotation script started!")

# Konburypaumsa
TEMP THRESHOLD =
HYSTERESIS = 1
SWITCH INTERVAL =

50 # MaxkcuMasibHas Temmneparypa, I'p. lenbcus
# TmcTepesuc TeMIepaTypt

3600 # 1 uwac - wmHTepBaJ poTaLMUU

# TyoBaJsibHBEIE MIEepPEeMEeHHHE

last switch time = 0 # Bpema mocienHeM poTauuu

active conditioner idx = 0 # Vupgexc paboTanmero KOHIMLMOHEpPa
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both running = False # @mar Toro, uTo ofa BamyleHH (TeMnepaTrypa
foJiblle MaKCUMaJILHOM)

# OyHKUMA nojyyaeT ofa KOHIOMLMOHEPa
def get conditioners():
devices = rem devices.get all()
conditioners = []
for dev in devices:
if dev.type == rem devices.CONDITIONER:
conditioners.append (dev)

return conditioners

# OYHKLUMS yCTaHaBJIMBAET COCTOSHME KOHIOMLMOHEpPA
def set conditioner state(conditioner, state):
conditioner.running = state

rem api.log(f"Setting conditioner {conditioner.name} to {'ON' if
state else 'OFF'}")

rem devices.save (conditioner)

# dyHKUMSA yCTaHaBJIMBAET COCTOAHUE KOHIMIIVMOHEPOB B 3aBUCHMMOCTM OT
TeMIIepaTypel M COCTOAHMA pPOTauuM

def manage conditioners (conditioners):

global last switch time, active conditioner idx, both running

current time = time.time ()

max temp = max(c.indoor temp / 10 for ¢ in conditioners)

# IpoBepsieM TeMIepaTypy Ha [IPEeBHIIEHME MAaKCHMAaJIbHON’
if max temp > TEMP THRESHOLD + HYSTERESIS:
if not both running:

rem api.log(f"High temperature detected ({max_temp}°C),
enabling all conditioners")

for conditioner in conditioners:
set conditioner state(conditioner, 1)
both running = True

# Ecom He OGoJsblle MakKCMMAaJIbHOM, OpoBepseMm paboTawnT Ju oba
KOHIMUMOHEPa M MOXHO JIM OTKJIOUMTL OIMH

elif max temp < TEMP THRESHOLD - HYSTERESIS and both running:

rem api.log(f"Temperature normalized ({max_temp}°C), returning
to rotation mode")

both running = False
# Orxiouaem oba
for conditioner in conditioners:
set conditioner state (conditioner, 0)
# BrJOUaeM HYXHEIM
set conditioner state(conditioners[active conditioner idx], 1)

last switch time = current time

# OOrbluHas porTaums, He OBUIO HAPYUWEeHMS TEeMIepPaTypHOTO pexmuMma
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if not both running:
# TpoBepseM NPUIUIO JIM BPeMs CMEHE
if current time - last switch time >= SWITCH INTERVAL:

# BHIKJIOUAEM aKTMBHEIM KOHIULIMOHEP

set conditioner state(conditioners[active conditioner idx], 0)

# BxuiouaeM HeaKTUBHEI

active conditioner idx = (active conditioner idx + 1) %
len(conditioners)

rem api.log(f"Switching to conditioner
{conditioners[active conditioner idx].name}")

set conditioner state(conditioners[active conditioner idx], 1)

# OOHOBIIsSeM BpeMs poTaluu

last switch time = current time

def main () :

global last switch time, active conditioner idx

# [ToryuaeM BCe KOHIOMUMVOHEPE M INIpOBepAeM, 4YTO MX He MeHble IOBYX

conditioners = get conditioners ()

if len(conditioners) < 2:

rem api.log("Error: Need at least 2 conditioners for

rotation")
return
rem api.log(f"Found {len(conditioners)} conditioners")
# VHMUMaIMsauusa - CHavajla BHKJIOYaeM BCE KOHIMULIMOHEPH

for conditioner in conditioners:

set conditioner state(conditioner, O0)

# BkJOUAEM I[EePBHI KOHOMIMOHEP
set conditioner state(conditioners[active conditioner idx], 1)
last switch time = time.time ()

rem api.log(f"Starting with conditioner
{conditioners[active conditioner idx].name}")

# OcHOBHOM LMKJI, OOHOBJIEHME COCTOSHMSA - KaxOyln MUHYTY
while True:
try:
manage conditioners (conditioners)
time.sleep (60)
except Exception as e:

rem api.log(f"Error in main loop: {str(e)}")

time.sleep (60)
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main ()

if name == " main ":

B.5. Moaynb rem_scripts

Mop,ynb no3BoJideT pa6OTaTb C 3arpyXeHHbiMn CKpuntamu, 3arpyxatb CKpuUnTbl, OTKIO4YaTb,
nepenMmMmeHoBbIBaTb UX U yOoanAaThb.

OnucaHune dyHKUMI NnpeacTaBneHo B Tabnuue 6.5.1.

Tabnuua B.5.1 — dyHKLMM Moaynsa rem_scripts

Homep HasBaHue AprymeHTbl OnucaHue

1. get_all() Het MonyyaeT cnmucok o6bekToB script, onucaHue
KoTOoporo npuseaeHo B Tabnuue 6.5.2.

2. get(...) script_idx_obj — Homep ckpunTta B MonyyaeTt 06bekT script. CooTBETCTBYET

HacTpoWikax (Ha4umMHaeTcs ¢ 0) CKpUNTY C 3aaHHbIM UHAEKCOM.

3. save(...) script_obj — o6bexT T1na script CoxpaHsieT HaCTPOWKN COOTBETCTBYHOLLETO
CKpUMTa B COOTBETCTBUMN CO 3HAYEHUAMMU,
nepegaHHbIMKN ¢ 06BbEKTOM Script

4. remove(...) script_obj — o6bekT Trna script YpanseT ckpyunT U3 KOHUrypaumm u ¢
¢annoBon cucTeMb

5. load_tftp(...) script_name_obj — umsi ckpunTta Ha 3arpyxaem cKpunT nop, ykasaHHbIM UMEHEM C

TFTP-cepBepe TFTP-cepBepa u gobasnser ero B
KOHUrypaumio
6. load_storage(...) | 1 — script_name_obj — nmsa ckpunta Ha | 3arpyxaem CKpunT nog yka3aHHbIM UMEHEM CO
HakonuTene BHELLHEro HaKoNuUTeNsi No4 UHAEKCOM
2 — storage_idx_obj — nHgekc storage_idx n nobaBnsieT ero B KOHUrypawumio
HakonuTens (HaYnHaeTcs C Hyns)
Tabnuua b.5.2 — OnucaHue obbekTa script mogyns rem_scripts
Homep HasBaHue Tun OnucaHue
1. name String Nmsa ckpunTa. Mpn nameHeHnn npumeHsieTcs cpasy, HeT HeobxoanmMocTu
BbI3biBaTb save()

2. enabled boolean | Hactpoika, oTBevatoLas 3a BKOYEHUE U BbIKITHOYEHNE CKpUnTa.
MpumeHseTca cpady, HeT Heo6XxoAMMOCTH BbI3bIBaThL save()

3. comment String KomMeHTapun Kk ckpunTy, MakcumansHas annHa — 20 CMMBOJIOB.

Mpumep ucnonb3oBaHUsA:

import
import
import

import

rem scripts
rem sockets
rem api

time

# Vuuuyanusupyem API

rem api.init ()

# Kouburypaumsa
TARGET SCRIPT = "traffic light.py"
FALLBACK SCRIPT = "cleanup.py"

CHECK_INTERVAL =

60

# dyHKUMA IIOoJIydaeT CKpHUIIT 110 VIMEHU

def get script (name) :
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scripts = rem scripts.get all()
for script in scripts:
if script.name == name:
return script

return None

# QdyHKLMSA BKJIOUAET BCE POBETKM KOHTPOJIIEpa
def enable all sockets():
try:
sockets = rem sockets.get all(0)
for socket in sockets:
if socket.has control and not socket.enabled:
rem api.log(f"Enabling socket {socket.name}")
socket.enabled = True
rem sockets.save (socket)
except Exception as e:

rem api.log(f"Error enabling sockets: {str(e)}")

def main () :

last state = None

while True:
try:
# IlpoBepdeM CTATyC HYXHOT'O CKPMIITA
target script = get script (TARGET SCRIPT)
fallback script = get script (FALLBACK SCRIPT)

if target script is None:

rem api.log(f"Warning: Target script {TARGET SCRIPT}
not found")

else:

current state = not target script.enabled

# Eciu cTaTyC HYXHOTO CKPMITa M3MEHMJICH
if current state != last state:
if current state:
# OTOT CKPUNT BEKJIOUMIM

rem api.log(f"Target script {TARGET SCRIPT} is
disabled, activating fallback")

# BxJiouaeM OPYyTO¥ CKPUIT

if fallback script and not
fallback script.enabled:

fallback script.enabled = True

rem api.log(f"Enabled fallback script
{FALLBACK_ SCRIPT}")

# BkJimouaeM BCE PO3ETKU
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enable all sockets()
else:
# Cxpunt Bce eme paboTaer

rem api.log(f"Target script {TARGET SCRIPT} 1is
enabled, returning to normal operation")

last state = current state
time.sleep (CHECK INTERVAL)

except Exception as e:
rem api.log(f"Error in main loop: {str(e)}")
time.sleep (CHECK INTERVAL)

if name == " main ":

rem api.log("Starting script monitor")

main ()
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